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1.
Introduction 
At SA3 #53 SA3 received an LS from SA4 (S3-081523/S4-080805)  where SA4 requested the following  “SA4 expects that SA3 can prepare the necessary CRs to its specification and send an outline of necessary changes in TS 26.237 for SA4’s consideration before SA4#52.”
This contribution proposes the “outline of security procedures” for TS 26.237 “IMS based PSS and MBMS User Service” as was requested by SA4 in their LS.
**** Start of pseudo CR ****
X
Security procedures for IMS based MBMS

X.0
Overview

The SCF provides service logic and functions required to support execution of such logic. It does service authorization during session initiation and session modification, which includes checking PSS and MBMS user's service subscription in order to allow or deny access to the service. In that sense, the SCF is one key function in the security procedures. 

The BM-SC provides and manages the key material for all MBMS User Services. The BM-SC contains also the key distribution function (MSK & MTK). 

GBA is used for authentication and to create the shared secret (Ks) between the BSF and UE according to TS 33.220. The shared secret is used to derive the MUK, which is used to protect the MBMS service key (MSK). SCF acts as a NAF and forwards the needed parameters to the BM-SC. 
HTTP based MBMS security procedures as defined in TS 33.246 are not directly used in IMS based MBMS. Instead, the HTTP procedures from TS 33.246 are merged with IMS session management procedures as defined in the present specification. In general this means that parameters, e.g. a list of MBMS user services to be registered, are carried within SIP instead of within HTTP. In most of the cases the XML documents used in TS 33.246 can be re-used.  
As a BM-SC may serve both "IMS controlled MBMS users" and "native MBMS users", the BM-SC shall be able to differentiate IMS from Non-IMS terminals.
MIKEY procedures are used as defined in TS 33.246.
X.1
Authentication and authorization

In IMS based MBMS authentication is performed during GBA bootstrapping and IMS registration. 
GBA is used to mutually authenticate the UE and BSF during GBA bootstrapping and to create the shared secret (Ks).  The UE and IM CN are also mutually authenticated during IMS registration. 
According to TS 33.246 authentication is also performed during HTTP procedures, i.e. during GBA usage procedure, using HTTP digest. In the context of IMS based MBMS authentication is not performed during HTTP procedures. This is because there is no direct HTTP communication between the UE and BM-SC. Instead, as the UE and BM-SC communicate via the IM CN and the SCF (except for MIKEY procedures), IMS based MBMS relies on IMS authentication. 
According to TS 33.246 the BM-SC verifies if the UE is authorized to consume MBMS user services. In the context of IMS based MBMS the SCF makes the authorization verification which is then indicated to the BM-SC.
X.2 
List of MBMS Security Procedures

The MBMS Security specification TS 33.246 defines a set of security procedures. The following list describes how these procedures are applied in the context of IMS based PSS and MBMS user services.
· “MBMS User Service Registration procedure”.

· In the context of IMS based MBMS, this procedure is applied as specified in clause x.3.2 in the present document.

· “MBMS User Service Deregistration procedure”. 

· In the context of IMS based MBMS, this procedure is applied as specified in clause x.3.3 in the present document.

· “Basic MSK request procedure”.  

· In the context of IMS based MBMS, this procedure is applied as specified in clause x.3.4 in the present document.

· “Missed key update procedure”.
· This procedure is equivalent to Basic MSK request procedure.

· “BM-SC solicited pull procedure”.
· In the context of IMS based MBMS, this procedure is applied as specified in clause x.3.4 in the present document.

·  “MSK delivery procedure”

· In the context of IMS based MBMS this procedure is applied as defined TS 33.246 [xx].
· “MTK update procedure”

· In the context of IMS based MBMS this procedure is applied as defined TS 33.246 [xx].

X.3
IMS based MBMS security procedures
X.3.2
IMS based MBMS User Service Registration
This procedure is used to register a UE with a one or more MBMS User Services. 
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Figure 1 IMS based MBMS Registration
Assumptions:
· The UE has been registered and authenticated to IMS according to 3GPP TS 33.203 [yy];

· The UE has communicated with the SSF and has received the list of available services as defined in the present specification;
· The UE has run GBA bootstrapping with the BSF as defined in 3GPP TS 33.220 [xx]; 
· The network interfaces are protected with Network Domain Security (NDS/IP) as defined in 3GPP TS 33.210 [zz].
The procedure is as follows (only relevant information on the security procedures is shown):

· UE sends a SIP INVITE to the SCF via the IM CN subsystem. The INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) for which the UE wants to register in an XML document in the SIP message body.  The XML document is the same that is used for MBMS Registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy]. Additionally, there is an XML document carrying the bootstrapping transaction identifier (B-TID). The XML document carrying the B-TID is defined in clause Y.1.2.
· The SCF receives the IP address of the UE and the asserted identitie(s) of the UE from the headers of the SIP INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to access the requested MBMS user services. If yes, the procedure continues. If not, the procedure is terminated.  

· If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in TS 33.220 [xx]. The SCF derives MUK from the NAF key as defined in TS 33.246 [xx]. 
Editor's Note: A new Ua security protocol needs to be registered in 3GPP TS 33.220 for this purpose.

· The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:
-
the HTTP version shall be 1.1 which is specified in RFC 2616 [xx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "authorized-register", i.e. Request-URI takes the form of "/keymanagement?requesttype= authorized-register";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;
-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-authorized-register+xml";

-
the HTTP payload shall contain an XML document including a list of one or more userServiceIds of MBMS User Services to which the UE wants to register, IP address of the UE, MBMS user key (MUK), lifetime of MUK. The XML schema of the payload is specified in clause Y.1.1.
-
the SCF may add additional HTTP headers to the HTTP POST request. 
· The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also indicates to the BM-SC that the SCF has authorized the UE to register to the indicated MBMS User Services. 

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml ";

-
the HTTP payload shall contain an XML document including a list including one status code for each MBMS User Service. The XML schema of the payload is the same that is used for MBMS Registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy].
· The SCF receives the HTTP 200 OK. The SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem.
BM-SC can now start sending MIKEY MSK messages (protected with MUK), MTK messages and media to the UE for the indicated MBMS User Services according to procedures specified in TS 33.246 [xx].

X.3.3
IMS based MBMS User Service De-registration
This procedure is used to de-register a UE from one or more MBMS User Services. 
The same assumptions apply as in IMS based MBMS User Service Registration in clause x.3.2.
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Figure 2 IMS based MBMS De-registration
The procedure is as follows (only relevant information on the security procedures is shown):

· UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) from which the UE wants to de-register in an XML document in the SIP message body.  The XML document is the same that is used for MBMS De-registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy].
· The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message.  

· The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [xx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "deregister", i.e. Request-URI takes the form of "keymanagement?requesttype= deregister";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-deregister+xml";

-
the HTTP payload shall contain the request an XML document including a list of one or more userServiceIds of MBMS User Services from which the UE wants to deregister. XML document is the same that is used for MBMS De-registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy];

-
the SCF may add additional HTTP headers to the HTTP POST request.

· The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. 

The BM-SC returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml". XML document is the same that is used for MBMS De-registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy];

-
the HTTP payload shall contain a list including one status code for each MBMS User Service.

· The SCF receives the HTTP 200 OK. The SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem.
X.3.4
IMS based basic MSK request 
This procedure is used to by the UE to request one or more MSKs. 
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Figure 3 IMS based MBMS MSK request
The same assumptions apply as in IMS based MBMS User Service Registration in clause x.3.2.  
The procedure is as follows (only relevant information on the security procedures is shown):

· UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive in an XML document in the SIP message body.  The XML document is the same that is used for MBMS MSK request in TS 33.246 [xx] and it is specified in TS 26.346 [yy]. Additionally, there is an XML document carrying the bootstrapping transaction identifier (B-TID). The XML document carrying the B-TID is defined in clause Y.1.2.

· The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to receive the specified MSKs. If yes, the procedure continues. If not, the procedure is terminated.  

· If the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in TS 33.220 [xx]. The SCF derives MUK from the NAF key as defined in TS 33.246 [xx]. 

· The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [xx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "msk-request", i.e. Request-URI takes the form of "/keymanagement?requesttype= msk-request";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk+xml";

-
the HTTP payload shall contain a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive. The XML schema of the payload is the same that is used for MBMS Registration in TS 33.246 [xx] and it is specified in TS 26.346 [yy].;

-
the UE may add additional HTTP headers to the HTTP POST request.

· The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also indicates to the BM-SC that the SCF has authorized the UE to receive the specified MSKs.

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:
-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk-response+xml";

-
the HTTP payload shall contain a list including one status code for each MSK. The XML schema of the payload is the same that is used for MBMS MSK request in TS 33.246 [xx] and it is specified in TS 26.346 [yy].

· The SCF receives the HTTP 200 OK. The SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem.

X.3.5
IMS based BM-SC solicited pull 

According to TS 33.246 BM-SC solicited pull procedure is triggered by the BM-SC by sending an MSK message with a specific MSK-ID value. This will trigger the UE to perform MSK request. IMS based MBMS uses the BM-SC solicited pull procedure as defined in TS 33.246 to trigger the UE to perform IMS based basic MSK request procedure which is specified in clause x.3.4.
X.3.6
Updating MUK
The GBA session (i.e. key Ks derived NAF specific keys, e.g. MUK) has a limited lifetime. The GBA session may expire during service consumption. In this case the UE shall run GBA bootstrapping again to create a new Ks. The UE shall then run the IMS based MBMS registration procedure as defined in clause x.3.2 with re-INVITE and the new B-TID. This will create a new MUK in the UE and network. The network may use the “BM-SC solicited pull procedure” to trigger the UE to request new MSKs.
Y.1
Formats for XML schemas

Y.1.1
Data Format for authorized MBMS registration
The below XML schema defines a format used to register to the keymanagement servers according to the procedure in clause X of the present specification. The MIME type for this format is defined in appendix Z.1.  The serviceID element identifies the service uniquely, ueIPaddress element is the IP address of the UE, muk element is the MBMS User Key, mukLifetime element is the lifetime of MUK.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:authorizedSecurityRegistration"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsAuthorizedSecurityRegister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 26.237</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="serviceID" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:element name="ueIPaddress" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:element name="muk" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:element name="mukLifeTime " type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

Y.1.2
Data Format for Bootstrapping transaction identifier

The below XML schema defines a format used to transport bootstrapping transaction identifier (B-TID) according to the procedure in clause X of the present specification. The MIME type for this format is defined in appendix Z.2.  The btid element transport bootstrapping transaction identifier (B-TID).

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:bootstrappingTransactionIdentifier"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsAuthorizedSecurityRegister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 26.237</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="btid" type="xs:string"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

Annex Z
Registration of MIME types

Editor’s note: The MIME types for XML schemas defined in clauses Y.1.1 and Y.1.2 need to be added.
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SIP INVITE


Msg body: [userServiceIds, B-TID]








SIP INVITE


Msg body: [userServiceIds, B-TID]








AUTH REQ





AUTH RSP





HTTP POST


Msg body: [userServiceIds, UE IP address, MUK, MUK lifetime]





HTTP 200 OK


Msg body: [userServiceId Status codes]
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