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1
Introduction
This contribution proposes some changes in the SDES solution description in TR 33.828 and also identifies a number of issues which need further clarifications. 
2
Rationale
2.1
General

A number of "value words" have been deleted.

Clause 6.4 describes the SDES based solution. The first paragraph is a description of SDES and the following paragraphs discusses how the solution fulfils the requirements in the TR. An introductory overview of the solution is however missing. An editor's note about this is inserted directly after the heading 6.4.
2.2
Clause 6.4.1

In the description of SDES it is stated that the SDP attribute requires the service of a data security protocol to secure the SDP message. It should be explained how this service of a security protocol to secure the SDP message can be implemented in IMS and a corresponding editor's note is introduced.

2.3
Clause 6.4.2

In the clause in LI requirements compliance it is stated that the SDES solution complies with any LI requirements. However, with typical current deployment of IMS it is not clear what this statement means with respect to LI in visited IMS networks. This should be explained and an editor's note requesting such an explanation is introduced.

2.4
Clause 6.4.2.2

In the clause on Security requirements compliance some corrections/clarifications have been introduced.
Furthermore, there is a discussion about IMS media security relying on access network security together with NDS. It is not clear how an IMS terminal can be assured that such security is employed and thus further explanation is needed. This need for further explanation is documented in an editor's note.
As the security of SDES relies on the security of the IMS infrastructure against attacks and wiretapping possibilities clarification about the need for special protection against attacks on SIP proxies is introduced. As sip proxies will handle keys for media security in plain, they will become targets for attack. As a general conclusion it is stated that SDES complies with the Security Requirements. However, the text itself in the clause states that "SIP proxies must be trusted. SDES is not compliant with the requirement to protect IMS user traffic against on core network nodes". This is clarified together with an editor's note pointing out that Requirement 7 has not been evaluated.

2.5 
Clause 6.4.2.8

In the clause on Other Requirements it is stated that it is questionable anyhow whether a single solution should be selected protecting RTP traffic as well as e.g. MSRP. This is a statement without a rationale and the need for such a rationale is captured in an editor's note.

2.6
Clause 6.4.3

In the clause on compliance with IETF media security requirements these requirements are in several places referenced with /ID-MediaSecReqs/. This reference should be updated and introduced in the TR reference list.
2.7 
Clause 6.4.3.1

In the discussion on compliance with IETF security requirements it is implicitly claimed that that to trust an authentication node (DTLS-SRTP) is equal to, from a security point of view, to trust all SIP-proxies handling the SDES SDP parts. Such a claim is not obvious and needs to be proven.
2.8 
Clause 6.4.3.2
In the discussion on forking it is claimed that forking/retargetting mainly takes place between end-points that have a high degree of trust between each other. It is not clear that there are no other important forking situations for which it would be essential that security separation between the forking end-points is maintained. An editor's note capturing the need for rationale of the statement is introduced.
It is furthermore discussed that forking security may be implemented by letting the receiving perform a rekey when it detects that a forking has taken place. However, it is not obvious how the receiving end can detect that the call has been forked. An editor's note is introduced requesting an explanation about how a receiving party can learn that the call has been forked.
It is furthermore discussed how different security contexts can be established for send and receive media for different users in forking scenarios. In particular, it is stated that for send media it is stated that the SSRC can be used for context separation, which is true, but it doesn't give any security separation. Thus there is a need for further explanation on how in a secure way an initiating party for sending media, can create different contexts per receiver (all with the same key). This need for explanations captured in an editor's note.

2.9 Clause 6.4.4

A couple of clarifications have been introduced.
3
Proposal
It is proposed that the attached pCR is approved.
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