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Introduction
This contribution proposes to resolve some editor’s notes in Architecture 1. 
In the following pCR each editor’s note is commented with an italics comment text to explain the proposed modification of the editor’s note. The italics comment text itself is not proposed to be included in the TR.
Start of pCR:

5.2.2.3.1
Summary
Services are used directly by the M2ME and/or M2ME User/Subscriber (M2ME U/S) for remote management of USIM/ISIM functionality on an M2ME are broadly categorized into two groups. They are:
· Connectivity Services, subdivided into:

· Initial network connectivity

· AN-specific address resolution

· IP connectivity for provisioning and management of MIDs

· IP connectivity for provisioning and management of M2M applications

· Operational connectivity

· Application Services, subdivided into

· Discovery and registration services

· MID download and provisioning services

· M2ME supply services

Comment: This bullet is promoted one level up. This is also related to an editor’s note later in 5.2.2.3.4.
· Activation Services, subdivided into:

· Connectivity Activation Service

· Application Activation Service
5.2.2.3.2
Connectivity Services

5.2.2.3.2.1
General

Connectivity Services (CSs) provide connectivity to the M2M equipment, and include operators of 3GPP networks that provide connectivity services for initial network access, registration, or operational use of the M2ME. 

Non-3GPP CSs (e.g. fixed network, ADSL or WLAN) that provide non-3G access to activation and registration services for the M2M equipment may also provide these services. 


Comment: As e.g. EPS work allows non-3GPP accesses then it should be ok to have non-3GPP access networks in this study as well.
In some scenarios, a CS providing initial connectivity can be identified apart from the provider of operational connectivity. In other scenarios, the provider of initial and operational connectivity services are the same. 

In this architecture, we define the following types of CS.

5.2.2.3.2.2
Initial Network Connectivity Service
Before connection to a provisioning or management service can be achieved for the first time, i.e. before the operational USIM/ISIM have been downloaded and activated, initial network connectivity must be achieved to an IP network. The M2M equipment is required to support bootstrapping functions for this purpose.

Several different solutions to this problem may be required, depending on the type of equipment and on the type of AN that is available to the equipment for initial connectivity. Examples could include:

· Use of pre-provisioned preliminary credentials to access a visited 3GPP PLMN for initial connectivity;

· Use of user-provided or pre-provisioned credentials to obtain a fixed-network or WLAN for initial connectivity.

Possibilities for equipment types and AN types are described in the uses cases in the present document and in [TR 22.868]. In the current architecture we primarily consider pre-provisioned preliminary credentials for accessing a visited 3GPP PLMN. However, we do allow for the case where IP connectivity is achieved by other means, e.g. by non-3GPP WLAN,, although the details of credentials and procedures for that are out of scope of the present document. 

Comment: Text is added to the paragraph above to explain what the “other pre-provisioned credentials” could be.  Therefore the editor’s note can be removed.
**** Next change ****
5.2.2.3.2.4
IP Connectivity for Provisioning/Management of the USIM/ISIM application and Other Credentials
Once initial IP connectivity has been established, IP connections to the registration, provisioning and management services can be achieved for the purpose of obtaining the operational network-access credentials as well as additional needed configuration, including security policies if any, and software. The process for provisioning and management of operational credentials is independent of the AN that is being used for initial connectivity.

Furthermore, there is independence between the AN that is used for initial connectivity and the networks over which the operational credentials are intended for use. For example, any ANs that provide initial connectivity can be used to provision:

· Credentials to access the operational network with

· Authentication software and algorithms that operate on the afore-mentioned credentials

Examples of these include:

· a USIM application and an associated USIM credential that will be used by the M2M equipment for operational access to 3GPP;

· an ISIM application and an associated ISIM credential that will be used by the M2M equipment for operational access to an IMS, over any available AN.


Comment: As the scope of the TR is management of 3GPP credentials, the proposed example is out of scope. The editor´s note could be removed.
**** Next change ****

5.2.2.3.2.6
Operational Connectivity

Once the required network access applications and possibly also M2M applications have been provisioned and activated, they are then used by the M2M equipment to access one or more available, compatible networks and to run the operational M2M applications.


Comment: As the scope of the TR is focused on the MCIM applications, the actual “operational M2M applications“ should not be described in detail. They are already shortly mentioned above. That should be sufficient. The editor’s note could be removed.
Note : 
The Operational connectivity may also include a separate provisioning activity to set up (3GPP) network connectivity parameters, like SMS service centers, internet connectivity etc.
The only difference from regular CS or PS connectivity provided in GSM, UMTS or EPS is that M2M-specific filters may be applied in the terminal or in the network, which restrict the sets of entities with which an M2M terminal can communicate.

The filters restricting the service could e.g. be realized by constraining communication to certain APNs in PS service. E.g. when the M2M use case is car tracking then the M2M terminal would be restricted to communicating with the M2M server of a specific car rental company. This service could be seen as a regular GSM, UMTS or EPS service with an M2M-specific subscription profile. The above mentioned restrictions could then be part of the service restrictions implemented in a user/subscription profile.

Connectivity to an IMS may be required for operational use, using the appropriate layers of the operational AN.

During the state of this operational connectivity provided by an operator, the owner of the M2M equipment may change the IP connectivity subscription to another operator without having to go through an initial connectivity state. 

5.2.2.3.3
Application Services
Comment: This is to align the text with 5.2.2.3.1 that calls it “Application Services”
5.2.2.3.3.1
General

Application Services  are concerned with supplying required MIDs to the M2ME. They are further categorized as follows:

· USIM/ISIM Discovery and Registration Services (DRS)

· USIM/ISIM Downloading and Provisioning Services (DPS)

**** Next change ****

5.2.2 3.4
M2ME Supply Services

This service supplies configured M2MEs to the M2ME U/S:

· which meet the security requirements for M2M, including support of an internal TRE;

· in which are installed root credentials;

· which are capable of supporting the other services.


Comment: As explained in the comment for editor’s note in 5.2.2.3.2.6, other M2M application services, i.e. applications not relating to management of MCIM,  are not in the scope of the TR. It is proposed to remove the editor’s note. 
5.2.2.5
Roles
5.2.2.5.1
Summary

In the present network architecture, Technical Functions are grouped under “Roles”. The concept of Role describes entities which offer a number of services and hosts platforms performing certain functions. A Role typically relates to a business entity. The allocation of services and functions to a role can be done in many different ways and is not only determined by technical, but also by business considerations. Examples of roles are given in this document., as follows:
1. M2M Equipment User/Subscriber (M2ME U/S)

2. M2M Equipment Supplier (M2MES)

3. Registration Operator (RO)

4. 3GPP Visited Network Operator (VNO)

5. 3GPP Selected Home Operator (SHO)

6. Non 3GPP Initial Connectivity Service Provider (N3G-ICSP)

7. Platform Validation Authority (PVA)

8. Regulator (RG)

The mapping of technical functions onto roles that is used in the present document is described in the table below. It is only one example of possible mapping and is in no way definitive.

	ROLE
	TECHNICAL FUNCTIONS INVOLVED

	M2ME User/Subscriber
	Single-function. Description of all functions is done at the Role level

	M2ME Supplier
	Self plus CCIF

	Registration Operator
	DPF, DR-F, ICF

	3GPP Visited Operator
	Single-function. Description of all functions is done at the Role level

	3GPP Selected Home Operator
	Single-function. Description of all functions is done at the Role level

	Non 3GPP Initial Connectivity Service Provider
	Single-function. Description of all functions is done at the Role level

	Platform Validation Authority
	Single-function. Description of all functions is done at the Role level

	Regulator
	Single-function. Description of all functions is done at the Operational Role level


Table x: Mapping of Roles to Technical Functions
NOTE: Due to considerations of SS7/MAP signaling, it is also possible that the DPF could be assigned to the SHO and not the RO. 
Comment: This statement is more like a Note and not an editor’s note. Modified to be a Note.
5.2.2.5.2
M2ME User/Subscriber (M2ME U/S)

The M2ME U/S is the person or organization that subscribes to a SHO for services that it receives and consumes, including services for connectivity and application registration and activation,  that are provided by the M2ME under the subscription contract. 

Editor’s note: In order to avoid possible confusion, we are not re-using term ‘M2M Terminal User’ as was used in [2] and instead proposes to use a new term Equipment User/Subscriber.  Usage of the terms user and subscriber needs to be enhanced to remove possible confusion with SA1 TR 22.868.
Comment: This editor’s note is not resolved in the present pCR.

An M2ME U/S must support selection of a SHO and deliver all the M2M equipment(s) parameters to this SHO.
An M2ME U/S may support the following functions: 
· inform the RO of an impending subscription change from one SHO to another SHO, in case of a subscription change; 

· contact any relevant activation service provider for activation of these services;

· upon request, and if available and appropriate, provide the PVA with credentials needed for validation of the M2ME as a platform or  applications provided by the M2ME including those supporting USIM/ISIM remote management.;
· obtain credentials for platform and/or applications from a trusted third party (e.g. M2MES, or a TTP that has a trusted relationship with the manufacturer or the supplier). 


Comment: This is handled by the trust model. The editor’s note should be removed.
**** Next change ****

5.2.2.5.4
Registration Operator (RO)

The purpose of this Operation Role is to provide initial connectivity to the M2ME and to provide registration and provisioning functions for the M2ME (/S and M2ME.

This role incorporates the following Technical Functions:

· Initial Connectivity Function  (ICF)

· Discovery and Registration Function (DRF)

· USIM/ISIM Download and Provisioning Function (DPF)

NOTE: Due to considerations of SS7/MAP signaling, it is also possible that the DPF could be assigned to the SHO and not the RO. 
Comment: As in 5.2.2.5.1 this editor’s note was changed to normal Note.
5.2.2.5.5
3GPP Visited Network Operator (VNO)

A VNO is any 3GPP operator that operates a network that is accessed for the purpose of initial registration and provisioning of the USIM/ISIM applications and credentials.

If the M2ME becomes registered for a different operator after an initial attach to a VNO, then the VNO remains a VNO. If the M2ME becomes registered to the operator that is currently the VNO, then the VNO becomes the SHO. 

The VNO supports the following functions:
· Provide a temporary 3GPP network access to M2ME, where access credentials and authentication may be required. This could be based on the temporary network access credentials such as a Preliminary IMSI (PIMSI).


Comment: This editor’s note can be removed as there is the PCID definition. 
NOTE: VNO may provide full connectivity or a restricted one during temporary access, e.g., for discovery of SHO and/or provisioning.
 Comment: Possibility for restricted access for operational connectivity is mentioned in 5.2.2.3.2.6. Here it is about temporary access. The editor’s note here is changed to normal Note. 
· Where considered permissible, provide open network access to the Discovery and Registration Function (DRF), i.e. where no credentials or authentication are required for access to at least the services of the DRF. This function applies, e.g., when the VNO will become the customer’s SHO after the registration and provisioning events.

**** Next change ****

5.2.2.5.8
Platform Validation Authority (PVA)

PVA is the authority responsible for validation of credentials used to verify the M2M equipment as a trusted platform. Platform here refers to an environment of the M2ME that must be protected and secured against compromises and provide secure execution and storage functionality. 
NOTE: PVA may also issue platform credential (PlC) rather than only validate the PlC. If PVA issues PC, the function/role of the PVA could be performed by one (e.g. OCSP) or more commercial organizations that are trusted to issue and then later validate such credentials.  
Comment: Both roles of PVA could be described as possibilities, and the editor’s note can be changed to a normal Note. .
The PVA function supports the following:
· validation of platform credentials (PlC) that assert the authenticity and integrity of the M2ME as a platform to hold the USIM/ISIM application and credentials; 

NOTE:  The PlC may be created by the M2MES and obtained by the PVA for future validation when a PlC is presented for a validation-service requesting entity. 

NOTE: The content and format of a PlC can have, e.g. the following variations. PlC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an M2M ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the M2M ES (public, device-specific) asserting the expected system state of the M2ME.  In this scenario, PlC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2ME during manufacture; and can be provided along with other information during platform validation . 
Comment: All options could be  described as possibilities, and then the editor’s note could be changed to a normal Note. 
· Provides the DPF and SHO with information related to the success or failure of the validation of the M2ME. 
In case remote update of the M2M equipment’s SW/FW requires a new PlC, the PVA must be able to obtain the new PlC.  
**** Next change ****

5.2.2.6.1
Network Interactions for U/ISIM Provisioning  in case of Authenticated Access – Alternative 1. 

The following steps constitute one set of example procedures whereby the downloading and provisioning of U(I)SIM on the M2ME can take place where the M2ME accesses a 3G VO’s network in its initial network access. Thus, the VO provides the air interface to the M2ME in this scenario:
1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

Note:  In order to be able to perform client authentication for initial attachment to the VO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VO contacts an RO’s (ICF). Note that in some cases the RO may be co-located with the VO.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. If authentication of the PCID/M2ME by the VO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at RO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function. 
6. The RO assists the M2ME in discovering its SHO, or the RO itself discovers the correct SHO for the M2ME. OMA BOOTP could be used, as described elsewhere in the present document.

Comment: OMA BOOTP is added as an example. The editor’s note can be removed. 
7. The RO connects to the SHO and registers the M2ME for connection to the SHO’s network.

8. The SHO requests a PVA (or requests the RO to request the PVA) to validate the authenticity and integrity of the M2ME. 

9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO.

11. The SHO, upon receiving a positive validation, contacts  the RO (DPF function) and authorizes provisioning of the U(I)SIM application to the M2ME.

12. The RO (DPF function) downloads a MID object to the M2ME.

13. The M2ME provisions the downloaded MID into the TRE and reports the success/failure status of the provisioning to the RO (DPF function). 
14. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO.

Note that the steps described in 1. to 14. above must be further assured of appropriate types and levels of security. For example, the steps 10 to 14, involving the downloading and provisioning of the MID, may be secured by use of the OMA DM protocol and the RO (DPF function) (acting as server). In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done by way of using the OCSP protocol and the PVA (acting as a server). 

The above steps are depicted in the following figure. Note that in this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, and black solid arrow indicates the air interface for the initial network access from the M2ME to the VO’s network, and the blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 

[image: image2.wmf]
[image: image1]
Figure X: Network authentication and MID Provisioning in the M2ME, in the case of 3G authenticated access (Alternative 1)
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also be the VNO that the M2ME initially accesses. 

Further, we can also envision that in some cases the role of the PVA and the DPF may be hosted by the SHO. 

Furthermore, in some cases, the VNO and SHO could be the same physical operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO.

These many alternative sets of network interactions are not shown in the present document.

**** Next change ****

5.2.2.6.3
Details for Network Interactions

5.2.2.6.3.1
Initial Attach

The ideal case is that the PCID follows the same format as the IMSI and therefore that the VNO does not have to be M2M-aware.  The “MCC” and “MNC” fields in the IMSI/PCID will indicate to the VNO SHO which entity it should contact to obtain authentication vectors to authenticate the PCID with.

The PCID is created by the CCIF. There are several possibilities in CCIF as an entity in the network architecture:

1. The M2MES is its own CCIF, and creates the PCID. The M2MES then provisions the PCID into the M2ME . 

2. The CCIF is operated by a third-party entity. The CCIF issues the PCID, and then sends it to the M2MES, which then provisions it into the M2ME. 

When a PCID is presented from the M2ME to a VNO, the VNO can contact, on the basis of the MCC and MNC fields in the PCID/IMSI, the DRF for that M2ME and obtain authentication vectors that can be used to authenticate the M2ME prior to it being given temporary network access.  

Editor's Note: The shortage of IMSI numbers could be an open issue to resolve. For instance, PCIDs no longer required by a M2ME could be re-allocated. This is FFS. Furthermore, a group of M2MEs could share the same PCID. We have to consider that the core network will not allow concurrent connectivity to M2MEs with same PCIDs. The measures for M2MEs should be FFS
Comment: This editor’s note is not resolved in the present pCR. 
**** Next change ****

5.2.2.7.3.3 
Relationship between roles

The M2ME U/S has a contract with the OSHO in the beginning of the use case and a contract with the NSHO at the end of the use case.


Comment: The role relationships were deleted earlier from other parts so this editor’s note could be removed.
**** Next change ****

5.2.2.8 
Trust Model

A trust model is presented so that it is clear what reliance the roles have on each other.  The trust model takes the form of statements about the tasks that each role is expected and trusted to perform.  Where this trust and expectation of one role is held by particular other roles, this is mentioned.  Standard trust relations that already exist within mobile networks are not described in detail. Expectations that are part of most commercial arrangements (e.g. that bills will be paid, contracts complied with) are also not mentioned.  In order to avoid duplication, expectations upon roles are given (e.g. what A is trusted to do by B) but not the expectations upon others that each roles holds (i.e. the list of roles trusted by the SHO are not given).

The roles that are discussed in this trust model are:

· M2ME User/Subscriber (M2ME U/S)

· M2ME Supplier (M2MES)

· Platform Validation Authority (PVA)

· Registration Operator (RO)

· 3GPP Visited Network Operator (VNO)

· 3GPP Selected Home Operator (SHO)

Additionally, technical functions that are discussed include:

· Initial Connectivity Function

· Discovery and Registration Function (DRF)

· Download and Provisioning Function (DPF)

The roles/technical functions and the trust that is placed on them by other roles/technical functions are as follows.

Role: M2M Equipment User/Subscriber (U/S) 


Comment:This is described in the OMA DM provisioning section. Credentials are included in the encrypted MCIM blob. The note can be removed.
The M2ME U/S is trusted to be in legitimate possession of any credentials that the M2ME U/S is required to use. A possible credential here is a password. Other schemes are also possible such as certificates.
Role: M2M Equipment Supplier (M2MES)

The M2MES which manufactures the M2M terminals that host the TRE is trusted by the RO (including its DPF function) and the SHO to

· manufacture terminals that meet relevant security requirements on USIM hosting in the TRE
· generate and provision PCIDs in accordance with industry guidelines

· generate and provision other initial connectivity credentials (e.g. algorithm, key K) in accordance with standards

· securely transmit initial connectivity credentials and PCID to chosen RO

· generate device credentials in line with industry guidelines/standards
· supply correct information to the PVA to enable it to verify the identity and compliance of the terminal.

Role: Registration Operator (RO) 

The RO is trusted by the M2ME U/S (and SHO, where applicable) with respect to a particular terminal to carry out the Technical Functions of DRF and DPF, as described below.

Technical Function: Initial Connectivity Function
The ICF of an RO is trusted by the M2MES and VNO to:
· securely receive and store initial connectivity credentials and P-IMSIs from M2MESs that have chosen the RO

· securely generate (if not received from M2MES) authentication vectors for P-IMSIs registered with the RO
· securely store and manage authentication vectors for PCIDs registered with the RO

· securely transmit authentication vectors for specific PCIDs to VNO on request from VNO
· securely maintain keys (K) and parameters

Technical Function: Discovery and Registration Function (DRF) 

The DRF of a RO is trusted by the M2ME U/S, VNO, and SHO to
· correctly discover the SHO and route the M2ME to the SHO
Technical Function: Downloading and Provisioning Function (DPF) 

NOTE: Due to considerations of deployment of SS7-MAP signalling it is also possible that the DPF could be assigned to the SHO and not the RO.. In the present document, it is assumed that the DPF belongs to the RO.
Comment: This editor’s note was changed to normal Note in 5.2.2.5.1. The same is done here. 
The DPF of an RO is trusted by the M2ME User/Subscriber to

· securely generate USIM keys and parameters, if instructed to do so by RO
· securely store and manage generated keys, if instructed to do so by RO

· carry out specified activities (e.g. using the PVA to authenticate the terminal) prior to USIM/ISIM download
· securely receive USIM keys and parameters from the SHO, or alternatively to generate same and transmit them to the SHO for operational use.

· securely download and provision the USIM keys (K) and parameters to the M2ME.
Role: Visited Operator (VO) 

The VO is trusted by the M2ME User/Subscriber, ES, RO and SHO, following the standard trust model for 3GPP network operators.
Role: Selected Home Operator (SHO) 

The SHO is trusted by the M2ME User/Subscriber to accept requests to register the User’s M2ME if obliged to by contract with the User/Subscriber 

Role: Platform Validation Authority (PVA) 

The PVA is trusted by the SHO and by the RO or its DPF to

· correctly authenticate the identity and compliance status of M2ME and report status back to RO (or DPF of the RO).
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