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Introduction
This contribution proposes to clean-up acronyms and other corrections in TR 33.812. 
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ACL
Access Control List

ADSL
Asymmetric Digital Subscriber Line
AN
Access Network
AV
Authentication Vector 

BOOTP
BOOTstrap Protocol

CCIF
Connectivity Credentials Issuing Function



DdoS
Distributed Denial of Service (attack)

DHCP
Dynamic Host Configuration Protocol

DM
Device Management

DPF
Downloading and Provisioning Function

DRF
Discovery and Registration Function


HO
Home Operator

ICF
Initial Connectivity Function
ICSP
Initial Connectivity Service Provider

IP
Internet Protocol
MID
Manageable Identity

MIDE
MID Engine

MITM
Man In The Middle (attack)

MMI
Man-Machine Interface
M2M
Machine-to-Machine

M2ME
M2M equipment



NGN
Next Generation Network




OCSP
Online Certificate Status Protocol

OMA
Open Mobile Alliance

PCID
Provisional Connectivity IDentity

PlC
Platform Credential
PKCS
Public Key Cryptography Standard

PKI
Public Key Infrastructure

PN
Personal Network

PNM
Personal Network Management

PS
Packet Switched
PVA
Platform Validation Authority

RAM
Remote Application Management

RFM
Remote File Management
RO
Registration Operator

SHO
Selected Home Operator
TCG
Trusted Computing Group

TRE
Trusted Environment
U/S
User / Subscriber
VNO
Visited Network Operator


WLAN
Wireless Local Area Network

** end change**
** start change
4.1.2
Identified issues and Initial Considerations

The following issues can be identified from the Use Cases above, and a number of features are proposed that could be beneficial to study in order to solve the identified problems.
Issue 1: How to prevent theft of and tampering with subscription credentials 

NOTE: 
Many of the issues below relate to attacks that may be perpetrated directly on a provisioned M2M equipment and attacks that may be perpetrated against the remote provisioning and management process.

Editor’s note:
It has to be revisited whether the M2M equipment refers to the wireless module or the module where the wireless module is attached to. 
This issue includes the following threats, whereby an attacker:

- Copies the customer’s credentials to a different piece of M2M equipment with the intent of using it to make calls at the customer’s expense;

- Copies the customer’s credentials to a different piece of M2M equipment with the intent of masquerading as the customer when enacting transactions, e.g. electronic payment, access to IT systems, etc.;

- Modifies the credentials to those of another user, e.g. himself. This would typically be performed on a piece of stolen M2M equipment;

- Performs an unauthorised migration of  the customer to another operator’s network by modifying the credentials to a set that would apply to that customer on the other operator’s network;

- Adds a set of credentials that are not authorised by the customer or the home operator;

- An attacker maliciously renders the customer’s credentials unusable, e.g. in an attack over an IP channel to the equipment;

- Renders the credentials unusable due to exposure to environments that might normally be encountered by the M2M equipment, for example a magnetic or electrostatic field.

- Copies the credentials so as to be able to determine the derived ciphering and integrity keys used for traffic protection so as to be able to eavesdrop upon and/or tamper with communications between the M2M terminal and the network.
In Use Cases 1, 2, and 3 of [2], SA1 has identified the problem of how to ensure that the M2M equipment is tamper resistant despite e.g. the removability of the UICC. To solve this problem it would be beneficial if either of the following were implemented:

Option 1: if the UICC could be physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant.  

Option 2: if the USIM application could be integrated and embedded within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would thus provide for the USIM application  a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical attacks on the USIM/ISIM application, similar to counter-measures that are currently provided by a physical UICC. 

Option 3: if the USIM application is implemented on a removable UICC, appropriate actions could be specified/taken according to the specific use case considered, to discourage/invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). Moreover, for some Use Cases the unauthorized removal of the UICC may also be prevented/discouraged by physical means (to be implemented on the M2M equipment). For M2M module a new removable UICC Form Factor could be specified to fulfil new requirements coming from the M2M market (e.g. high temperatures, long life duration, vibrations, etc..)


All options imply that even if someone is able to steal the M2M equipment, they won’t be able to tamper with or copy the subscription credentials from the M2M equipment. It would be beneficial to study all these options. 
Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of customer choice

If we assume that the UICC is physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable, as per option 1 above, there are the following subcases: 

a) The USIM application is provisioned to the UICC prior being physically integrated into the M2M equipment.  This implies that the customer of the M2M equipment needs to select his Home Operator upon ordering the M2M equipment to the supplier. The selection of HO by the customer of the M2M equipment is straightforward (no new provisioning processes required). 
b) The USIM application is provisioned to the UICC after being s physically integrated into the M2M equipment. This allows the customer of the M2M equipment to select his Home Operator while receiving the M2M equipment from the supplier. 

If we assume that the USIM application is integrated into the M2M equipment, as per option 2 above (i.e. not using a physical UICC), then new problems arise, such as: 

- How can the customer of the M2M equipment select his chosen home operator after the M2M equipment has been delivered from the supplier?

- How to remotely and securely provision  the M2M equipment with a new USIM/ISIM application of his chosen home operator;

- How the HO can ensure the trustworthiness of the M2M equipment

To solve these issues it would be very beneficial if it was possible to: 

- Select the home operator of the customer’s choice

- Obtain a secure IP connection to a network for the purpose of registration and provisioning

- Register on-line with the chosen home operator for obtaining a subscription to that operator’s networks. This includes the possibility of linking the new equipment to an existing subscription.

- Verify credentials for the M2M equipment's trustworthiness as a receptor of such provisioning service before the HO allows provisioning of  the M2M equipment to take place. The components to be verified for authenticity and/or integrity should include the secure module and the M2M equipment ("the platform"). Optionally the HO may choose to verify only the platform. 
Editor’s Note: Exactly when and under what circumstances such verification should take place is FFS

- Initially download a USIM/ISIM application of the customer choice into a new M2M equipment, over a secured channel; and

- If this phase of initial download of a USIM/ISIM application, could take place after the M2M equipment has been delivered by the supplier to the customer; and

- If the customer could deploy a large set of M2M equipments and associate them with one certain home operator. This could require batch registration and provisioning.

- Operate a secure process for on-line provisioning and management that provides at least authentication of origin, confidentiality, data integrity and anti-replay protection.

If we assume that the USIM application is implemented on a removable UICC, as per option 3 above, the selection of home operator by the customer of the M2M equipment is implicit in the UICC chosen.  This case is straightforward in the sense that it does not imply new processes, logistics and distribution to the chosen Operator. Hence it does not imply additional costs, nor new provisioning processes, for the chosen HO. However, the process of choosing the home operator may have additional impacts. 
Editor's Note: Additional costs and processes of choosing the home operator are FFS.

Editor's Note: The issue of choosing the operator may be a separate issue which seems valid for all the options.

Issue 3: How to change subscription to a different operator
Use Case 3 of [2] also describes the problem of when the M2M equipment-customer needs to change the subscription due to change of power supplier, who happens to have a contract with a different mobile operator.  

For this specific issue, the following sub-cases need to be considered: 

a) Authorized change of subscription.  A subcase for this is authorization for the change of the removable physical UICC  
b) Unauthorized (i.e. fraudulent) change of subscription. 
Editor’s note: the relevance of Sub-case b) is FFS. It could make sense in case of subsidising of M2M equipments (a customer might try to change operator in contravention of the contract with the current operator, e.g. if the equipment cost has been subsidised by the current operator in exchange for the customer staying with that operator for a contracted period of time). However equipment subsidising may not be a realistic practice for M2M when there is no direct commercial relationship between the Operator and the consumer.

The usage of a removable UICC in the M2M equipment is conceptually straightforward to enable change of subscription. However, there may be issues with arranging the physical removal.  

NOTE: 
With reference to the specific Use Case 3 of [2], the costs of replacing the UICCs to the M2M equipments are at the expense of the “new comer” power supplier that is willing to make business with new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP (this is at the expense of the power supplier that is providing service to the M2M equipments).

Identified issues and initial considerations: 
- Another operator might try to migrate the current operator’s customers, with or without the consent of the customers  but without the consent of the current operator;

4.1.3
Assumptions

Editor’s note: This section needs to be revisited when the issues in section 4.1.2 have been resolved.

4.1.3.1
General
From the analysis above the following assumptions can be derived: 

· It should be possible to prevent theft of the subscription. The following options could be considered:

· The physical UICC is integrated with the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM/ISIM application is embedded within the M2M equipment (without a UICC), which:

· provides a secure execution environment, 

· provides a secure storage environment that protects secrets
· prevents the loading of unauthorised software on the M2M equipment (“secure boot”)

· has some degree of physical protection  against attack

· is tamper resistant.

Editor's Note: It has to be further studied whether this requirement can be relaxed.

· may provide a means of detection and reporting (to a TBD network entity) of evidence of tampering on the USIM/ISIM functionality  or the trusted environment (TRE) within the M2M equipment that provides such functionality

· meets relevant requirements from OMTP TR0 [5], OMTP TR1 [6], GSMA/EICTA Principles concerning handset theft [7] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· It should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable USIM application.
· It should be possible to securely initially provision a new USIM application to the M2M equipment

Editor’s note: What part of the USIM application that is downloaded is FFS.

· It should be possible to securely change the subscription in the M2M equipment remotely.

4.1.3.2
Security Assurance for USIM application integrated into M2M terminal

Traditionally USIM applications have been required to be instantiated within a removable UICC.  Operators buy and own the UICCs of their subscribers and can therefore impose their own requirements on their UICC suppliers.  Apart from the occasional security failing (e.g. the weak COMP-128 algorithm) this model has served operators well and it is to be expected that there will be some concern at the suggestion that the USIM application could be integrated into the M2M equipment itself (an M2M equipment that will not be owned by the operator) instead of in a UICC.  One of the major concerns that operators have with the USIM application being integrated into the M2M terminal (with “an integrated USIM”) is that the integrated USIM will not be as robust as a USIM within a UICC.  Operators also have concerns for reasons other than security and these reasons must also be taken into account.
This sub-section examines methods whereby operators could be given assurances that integrated USIMs are indeed sufficiently robust.

The methods by which operators are given assurance about the robustness of their UICCs is first examined.  The following points can be made:

1. Security assurances are gained because the operator chooses their UICC supplier and can therefore choose a supplier that meets the operator’s security requirements.  Since operator revenues will suffer if the UICC security is broken, the operator has an incentive to choose a reputable and competent supplier.

2. If the supplier turns out not to be reputable and competent, the operator can move, with a certain delay, to an alternative supplier.

3. Further, the operator may choose to have a very small number of UICC suppliers and can therefore spend a reasonable amount of time auditing each supplier, or alternatively requiring the supplier to get themselves audited against an agreed standard, such as the GSMA Smartcard Supplier Accreditation System.

4. Finally, UICC suppliers generally release new products at a lower rate than terminal suppliers and have a smaller range of platforms on which UICCs are built than most terminal suppliers.  There is therefore a relatively small range of UICCs and UICC platforms and again this gives the operator the chance to spend some time examining each candidate 
5. Further, the UICC is a system with relatively limited complexity when compared with MEs. Therefore, it can be assessed for security and robustness with less effort than that which would be required for an M2ME. Even though UICCs are growing more complex, they are likely to remain less complex than an ME).

There seem to be two forces at work here:

a Market forces, in that operators have an incentive to choose good UICC suppliers or their revenues will suffer, and that operators can reasonably easily change bad UICC suppliers, and UICC suppliers therefore have an incentive to produce robust UICCs or they will not be chosen by operators

b The opportunity for due diligence (because of the relatively small number of UICC platforms) and audit, which operators may choose to carry out themselves (because of the relatively small number of UICC suppliers), or require their suppliers to get themselves audited to

It might be thought that these two methods do not give operators assurance if the USIM application is integrated into the terminal, for the following reasons:

· The operator does not own the M2M terminal and cannot therefore impose their own security requirements on the M2M terminal supplier

· As the operator does not own the M2M terminal, operator market forces cannot be used to safeguard standards of security

· There are more terminal suppliers than smartcard suppliers, and terminal suppliers typically have more frequent update of products and platforms that smartcard supplies do.  There is therefore too large a range for the operator, or any entity, to carry out sufficient due diligence on the terminal suppliers or their products and platforms.

However, the following points can be made in response:

6. Although the operator may not be the final owner of an M2M terminal with an integrated USIM, the operator may choose to use their expertise in terminal sourcing on behalf of final owners and so be a distributor of such terminals, i.e. buy these terminals themselves and then sell onto the final owners in the same way that many operators today are distributors of consumer terminals.  Operator market forces can in this way be brought to bear on the M2M terminal market.
a However, it should be noted that the UICC is primarily a security device, and security can be a very significant factor in purchasing decisions. The M2M terminal is not primarily a security device and security cannot therefore be such a significant factor.

b Further, operators will not be the only purchasers of M2M terminals.  There may be some very significant non-operator purchasers of M2M terminals such as those within the automotive industry.  Operator market forces may not in reality be that significant.

c Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.

7. Although the operator may not be the owner of the entire M2M terminal, it may become a sole ‘owner’ of certain functionality (an " operator compartment") – such as one that manages and performs integrated USIM functionality - of the M2M terminal, by use of available technologies (e.g. the trusted mobile platform technology from the Trusted Computing Group TCG [3] and [4]. The operator who has ownership of the integrated USIM functionality can exclude interfering actions on it by any other stakeholder of the M2M terminal. 

a However, the feasibility of operator controlled M2ME functionality is yet be studied or proven if the M2ME has to support multiple operator compartments or if transfer of control of an operator compartment from one operator to another is required.

8. There are technologies (such as those described within TCG specifications) available that enable the operator to audit the trustworthiness (e.g. authenticity and integrity) of software responsible for all or selected functionality (such as the application and USIM security functionality) in a remotely located terminal during the time of its deployment. Use of such technologies can increase the operational trustworthiness of the M2M terminal.

9. Although the present number of consumer terminal suppliers is more than the number of smartcard suppliers, M2M terminals may be a niche market with fewer suppliers.

10. Further, although the number of consumer terminal suppliers is relatively large, the number of terminal hardware suppliers is actually quite small, and this is also likely to be the case for M2M terminals.  If the architecture of M2M terminals with integrated USIMs is designed so that the security of the integrated USIM application mainly or totally depends on certain isolated portions of the terminal hardware, e.g. a hardware-embodied Trusted Environment (TRE) within such terminals, then this further reduces the number of entities that an operator or other relying party needs to conduct very detailed due diligence upon (though the requirement to still audit the final terminal supplier is admitted),

11. Requirements for terminal supplier audit can be used (as they often are on smartcard suppliers) as can requirements on the robustness of the terminal implementation, in the following way:

a The M2M terminal, and especially the TRE within such a terminal, can be required to authenticate itself (as Alternative 4) requires), e.g. by means of a public key certificate.  There could be a central body overseeing issuance of such certificates (though not perhaps issuing them itself) and imposing requirements on terminal suppliers or the suppliers of TREs, if the TRE is a physically discrete component.

b Operators or other USIM-issuing entities could be required to refuse to issue USIM applications into terminals that do not have a certificate from the PKI of this overseeing central body.

c The requirements imposed by the central body could include the terminal supplier  (and TRE supplier, if applicable) having successfully passed an audit on their processes.

d These requirements could also include security requirements on the robustness of the terminal implementation that the terminal supplier self-certifies to ("robustness rules").  If it is found that M2M terminals from a supplier do not in fact meet the security requirements, then measures could be imposed on the terminal supplier in order to ensure corrections are made as soon as possible.

e However, it's not clear which entity would take on this central role nor what the infrastructure requirements would be.  The cost of running this infrastructure may result in the overall cost of the integrated M2M-USIM option being greater than the cost of using UICCs.  There may be difficult legal issues.

By these means it seems that the power of market forces and of audit and due diligence, the chief means by which security standards are upheld for smartcard suppliers, can also be used with respect to suppliers of M2M terminals.

** end change
** start change**

5.2.2.3.1
Summary
Services that are used directly by the M2M Equipment (M2ME) and/or M2ME User/Subscriber (M2ME U/S) for remote management of USIM/ISIM functionality on an M2ME are broadly categorized into two groups. They are:
· Connectivity Services, subdivided into:

· Initial network connectivity

· AN-specific address resolution

· IP connectivity for provisioning and management of MIDs

· IP connectivity for provisioning and management of M2M applications

· Operational connectivity

· Application Services, subdivided into

· Discovery and registration services

· MID download and provisioning services

· M2ME supply services

· Activation Services, subdivided into:

· Connectivity Activation Service

· Application Activation Service
5.2.2.3.2
Connectivity Services

5.2.2.3.2.1
General

Connectivity services provide connectivity to the M2M equipment, and include operators of 3GPP networks that provide connectivity services for initial network access, registration, or operational use of the M2ME. 

Non-3GPP connectivity services (e.g. fixed network, ADSL or WLAN) that provide non-3GPP access to activation and registration services for the M2M equipment may also provide these services. 

Editor's Note: This relevance of Non-3GPP CCs to this work item is TBD by SA3. 

In some scenarios, a connectivity services providing initial connectivity can be identified apart from the provider of operational connectivity. In other scenarios, the provider of initial and operational connectivity services are the same. 

In this architecture, we define the following types of connectivity services.

** end change**
** start change**

5.2.2.3.2.3
Use of access-specific mechanisms to aid in address resolution 
Once initial IP connectivity is set up, the M2M equipment needs to know the address of one or more servers in order to proceed with provisioning process. Depending on the selected IP network, there are some commonly used bootstrap mechanisms by which the address(es) of these services may be provided. Examples include

· BOOTP/DHCP for IP networks

· OMA DM bootstrap for 3G networks

These mechanisms are not parts of the initial connectivity, but can be used to provide a solution to the address resolution problem in cases where the necessary server address(es) cannot be preconfigured into the M2M equipment. 

** end change**

** start change**

5.2.2.3.2.6
Operational Connectivity

Once the required network access applications and possibly also M2M applications have been provisioned and activated, they are then used by the M2M equipment to access one or more available, compatible networks and to run the operational M2M applications.

Editor's Note: whether provisioning and activation of M2M applications should also be described here is TBD by the SA3.

NOTE: 
The Operational connectivity can also include a separate provisioning activity to set up (3GPP) network connectivity parameters, like SMS service centers, internet connectivity etc.
The only difference from regular CS or PS connectivity provided in GSM, UMTS or EPS is that M2M-specific filters may be applied in the terminal or in the network, which restrict the sets of entities with which an M2M equipment can communicate.

The filters restricting the service could e.g. be realized by constraining communication to certain APNs in PS service. E.g. when the M2M use case is car tracking then the M2M equipment would be restricted to communicating with the M2M server of a specific car rental company. This service could be seen as a regular GSM, UMTS or EPS service with an M2M-specific subscription profile. The above mentioned restrictions could then be part of the service restrictions implemented in a user/subscription profile.

Connectivity to an IMS may be required for operational use, using the appropriate layers of the operational AN.

During the state of this operational connectivity provided by an operator, the owner of the M2M equipment may change the IP connectivity subscription to another operator without having to go through an initial connectivity state. 

5.2.2.3.3
MID-Related Services
5.2.2.3.3.1
General

MID-Related Services are concerned with supplying required MIDs to the M2ME. They are further categorized as follows:

- USIM/ISIM Discovery and Registration Services
- USIM/ISIM Downloading and Provisioning Services
5.2.2.3.3.2
Discovery and Registration Service

This application service aids the discovery of the Selected Home Operator (SHO) by the M2ME and assists secure registration of the M2ME with that SHO.

5.2.2.3.3.3
USIM/ISIM Download and Provisioning Service

This application service provides the secure provisioning of the required USIM/ISIM application(s) and their parameters to the M2ME.
5.2.2 3.4
M2ME Supply Services

This service supplies configured M2MEs to the M2ME U/S:

· - which meet the security requirements for M2M, including support of an internal TRE;

· - in which are installed root credentials;

· - which are capable of supporting the other services.

Editor's Note: Other application services that may be considered to be additionally required may include activation, registration, and download/provisioning of M2M applications other than for USIM/ISIM. They may include services for equipment (device) management. Tamper detection/reaction type of services may also be considered. These are FFS. 

** end of 4th change**
** start of 2nd change**

5.2.2.5
Roles
5.2.2.5.1
Summary

In the present network architecture, Technical Functions are grouped under “Roles”. The concept of Role describes entities which offer a number of services and hosts platforms performing certain functions. A Role typically relates to a business entity. The allocation of services and functions to a role can be done in many different ways and is not only determined by technical, but also by business considerations. Examples of roles are given in this document., as follows:
1. M2M Equipment User/Subscriber (M2ME U/S)

2. M2M Equipment Supplier (M2MES)

3. Registration Operator (RO)

4. 3GPP Visited Network Operator (VNO)

5. 3GPP Selected Home Operator (SHO)

6. Non 3GPP Initial Connectivity Service Provider 
7. Platform Validation Authority (PVA)

8. Regulator
The mapping of technical functions onto roles that is used in the present document is described in the table below. It is only one example of possible mapping and is in no way definitive.

	ROLE
	TECHNICAL FUNCTIONS INVOLVED

	M2ME User/Subscriber
	Single-function. Description of all functions is done at the Role level

	M2ME Supplier
	Self plus CCIF

	Registration Operator
	DPF, DRF, ICF

	3GPP Visited Network Operator
	Single-function. Description of all functions is done at the Role level

	3GPP Selected Home Operator
	Single-function. Description of all functions is done at the Role level

	Non 3GPP Initial Connectivity Service Provider
	Single-function. Description of all functions is done at the Role level

	Platform Validation Authority
	Single-function. Description of all functions is done at the Role level

	Regulator
	Single-function. Description of all functions is done at the Role level


Table x: Mapping of Roles to Technical Functions
Editor’s note: due to considerations of SS7/MAP signaling,  it is also possible that the DPF could be assigned to the SHO and not the RO. This is FFS
** end change**
** start change**

5.2.2.5.4
Registration Operator
The purpose of this Operation Role is to provide initial connectivity to the M2ME and to provide registration and provisioning functions for the M2ME.

This role incorporates the following Technical Functions:

Initial Connectivity Function (ICF)

Discovery and Registration Function (DRF)

USIM/ISIM Download and Provisioning Function (DPF)

Editor’s note: due to considerations of SS7/MAP signaling,  it is also possible that the DPF could be assigned to the SHO and not the RO. This is FFS
5.2.2.5.5
3GPP Visited Network Operator (VNO)

A VNO is any 3GPP operator that operates a network that is accessed for the purpose of initial registration and provisioning of the USIM/ISIM applications and credentials.

If the M2ME becomes registered for a different operator after an initial attach to a VNO, then the VNO remains a VNO. If the M2ME becomes registered to the operator that is currently the VNO, then the VNO becomes the SHO. 

The VNO supports the following functions:
· Provide a temporary 3GPP network access to M2ME, where access credentials and authentication may be required. This could be based on the temporary network access credentials such as a Preliminary IMSI (PIMSI).

Editor's Note: It is FFS to determine the structure of the PCID, so that the VNO can provide temporary access

Editor's Note: It is FFS whether the VNO shall provide full connectivity or a restricted one during temporary access, e.g., for discovery of SHO and/or provisioning.

· Where considered permissible, provide open network access to the Discovery and Registration Function (DRF), i.e. where no credentials or authentication are required for access to at least the services of the DRF. This function applies, e.g., when the VNO will become the customer’s SHO after the registration and provisioning events.

** end change**
** start change**
5.2.2.5.7
Non-3PP Initial Connectivity Service Provider 
Non-3PP Initial Connectivity Service Provider s ICSPs are connectivity service providers such as fixed network service providers, IMS service providers, or WLAN providers that provide non-3GPP access to activation and registration services for the M2M equipment
** end change**
** start change**
5.2.2.5.9
Regulator
This is a governmental body or other legislative or regulatory entity governing the operation of the terminals, and networks in a country or region.
5.2.2.6
Network Architecture

This section describes the network architecture that utilizes the Operational Roles defined above. We describe the network architecture by giving examples of steps taken for the M2ME to be remotely provisioned with the correct U(I)SIM application and credentials under the architecture considered.
5.2.2.6.1
Network Interactions for U/ISIM Provisioning  in case of 3GPP Access  
The following steps constitute one set of example procedures whereby the downloading and provisioning of U(I)SIM on the M2ME can take place where the M2ME accesses a 3GPP VNO’s network in its initial network access. Thus, the VNO provides the air interface to the M2ME in this scenario:
1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

Note:  In order to be able to perform client authentication for initial attachment to the VNO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VNO contacts an RO’s (ICF). Note that in some cases the RO may be co-located with the VNO.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at RO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function. 
6. The RO aids the M2ME to find its SHO, or itself finds the correct SHO for the M2ME.

Editor’s note: Exactly how the RO (DRF function) will aid the M2ME to discover the SHO is FFS. 

7. The RO connects to the SHO and registers the M2ME for connection to the SHO’s network.

8. The SHO requests a PVA (or requests the RO to request the PVA) to validate the authenticity and integrity of the M2ME. 

9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO.

11. The SHO, upon receiving a positive validation, contacts  the RO (DPF function) and authorizes provisioning of the U(I)SIM application to the M2ME.

12. The RO (DPF function) downloads a MID object to the M2ME.

13. The M2ME provisions the downloaded MID into the TRE and reports the success/failure status of the provisioning to the RO (DPF function). 
14. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO.

Note that the steps described in 1. to 14. above must be further assured of appropriate types and levels of security. For example, the steps 10 to 14, involving the downloading and provisioning of the MID, may be secured by use of the OMA DM protocol and the RO (DPF function) (acting as server). In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done by way of using the Online Certificate Status Protocol (OCSP protocol) and the PVA (acting as a server). 

The above steps are depicted in the following figure. Note that in this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, and black solid arrow indicates the air interface for the initial network access from the M2ME to the VNO’s network, and the blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 

[image: image2.wmf]
[image: image1]
Figure X: Network authentication and MID Provisioning in the M2ME, in the case of 3G authenticated access (Alternative 1)
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also be the VNO that the M2ME initially accesses. 

Further, we can also envision that in some cases the role of the PVA and the DPF may be hosted by the SHO. 

Furthermore, in some cases, the VNO and SHO could be the same physical operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO.

These many alternative sets of network interactions are not shown in the present document.

** end change**
** start change**
5.2.2.6.2
Network Interactions for U/ISIM Provisioning in case of Initial Network Access by a Non-3GPPICSP

In this scenario, the M2ME communicates with a Non3GPP-ICSP, where the latter may operate WLAN or DSL access and may allow unauthenticated (or non-3G authenticated) access to the RO’s network for registration and provisioning purposes:

The steps are the same as above, except for the following differences:
· The M2ME accesses a non-3GPP network provided by a Non 3GPP-ICSP.  The M2ME is either authenticated using a non-3G mechanism (which is out of scope of this document), or given unauthenticated access to a network for registration purposes.

· If unauthenticated access is provided,  the RO’s ICF is not needed, as the Non 3GPP-ICSP provides a direct IP connection to an RO (DRF).

After this stage, and until the M2ME connects to the network using SHO’s U(I)SIM credentials after downloading and provisioning them, all communication between the M2ME and the various network entities is done via the IP connectivity provided by the Non 3GPP-ICSP. 
** end change**
** start change**
5.2.2.7.3 
Additions to role model

The Operational Role model described in section 5.2.5.6 takes a relatively static viewpoint, since it does not take into account how new and old selected home operators relate to each other and to the M2ME U/S and the other roles. This section will aim to describe these issues by first describing the new roles and then describing the overall relationship.





5.2.2.7.3.3 
Relationship between roles

The M2ME U/S has a contract with the old SHO in the beginning of the use case and a contract with the new SHO at the end of the use case.

Editor's Note: It is FFS what the other relationships look like.

5.2.2.7.4 
Network architecture

5.2.2.7.4.1
General

In this section we illustrate how the architecture alternative 4 can facilitate a secure re-provisioning of USIM/ISIM due to a change of the SHO that an M2ME is subscribed to. 
5.2.2.7.4.2 
Re-provisioning using connectivity provided by old SHO
One way of doing this is by conducting the re-provisioning using connectivity provided by the old SHO. In this section, an example of steps for re-provisioning of a new U(I)SIM MID due to a change of SHO is described as in  the following: 

1) The M2ME U/S contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME U/S contacts the M2ME and instructs it to perform a re-provisioning.

3) The new SHO requests the PVA to validate the M2ME. 

4) The PVA validates the M2ME. 

5) If the validation is successful, the PVA indicates to the new SHO the successful status of the validation. 

6) The new SHO sends its MID to the RO (DPF function).

7) The RO securely sends the new MID to the M2ME using the connectivity provided by the old SHO. This should be an atomic step in the sense that the whole MID is downloaded before any other steps are initiated. 

8) Before installing the new MID originating from the new SHO, the M2ME discards the current AVs and other U(I)SIM credentials corresponding to the old SHO

9) The M2ME sends a message to the old SHO indicating that the M2ME has discarded the current AVs and other U(I)SIM credentials corresponding to the old SHO.

10) The old SHO sends an acknowledgment to the M2ME regarding the receipt of the above message. 

11) The M2ME sends the acknowledgement message to the RO (DPF function), which relays it to the new SHO. Some privacy filtering may be applied here, to filter out and shield any sensitive information about the old SHO from the view of the new SHO.

12) The M2ME provisions, with the aid of the RO (DPF function), the new MID from the new SHO into the TRE.  

13) The RO (DPF function) reports the success/failure status of the provisioning back to the new SHO.
14) The new SHO sends a message to the RO to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

In another variant of the above steps, the U(I)SIM credentials for the old SHO and that for the new SHO may be pre-provisioned already in the USIM before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two SHO’s involved in the subscription change shall be allowed to obtain each other’s U(I)SIM credentials. Appropriate HW or SW isolation techniques must be used. 

5.2.2.7.4.3 
Going back to the pristine state

In this section we describe how the device could change to a new operator by being rolled back to the pristine state, and then re-do the initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This some entity may be the owner or someone with similar management rights of the device. A description of the method now follows:

1) The M2ME U/S contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME U/S contacts the M2ME and instructs it to perform are-provisioning.

3) The M2ME removes the old SHO’s U(I)SIM and returns to the pristine state.

4) The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends its PCID to the VNO. 

5) The VNO contacts an RO (ICF function). The RO transfers Authentication Vectors (AV’s) claimed for the PCID to the VNO, which the VNO uses to authenticate the PCID/M2ME. Note that in some cases the ICF may be co-located with the VNO.

6) If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at the ICF and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to the DRF of the RO
7) The M2ME connects to the DRF of the RO. 

8) The RO (DRF function) aids the M2ME to find the new SHO.
Editor’s note: Exactly how the RO will aid the M2ME to discover the new SHO is FFS.


9) The new SHO requests a PVA to validate the authenticity and integrity of the M2ME. 

10) The PVA validates the authenticity and integrity of the M2ME.

11) The PVA sends the validation results back to the new SHO.

12) The new SHO, upon receiving a positive validation, authorises RO (DRF function) to authorize its DPF to provision the U(I)SIM MID to the M2ME.

13) The RO (DPF function) downloads a MID object to the M2ME.

14) The M2ME provisions the downloaded MID into the TRE and reports the success/failure status of the provisioning to the RO. 

15) The RO reports the success/failure status of the provisioning back to the new SHO.

For future enhancements, the M2ME may also be able to download, install and use a new credential for the initial network access. Once an M2ME has been provisioned, an updated value for the initial network access credential could be delivered as a MID to the M2ME for future use in assisting with a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 

The initial network access credential could have a lifetime associated with it. When, during a U(I)SIM re-provisioning process due to change of SHO, the M2ME senses that its existing initial network access credential is about to expire, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF function of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 

5.2.2.8 
Trust Model

A trust model is presented so that it is clear what reliance the roles have on each other.  The trust model takes the form of statements about the tasks that each role is expected and trusted to perform.  Where this trust and expectation of one role is held by particular other roles, this is mentioned. Standard trust relations that already exist within mobile networks are not described in detail. Expectations that are part of most commercial arrangements (e.g. that bills will be paid, contracts complied with) are also not mentioned. In order to avoid duplication, expectations upon roles are given (e.g. what A is trusted to do by B) but not the expectations upon others that each roles holds (i.e. the list of roles trusted by the SHO are not given).

The roles that are discussed in this trust model are:

· M2ME User/Subscriber (M2ME U/S)

· M2ME Supplier (M2MES)

· Platform Validation Authority (PVA)

· Registration Operator (RO)

· 3GPP Visited Network Operator (VNO)

· 3GPP Selected Home Operator (SHO)

Additionally, technical functions that are discussed include:

· Initial Connectivity Function

· Discovery and Registration Function (DRF)

· Download and Provisioning Function (DPF)

The roles/technical functions and the trust that is placed on them by other roles/technical functions are as follows.

Role: M2M Equipment User/Subscriber (U/S) 

Editor's note: It should be studied how the credentials are transported between the user and equipment.
The M2ME U/S is trusted to be in legitimate possession of any credentials that the M2ME U/S is required to use. A possible credential here is a password. Other schemes are also possible such as certificates.
Role: M2M Equipment Supplier (M2MES)

The M2MES which manufactures the M2M terminals that host the TRE is trusted by the RO (including its DPF function) and the SHO to

· manufacture terminals that meet relevant security requirements on USIM hosting in the TRE
· generate and provision PCIDs in accordance with industry guidelines

· generate and provision other initial connectivity credentials (e.g. algorithm, key K) in accordance with standards

· securely transmit initial connectivity credentials and PCID to chosen RO

· generate device credentials in line with industry guidelines/standards
· supply correct information to the PVA to enable it to verify the identity and compliance of the terminal.

Role: Registration Operator (RO) 

The RO is trusted by the M2ME U/S (and SHO, where applicable) with respect to a particular terminal to carry out the Technical Functions of DRF and DPF, as described below.

Technical Function: Initial Connectivity Function
The ICF of an RO is trusted by the M2MES and VNO to:
· securely receive and store initial connectivity credentials and PCIDs from M2MESs that have chosen the RO

· securely generate (if not received from M2MES) authentication vectors for PCIDs registered with the RO
· securely store and manage authentication vectors for PCIDs registered with the RO

· securely transmit authentication vectors for specific PCIDs to VNO on request from VNO
· securely maintain keys (K) and parameters

Technical Function: Discovery and Registration Function (DRF) 

The DRF of a RO is trusted by the M2ME U/S, VNO, and SHO to
· correctly discover the SHO and route the M2ME to the SHO
Technical Function: Downloading and Provisioning Function (DPF) 

Editor’s note: it is FFS whether the DPF belongs to the RO or SHO, depending e.g. on considerations of deployment of SS7-MAP signalling. In the present document, it is assumed that the DPF belongs to the RO.
The DPF of an RO is trusted by the M2ME User/Subscriber to

· securely generate USIM keys and parameters, if instructed to do so by RO
· securely store and manage generated keys, if instructed to do so by RO

· carry out specified activities (e.g. using the PVA to authenticate the terminal) prior to USIM/ISIM download
· securely receive USIM keys and parameters from the SHO, or alternatively to generate same and transmit them to the SHO for operational use.

· securely download and provision the USIM keys (K) and parameters to the M2ME.
Role: Visited Network Operator (VNO) 

The VNO is trusted by the M2ME User/Subscriber, Equipment Supplier, RO and SHO, following the standard trust model for 3GPP network operators.
Role: Selected Home Operator (SHO) 

The SHO is trusted by the M2ME User/Subscriber to accept requests to register the User’s M2ME if obliged to by contract with the User/Subscriber 

Role: Platform Validation Authority (PVA) 

The PVA is trusted by the SHO and by the RO or its DPF to

· correctly authenticate the identity and compliance status of M2ME and report status back to RO (or DPF of the RO).

****end change***********

****begin change***********

6.3 
Contents of a Typical Downloadable MID

A  typical downloadable MID would include credentials, executables (including algorithms and a system of files and access control mechanisms) and data (e.g. file contents, security policy, etc).

It is possible that the sensitive objects within the MID package could be encrypted.
The provisioning server and M2ME could conduct a protocol conversation prior to provisioning a MID, to see which parts of the MID are already available in the TrE. This is particularly true if MIDs are to be shared in the TrE.
Some standardisation of MID packaging will be necessary, so as to avoid proprietary implementation by different M2MEES and DPF. OMA DM. Liberty Alliance protocols such as Advanced Client could be suitable candidates.
****end change***********
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