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1. Introduction

This contribution proposes a new sub-clause about H(e)NB integrity validation for clause 8 on conclusions.

2. Background
The current text in clause 7.5 on device integrity check gives two variants for performing device validation, namely autonomous and remote validation.

These two variants can be related to two different boot concepts of a secure execution environment (Trusted Environment, TrE):

1. In trusted boot the device monitors all loaded SW module and stores the sequence of loading and some information about the loaded SW module (e.g. hashes) in a secure location. After device boot some external entity (e.g. remote attestation server in TCG framework) retrieves this stored information, signed by the TrE, and compares it with the expected information as provisioned earlier to the attestation server. Only after this remote validation the device is accepted as validated.
This case requires the attestation server to be provided with device type and SW version specific validation data, which results in considerable management effort for this server.

2. In secure boot the device itself is provided with the information about SW loading sequence and the signatures of the SW modules, and enforces that only the correct SW in the correct sequence is loaded. Thus the validation is done implicitly, i.e. the booting of the device into operational state itself if proof of the correct validation of the device integrity. Thus this validation is performed autonomously by the device, and no previous provisioning of validation data to some attestation server in the operator network is necessary.
In this case the device itself is provided with the validation data, which may be provided with the device, and also together with each new SW version. Authenticity of this validation data can be ensured by signing it by the vendor, and providing the root certificate of the vendor to the root of trust.

Both approaches rely on the existence of an immutable root of trust (some code executed as first boot code and some basic data) in the device itself, in the first case for monitoring and writing the information about loaded SW into some secure storage, and in the second case for monitoring and locally enforcing correctness of loaded SW. Thus the remote validation does not increase the security level to such an extent that the additional overhead of introducing a remote attestation server in the network would be justified.

Also remote validation requires the specification of an attestation protocol. This cannot be left to proprietary implementations, as any device should be able to be validated by any attestation server. Such protocol is not necessary at all for autonomous validation.

Additionally the autonomous validation solves the problems mentioned in sub-clause 7.7.1 on Backhaul Connection Security, if more than one backhaul connection is established. With remote validation this may require either an infrastructure which keeps track of which device was successfully validated and is still in the same state (no re-boot), or the validation must be performed for every link establishment separately. In case of autonomous validation the successful establishment of the link itself is proof of validation, as otherwise the device would not have been in a state to access the authentication secret and to perform a successful authentication.
Thus it is proposed to add a new sub-clause in the conclusions section to recommend the mandatory use of autonomous validation.

In addition it is proposed to delete the last sentence of the editor’s note in the existing sub-clause 8.1, as this contribution adds a new conclusion. Anyhow, the deletion of this sentence does by no means prevent the addition of any additional conclusions.
3. pCR

The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).

**************************** start of change ************************************
8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Simplicity, clarity and flexibility of the certificate-based device authentication solution enable a straightforward implementation. Besides, no sustainable and ready-to-implement solution for a secure linking of the H(e)NB device and the device authentication credential for AKA-based authentication has resulted from this document.

Certificate-based device authentication is the only solution to fulfill all requirements without the need for additional mechanisms.

Optional hosting party authentication can easily be combined with the certificate-based device authentication. Consequently it is recommended that certificate-based device authentication is mandatory and may be combined with optional AKA-based hosting party authentication.

It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: The conclusion reached here needs to be verified.
8.x
Device Integrity Validation
In sub-clause 7.5 on device integrity check two variants for performing device validation are given, namely autonomous and remote validation.

The following properties of the two variants are relevant for a selection:
-
Root of trust: Both variants require an immutable root of trust (SW and possibly data) to exist in the device.
-
Execution of validation check:

-
The remote validation variant requires the existence of an attestation server within the operator network, which must be provided with device type and SW version specific validation check data. This results in considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardisation body.
-
The autonomous validation variant requires the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device.
-
Handling of multiple backhaul links: If more than one backhaul link is established, then for remote validation the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
-
In case of remote validation this can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the remote validation separately for each link establishment.
-
In case of autonomous validation, the successful establishment of the link, which includes successful authentication of the device, is by itself proof of the passed validation check.
From the above it is seen that the security level of both variants is not very different, as both rely on an immutable root of trust in the device. But the required management is different, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator.
Thus it is recommended to mandatorily deploy the autonomous validation principle for device integrity validation of the H(e)NB.
NOTE: This decision does not prevent the optional implementation and use of remote validation in addition to the mandatory autonomous validation. But any such remote validation is out of scope of this document.
**************************** end of change ***********************************
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