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*** BEGIN CHANGES ***
9.1.2
Idle mode procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction, as defined in TS 23.401 [2]. 

The TAU Request and NAS attach request message shall include the UE security capabilities.
If the UE sends a TAU Request to the MME, and was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE, the UE shall include that P-TMSI signature in the TAU Request.
If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Appendix A.

The UE shall inform the SGSN about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities. The MS Network Capability IE is included in Attach Request and RAU Request.

SGSN shall also transfer UE's EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. In the TAU Request message, the UE shall include UE security capabilites. MME shall select security algorithms and indicate them to the UE by e.g. with NAS SMC.

In any case capability information received from the UE overwites any capabilities received with the context transfer as specified in TS 23.401 [2].

Cached context

UE uses the E-UTRAN cached security context if available in the UE to protect the TAU Request and include the corresponding temporary identity and KSIASME value. The TAU Request shall be integrity-protected, but not confidentiality-protected. UE uses the cached security context algorithms to protect the TAU Request message. 

UE shall also include KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set. This allows the network to choose the mapped security context if cached security context is not available in the network.  UE shall include 32bit NONCEUE into the TAU Request message independent of whether a cached context is available or not.In case MME has the cached security context it shall verify the TAU Request message and replies with TAU Accept message protected with the cached security context. In case the TAU Request had the active flag set or there is pending downlink UP data, the NAS uplink COUNT from the TAU Request shall be used to derive the KeNB as specified in Annex A.  MME shall deliver the KeNB to the target eNB on the S1 interface. 

If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected NAS SMC, which shall also include the UE security capabilities. The algorithm identifiers shall not be ciphered. UE shall reply with integrity protected NAS SMC COMPLETE protected with the new selected algorithms.

If the USIM supports EMM parameters storage then the new cached EPS NAS security context shall be stored on the USIM.
Mapped context

If no cached context is available in the UE the UE shall send the TAU request unprotected. UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there. 

In case MME does not have the cached context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME and use the received NONCEUE with the to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSISGSN in the TAU Request. See Appendix A for more information on how to derive the fresh K'ASME. In case the TAU Request had the active flag set or there is pending downlink UP data, the uplink NAS Count which is set to zero shall be used to derive the KeNB in MME and UE as specified in Annex A.  MME shall deliver the KeNB to the target eNB on the S1 interface.

The selected algorithms and keys with the KSISGSN shall be indicated to the UE in an integrity protected NAS SMC COMMAND message protected with NAS keys based on K'ASME, which shall also include the UE security capabilities, NONCEUE, and NONCEMME. The UE shall generate a mapped K’ASME from CK and IK in the same way as the MME. If the NONCEUE was modified in the TAU request, then the K’ASME derived in the UE will be different from the one derived in the MME. The integrity check of SMC message will fail and the procedure ends in the ME [see section 7.2.4.4]. If the integrity check succeeds and the received NONCEUE is the same as the NONCEUE sent, then UE shall reply with integrity protected and ciphered NAS SMC COMPLETE message based on the selected algorithms and NAS keys based on K'ASME so that the MME can be sure that they were not modified in the TAU Request message by an outsider.

TAU Accept shall be protected using the NAS keys based on the fresh K'ASME.

*** END OF CHANGES ***
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