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1
Introduction
In SA3#53 the question whether a P-TMSI signature was necessary in the TAU request in the case of GERAN/UTRAN to E-UTRAN IDLE mode mobility was raised. 
The preliminary conclusion in the meeting was that this would not be necessary. The reasoning was that in case the UE has a mapped security context and hence sends an unprotected TAU request, the MME would verify the authenticity of the UE via a mandatory NAS SMC procedure in E-UTRAN before taking any further action.
The analysis below shows that the conclusion in SA3#53 was incorrect and that in fact, a P-TMSI signature in the TAU request is required.

2
Analysis
As stated in TS 33.401, the MME requests the CK/IK (and other UE data) from the SGSN in the TAU procedure. The CK/IK is necessary to derive the K'ASME used by the MME to protect the NAS SMC in the TAU procedure.
2.1
Gp/Gn SGSN

In case the source SGSN is a Gp/Gn SGSN (i.e., an SGSN supporting only GTPv1), the MME includes the following information in the SGSN Context Request according to clause D.3.6 of TS 23.401 [1]:

The new MME sends SGSN Context Request (old RAI, TLLI, old P‑TMSI Signature, New SGSN Address) to the old SGSN to get the MM and PDP contexts for the UE.
Further, TS 23.060 [2] explains that:

The old SGSN also validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN.

Hence, P-TMSI signature must be in place in the MME before sending the SGSN Context Request to a Gp/Gn SGSN.
2.2
S4 SGSN
For S4 SGSNs, TS 23.401 [1] also includes a P-TMSI signature in the SGSN Context Request.
The new MME uses the GUTI received from the UE to derive the old MME/S4 SGSN address and sends a Context Request (old GUTI, MME Address, UE Validated, complete TAU Request message, P-TMSI Signature) message to the old MME/S4 SGSN to retrieve the user information.

It could be argued that for S4 SGSNs there is still time to change the specification, but there are at least two reasons why this is not a good idea:
1. The MME would have to be able to tell Gn/Gp SGSNs and S4 SGSNs apart before sending the request. Even if the MME may be able to do this, the UE does not know the type of SGSN, and would anyway have to include the P-TMSI signature in every TAU Request.

2. A "curious" MME that does not have access to the P-TMSI signature could potentially request the CK/IK for a certain UE from the SGSN. The MME could then, e.g., eavesdrop on the traffic for that UE. This is maybe not a very big threat, since the MME has to be trusted to a large extent anyhow, but in the case the MME belongs to a different operator than the SGSN, the situation is a bit more unpleasant.

Hence, it the P-TMSI signature should be sent to the S4 SGSN in the SGSN Context Request.
2.3
Presence of P-TMSI signature in other specifications

It is further noted that the P-TMSI signature is already present in the TAU request for the NAS specification (TS 24.301), and the GTP specification (MME-SGSN interface S3) TS 29.274 for SGSN Context Request. The other WGs have hence already taken it into account in the stage 3 specifications. 
3
Conclusion and Proposal
To be able handle IDLE mode mobility from UTRAN/GERAN to E-UTRAN with Gn/Gp SGSNs it is necessary for the MME to include the P-TMSI signature in the SGSN Context Request. Hence the UE must include the P-TMSI signature assigned in UTRAN/GERAN in a TAU Request caused by IRAT IDLE mode mobility (if the SGSN assigned a P-TMSI signature to the UE).
Since the UE does not know if it was connected to a Gn/Gp SGSN or a S4 SGSN when in UTRAN/GERAN, the UE must include the P-TMSI signature assigned there in any TAU Request caused by IRAT IDLE mode mobility.
It is proposed that this is implemented in TS 33.401 and that the CR in S3-090142 is approved.
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