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*** BEGIN of FIRST CHANGES ***
7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the configured allowed list of security capabilities of the currently serving network entity

c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b.   User plane ciphering is activated at the same time as RRC ciphering in the AS security context setup, but user plane and RRC downlink ciphering is activated at the defferent time for key-change-on-the fly. 
*** END OF FIRST CHANGES ***
*** BEGIN of SECOND CHANGES ***
7.2.4.5
AS security mode command procedure

AS security context initial setup
The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.5-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the eKSI for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the eKSI. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the eKSI. 

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving the AS security mode complete message. 

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC and UP downlink deciphering (decryption) at the UE shall start after receiving the AS security mode command message 

If any control of the AS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send AS security mode complete message.
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Figure 7.2.4. 5-1: AS SMC for initial setup
Key-change-on-the fly
The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the eKSI for the new keys. This message shall be encrypted and integrity protected by the old keys,  the following downlink RRC messages  from eNB to UE shall be encrypted and integrity protected bythe new keys(See figure 7.2.4.5-2) . 

After UE successfully handled the AS SMC message,UE shall start using new keys to  decipher and integrity verify  the following dowlink RRC message, and sends AS security mode complete message to eNB. This message also shall be encrypted and integrity protected by the old keys, the following uplink RRC messages from UE to eNB shall be encrypted and integrity protected by the new keys.  After successfully verify the AS SMC completet message, the eNB shall start using new keys to decipher and integrity verify the following RRC uplink messages.

UE shall start using new key to cipher/decipher UP messages after sending the AS SMC complete message, and eNB shall start using  new key to cipher/decipher UP messages after sucessful verification AS SMC complete message.


[image: image2]
Figure 7.2.4. 5-2: AS SMC for key-change-on-the fly

For the case when mapped security context in use and cached security context needs to be activated a NAS key re-keying using a NAS SMC is performed first, cf. clause 7.2.9. Then the KeNB is derived from the NAS uplink COUNT of the NAS Security Mode Complete message, cf. clauses 7.2.9 and 9.2.2.1. The MME shall provide 4 LSBs of the cached security context NAS uplink COUNT value and the corresponding eKSI for the serving eNB and the eNB shall include them into the AS SMC message. This way the possible desynchronization of cached security context NAS uplink COUNT value e,g. due to lost NAS messages is identified and fixed in the ME.

AS security mode command always changes the AS keys.

Editor's Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor's Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.




*** END OF SECOND CHANGES ***
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