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1. Introduction 

Both TS 36.331 and TS 24.301 have implemented an "SMC Failure" message. For TS 24.301 this is described in clause 5.4.3; For TS 36.331 this is described in clause 5.3.4. 

But stage 2 specification (for both AS SMC and NAS SMC) does not allow the ME to send a message back if the evaluation (including Integrity protection check) of the SMC command has failed.

Next section of this contribution shows that for the case of SMC command failures, sending an unprotected SMC failure/reject back to the network is not worse then dropping the SMC command. Also as there is protocol wise a benefit in having an explicit reply we propose to align TS 33.401 with stage 3 specification.

A related CR (S3-090090) is presented for approval to SA3#54.

2. Security evaluation

This clause tries to answers following questions:

· Is there any security difference from the UE viewpoint ?

· Is there any security difference from the MME/eNB viewpoint ?

· Does sending unprotected SMC responses lead to serious DoS attacks ?
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Figure 7.2.4.4-1: NAS security mode command procedure from TS 33.401v820

a) Is there in any security difference from the UE viewpoint ?  ( NO

Allowing explicit failure messages as a response to e.g. spoofed or forged SMC commands gives an attacker explicit feedback on whether the combination of parameters was acceptable or not. In that sense there is no difference with the case of dropping message i.e. the fact that there is no response can also be considered as a failure for the attacker, with as difference that an automatic script -which the attacker is using- can be synchronized on the explicit response in stead of a timer which could allow a faster execution in the first case.

b) Is there any security difference from the MME/eNB viewpoint ? ( NO

The attacker could generate own SMC Failure messages before the UE answers as a result of a network generated SMC command. However this requires an active attack. This DoS-attack is only semi-persistent (as long as the attacker stays active). The attacker also may modify
 the SMC COMPLETE such that network thinks there is a failure (or drops the SMC COMPLETE). In these cases the UE has activated the Security Context but the Network not. As a result of a failed SMC command the MME (TS 24.301) will abort the ongoing initial connection setup that triggered the initiation of the NAS SMC procedure. In case of absence of a explicit failure message, the disadvantage (protocol wise) is that there is no distinction between lost messages (timer expiry) and SMC failures. Protocol wise this difference is important to prevent retransmissions in non-attack cases. So the conclusion is that the use of explicit failure message does not make the system less secure.

When checking TS 36.331, we did not find the eNB behavior specified in case of SMC failure reception. But as an AS SMC is always related to an S1 message and an initial connection set up (cfr NAS), the expectation is that this would result in an S1 INITIAL CONTEXT SET UP FAILURE message.

C) Does sending unprotected SMC responses lead to a serious DoS attacks ?
This question was already partially answered in (b) where it was identified that the DoS-attack is of semi-persistent nature. An attacker wanting to achieve a more severe DoS attack against the network may want to spoof many ATTACH/TAU messages, keeping the MME busy as the MME will be trying to identity the user and fetching authentication vectors. That DoS attack seems to be more efficient then trying to modify an SMC COMPLETE or inserting an SMC Failure message for a particular user.

 

3. Conclusion

It was shown in the preceding section that for the case of SMC command failures, sending an unprotected SMC failure/reject back to the network is not worse then dropping the SMC command in the UE, but there is protocol wise a benefit in having an explicit reply for the network. A companion CR in S3-090090 implements the use of explicit Failures/Reject messages and thus aligns stage 2 with stage 3 specification.























































� We consider message modification to be the easiest attack. Other scenario's are also possible e.g. message deletion (of SMC complete) optionally followed by message insertion (SMC Failure), but that would lead to the same results.  
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