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***   Start of change   ***

6.1.4
System Details
6.1.4.1
Ticket Information and format

Tickets may carry many different types of information helping to enforce usage policies. Policies may be for all users or they may be per user. In the latter case the KMS has to maintain this information or be able to retrieve it from some other system. An example of basic information forwarded in a ticket is given in Table XX below.

If tickets are unprotected any entity can generate a valid ticket and thus the only protection that the ticket needs is against random errors during transport. Protected tickets, as the name indicates, need better protection, and only a KMS should be able to generate them. The ticket information must thus be integrity protected and certain fields need confidentiality protection, in particular the media master key. Other types of information may also require confidentiality protection due to privacy reasons.

A KMS bases its ticket protection on an Issuer key. From this Issuer key necessary keys for integrity and confidentiality protection of tickets are derived. 
Table XX: Ticket information content
	Information field
	Plain/
Encr.
	Comments

	Issuer 
	P
	Identity of the KMS issuing the ticket. The identity should allow entities find the issuers contact details and it would be natural to require it to be a FQDN.

Example: (kms.operator1.com)



	Issuer key identifier
	P
	An identifier which makes it possible for the issuing KMS to change base key used in ticket protection.

Example: 24 bit sequence number


	Originator
	P
	Public identity of the user requesting the ticket from the KMS

Example: user1@operator1.com


	Recipient(s)
	P
	Public identity(ies) of intended recipient. 

Example: user2@operator2.com


	Time of issue
	P
	Time when the ticket was generated by the KMS 

Example:  2008-12-11:13:01:23


	Time of expiry
	P
	Time when the ticket expires. The format could be network time format


Example:  2008-12-11:14:01:23



	Master key
	E

	128/256 bit 

	Master salt
	E

	128/256 bit

	Policies
	E

	Policies for e.g. 
-  which users that are allowed to use the key
-  which applications are allowed to derive keys 

-  middlebox access allowed or not
-  use as base key for session key generation – implies
   generation of a Mod_B
-  etc 



	…
	E
	Other parameters


	MAC
	
	Message authentication code



6.1.4.2
Binding between user and ticket recipient identities 

The use of the recipient field in tickets may vary according to applied policies per user group. The recipient field may be used to specify a specific user, a group of users or any user. The naming of users and user groups may follow normal IMS conventions and may be extended with use of wildcards. Example recipient fields would then be 

1. SIP: firstname.lastname@operator.com
2. SIP:firstname.lastname@enterprise.com  

3. SIP: *.lastname@operator .com

4. SIP: *@enterprise.com
5. SIP:*@*

For the user group denoted as the general public it would be natural to have a policy allowing any recipient (see 5 in list above) to use a given ticket. For enterprise users it may be natural to have as a default that tickets are issued with a recipient field (see 4 in list above) allowing any user within the enterprise to use the ticket. In public safety organizations it is probably stronger requirements on knowing that a call is answered by the intended user so there the default is to insert the identity of a specific user (see 1 in list above). 
To ensure that ticket polices are enforced it also necessary that a public user identity can be securely bound to a terminal device and the ticket resolution request. The solution here is to bind the identity used by the user/terminal to authenticate against the KMS to a (set of) public identity. Using GBA as an example the procedure would in principle work as follows:
1. The terminal performs a GBA bootstrap. 

2. The terminal submits a ticket to the KMS together with the BTID obtained in the bootstrap.

3. The KMS, acting as a NAF, requests a NAF-Key for delivering the media master key to the user identified by the BTID. The KMS also requests the public identities associated with this user. This request for public identities may either be served by the BSF or the KMS may obtain the private identity from the BSF and then request the public identifiers from the HSS. 

4. The KMS reads the recipient field of the ticket and checks if any of the users public identities match the identity in the recipients field. If there is a match the KMS performs any key derivations needed and protects the key(s) based on the NAF-Key received from the BSF.
5. The KMS sends the key material to the terminal
6. The terminal derives the NAF-Key and reads the key material.
If GBA is not used the mapping between the user/terminal identity used for authentication against the KMS has to be bound to the users public identities in some other way. 

6.1.4.3
Interop between users in different KMS domains

Users in different KMS domains will have their protected tickets generated by different KMSs. The fundamental issue is that a user in general only can be expected to have a trust relation with a single KMS. Thus to ensure that policies are enforced the "home" KMS has at least to be involved in the authentication of the user requesting a new ticket or of a user presenting a ticket for key retrieval. Thus, if one user in one KMS domain shall be able to establish a secure call to a user in another KMS domain the involved KMSs have to cooperate and there has to be a trust relation between KMS A and KMS B. Cooperating KMSs have to be able to exchange secure messages. 
Assume that user A in KMS domain A needs a ticket for user B in KMS domain B. Then the procedure can be laid out as follows

1.
User A requests a ticket for user B from its home KMS, i.e. KMS A

2.
User A sends the ticket to user B

3.
User B presents the ticket to his home KMS, i.e. KMS B

4.
KMS B sends the ticket to KMS A with an assertion about the identity of the user submitting the ticket.

5.  KMS A checks that the identity of the submitter is a valid receiver of the ticket. 

6.
The KMS generates the keys and other information according to the ticket policies and KMS B request.

7.
KMS A sends the keys and the information to KMS B in a protected way.

8.
KMS B sends the keys and the information to user B in a protected way.

***   End of change   ***
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