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================= START OF FIRST CHANGE =============
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity

CP
Control Plane 

eKSI
Key Set Identifier in E-UTRAN 

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity

KDF
Key Derivation Function

MAC
Message Authentication Code
MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

S-TMSI
S-Temporary Mobile Subscriber Identity

UE
User Equipment

UP
User Plane
================= END OF FIRST CHANGE ==================
================= START OF SECOND CHANGE==========
6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [13]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.
NOTE 1:
Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1

During the authentication, the USIM shall verify the freshness of the authentication vector that is used. The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. At receipt of this message, the USIM shall verify whether AUTN can be accepted and if so, produces a response RES. USIM shall compute CK and IK. 

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.
NOTE 2:
This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4], Annex F

NOTE 3:
The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. The exact details of how to achieve this are not covered in this specification. 

The UE shall store KASME resulting from a run of EPS AKA. If the USIM supports EMM (EPS Mobility Management) parameters storage then the UE shall store KASME and KSIASME on the USIM and not keep them in non-volatile ME memory, else the ME shall store KASME and KSIASM in a non-volatile part of its memory. 
================= END OF SECOND CHANGE ==================
================= START OF THIRD CHANGE ==================
6.1.4
Distribution of IMSI and authentication data within one serving network domain

The purpose of this procedure is to provide a newly visited MME with authentication data from a previously visited MME within the same serving network domain.

The procedure is shown in Figure 6.1.4-1
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Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain
The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the user wherein the user is identified by means of a temporary user identity GUTIo and the Tracking area identity TAIo under the jurisdiction of a previously visited MMEo that belongs to the same serving network domain as the newly visited MMEn.
================= END OF THIRD CHANGE ==================
================= START OF FOURTH CHANGE ==================
7.2.1
E-UTRAN key setting during AKA

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. GUTI or IMSI) is known by the MME. Key KASME is stored in the MME and key KeNB is derived using the KDF as specified in Annex A from the key KASME and transferred to the UE's serving eNB when needed. KASME is stored in the UE and MME and updated with the next authentication procedure. 
The RRC and UP keys are derived from the KeNB using the KDF as specified in Annex A when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in the MME, the eNB and the UE as part of the security mode set-up procedure (see subclause 7.2.4).
================= END OF FOURTH CHANGE ==================
================= START OF FIFTH CHANGE ==================
7.2.4.5
AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.5-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the eKSI for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the eKSI. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the eKSI. 

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving the AS security mode complete message. 

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC and UP downlink deciphering (decryption) at the UE shall start after receiving the AS security mode command message 

If any control of the AS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send AS security mode complete message.

For the case when mapped security context in use and cached security context needs to be activated a NAS key re-keying using a NAS SMC is performed first, cf. clause 7.2.9. Then the KeNB is derived from the NAS uplink COUNT of the NAS Security Mode Complete message, cf. clauses 7.2.9 and 9.2.2.1. The MME shall provide 4 LSBs of the cached security context NAS uplink COUNT value and the corresponding eKSI for the serving eNB and the eNB shall include them into the AS SMC message. This way the possible desynchronization of cached security context NAS uplink COUNT value e,g. due to lost NAS messages is identified and fixed in the ME.

AS security mode command always changes the AS keys.

Editor's Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor's Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.
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Figure 7.2.4.5-1: AS security setup
================= END OF FIFTH CHANGE ==================
================= START OF SIXTH CHANGE ==================
7.2.8.4.3
S1-Handover

When an S1-handover is performed, the source eNB shall perform a vertical key derivation to compute KeNB* in case it has a fresh {NH,NCC} pair in the same way as for an X2 handover. If no fresh {NH, NCC} pair exists in the source eNB, it shall compute the KeNB* from the currently active KeNB in the same way as for an X2 handover, and shall send the {KeNB*, NCC} pair in the HANDOVER REQUIRED message. The source MME shall forward the {KeNB*, NCC} pair stored in the source MME to the target MME in the FORWARD RELOCATION REQUEST message if source MME is different from target MME. The target MME shall receive the {KeNB*, NCC} pair from the source MME and shall store locally it as {NH, NCC}. 
================= END OF SIXTH CHANGE ==================
================= START OF SEVENTH CHANGE ==================
8.1.2
NAS integrity activation

NAS integrity shall be activated with the help of the NAS SMC procedure immediately after successful authentication. NAS integrity stays activated until the EPS security context is deleted. The EPS security context may only be deleted if UE is in EMM-DEREGISTERED. While the EPS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the EPS security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS MAC is 32 bit. The full NAS MAC shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS MAC shall be appended to the NAS service request message. 

The use and mode of operation of the 128-EIA algorithms are specified in Annex B.
================= END OF SEVENTH CHANGE ==================
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