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================= START OF FIRST CHANGE ==================
6.3
EPS key identification

The key KASME shall be identified by the key set identifier eKSI. eKSI may be either of type KSIASME or of type KSISGSN. An eKSI shall be stored in the UE and the MME together with KASME and the temporary identifier GUTI, if available. 

NOTE 1: the GUTI points to the MME where the  KASME is stored.

The key set identifier KSIASME is a parameter which is associated with the KASME derived during EPS AKA authentication. The key set identifier KSIASME is allocated by the MME and sent with the authentication request message to the mobile station where it is stored together with the KASME.

The key set identifier KSISGSN is a parameter which is associated with the mapped KASME derived from UMTS keys during inter-RAT mobility, cf. clauses 9 and 10 of the present specification. The KSISGSN is stored together with the mapped KASME.

The purpose of the KSIASME is to make it possible for the UE and the MME to identify the cached KASME without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

The purpose of the KSISGSN is to make it possible for the UE and the MME to indicate the use of the mapped KASME in inter-RAT mobility procedures. For details cf. clauses 9 and 10.

KSIASME and KSISGSN have the same format. The format of eKSI shall allow a recipient of such a parameter to distinguish whether the parameter is of type 'KSIASME' or of type 'KSISGSN'. The format shall further contain a value field. The value fields of KSIASME nd KSISGSN are three bits each. Seven values are used to identify the key set. A value of '111' is used by the mobile station to indicate that a valid KASME is not available for use. At deletion of the KASME, the KSIASME is set to '111'. The value '111' in the other direction from network to mobile station is reserved.
The eKSI shall be four bits. The leftmost bit of eKSI is used to distinguish between KSIASME and KSISGSN. 
· If the value of the leftmost bit is '1', it means eKSI is type of KSIASME. 
· If the value of the leftmost bit is '0', it means eKSI is type of KSISGSN. 
The remaining three bits are used for either KSIASME or KSISGSN.
NOTE 2: In addition to EPS security contexts, the UE may also cache UMTS security contexts. These UMTS security contexts are identified by the KSI, as defined in TS 33.102 [4].
================= END OF FIRST CHANGE ==================
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