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================= START OF FIRST CHANGE ==================
7.2.8.4.1
Intra-eNB Handover

When the eNB decides to perform an intra-eNB handover it shall either use the current KeNB as the basis for the key derivation (this is referred to as a horizontal key derivation), or to use the NH as basis for the key derivation (this is referred to as a vertical key derivation). The eNB shall compute KeNB* from target PCI and either from currently active KeNB or from the NH as described in Annex A.5. The eNB shall use the KeNB* as the KeNB.
The procedure in Fig 7.2.8.4.1-1 described key handling with Intra-eNB handover.


[image: image1.emf]Serving eNB UE

1. Measurement Reports

2. Serving eNB calculate K

eNB

*as following:

if a fresh {NH, NCC

NH

} exists and if NCC

NH 

> NCC

KeNB

, 

        K

eNB

*= KDF{NH, PCI} and NCC = NCC

NH

, 

else K

eNB

*= KDF{K

eNB

, PCI} and NCC = NCC

KeNB

4. Handover Command{NCC}

3. Set K

eNB

=  K

eNB

*

Store {K

eNB 

, NCC}

5. UE calculate K

eNB

*as following:

if NCC = NCC

KeNB

, K

eNB

*= KDF{K

eNB

, PCI}

else firstly UE synchronize the locally NH 

parameters by computing the function in Annex A.4 

iteratively and increasing NCC until it matches the 

NCC received from Source eNB, then UE calculate 

K

eNB

*= KDF{NH, PCI}

7. Handover Confirm

6. Set K

eNB

=  K

eNB

*


Figure7.2.8.4.1-1: key handling with Intra-eNB handover
1. UE sends Measurement Reports to the Serving eNB.

2. The Serving eNB shall calculate KeNB* per Annex A.5. 

If {NH, NCC} exists and if NCCNH (i.e., NCC of { NH, NCC } pair) value is ‘higher’ than the value of NCCKeNB (i.e., NCC of { active KeNB, NCC} pair), the Serving eNB shall compute KeNB* = KDF{NH, PCI} and set NCC = NCCNH. Otherwise, the Serving eNB shall compute KeNB* = KDF{ KeNB, PCI} and set NCC = NCCKeNB. PCI here is the target physical cell identity.

3. The Serving eNB set KeNB = KeNB* and store { KeNB, NCC} pair.

4. The Serving eNB send Handover Command including NCC to UE.

5. The UE shall calculate KeNB*.
If the NCC the UE received in Handover Command message from the Serving eNB is equal to the NCCKeNB (i.e., NCC of {current active KeNB, NCC} pair), the UE shall compute KeNB* = KDF{ KeNB, PCI} as defined in Annex A.5. 

If the NCC received in Handover Command message is different from the NCCKeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively and increasing the NCC value until it matches the NCC value received from the Serving eNB via the HO command message. When the NCC values match, the UE shall compute the KeNB* from the synchronized NH parameter and the target PCI using the function defined in Annex A.5
6. The UE set KeNB = KeNB* for communicating with the Serving eNB.

7. The UE send Handover Confirm message to the Serving eNB.
================= END OF FIRST CHANGE ==================
================= START OF SECOND CHANGE ==================
7.2.8.4.2
X2-handover

The source eNB shall perform a vertical key derivation in case it has a fresh {NH,NCC} pair. The source eNB shall first compute KeNB* from target PCI and either from currently active KeNB or from the NH as described in Annex A.5. Next the source eNB shall forward the {KeNB*, NCC} pair to the target eNB.  The target eNB shall include the NCC from the received {KeNB*,NCC} into the prepared HO Command message, which is sent back to the source eNB in a transparent container and forwarded to the UE by source eNB. 

The target eNB shall use the received KeNB* directly as KeNB to be used with the UE. 

An {NH,NCC} pair is considered to be fresh in the source eNB if the associated NCC value is 'higher' than the associated NCC value of the  currently active KeNB ..
When the target eNB has completed the handover signaling with the UE, it shall send a PATH SWITCH REQUEST to the MME. Upon reception of the PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input to the function defined in Annex A.4. The MME shall then send the newly computed NH parameter and its corresponding NCC value to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received {NH,  NCC} pair for further handovers. 

NOTE 1: In case the PATH SWITCH REQUEST ACKNOWLEDGE was not received by the target eNB before the next handover or the PATH SWITCH REQUEST ACKNOWLEDGE was lost, the target eNB does not hold a NH parameter, and can hence only perform a horizontal key derivation at the next handover. 

NOTE 2: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the Path Switch Acknowledge.
The procedure in Fig 7.2.8.4.2-1 described key handling with X2 handover.
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Figure7.2.8.4.2-1: key handling with X2 handover
1. UE sends Measurement Reports to the Source eNB.

2. The Source eNB shall calculate KeNB* per Annex A.5. 

If {NH, NCC} exists and if NCCNH (i.e., NCC of {NH, NCC} pair) value is ‘higher’ than the value of NCCKeNB (i.e., NCC of { active KeNB, NCC} pair), the Source eNB shall compute KeNB* = KDF{NH, PCI} and set NCC = NCCNH. Otherwise, the Source eNB shall compute KeNB* = KDF{ KeNB, PCI} and set NCC = NCCKeNB. PCI here is the target physical cell identity.

3. The Source eNB send Handover Request including {KeNB, NCC} to the Target eNB.

4. The Target eNB set KeNB = KeNB* and store {KeNB, NCC} pair.

5. The Target eNB respond with Handover Request Ack including NCC to the Source eNB.

6. The Source eNB send Handover Command including NCC (sent from the Target eNB) to UE.

7. The UE shall calculate KeNB*.
If the NCC the UE received in Handover Command message from Target eNB via Source eNB is equal to the NCCKeNB (i.e., NCC of {current active KeNB, NCC} pair), the UE shall compute KeNB* = KDF{KeNB, PCI} as defined in Annex A.5. 

If the NCC received in Handover Command message is different from the NCCKeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively and increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message. When the NCC values match, the UE shall compute the KeNB* from the synchronized NH parameter and the target PCI using the function defined in Annex A.5
8. The UE set KeNB = KeNB* for communicating with the Target eNB.

9. The UE send Handover Confirm message to the Target eNB via the Source eNB.

10. After receiving the Handover Confirm message, the Target eNB shall send a message PATH SWITCH REQUEST to the MME.

11. Upon the reception of the message PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input to the function defined in Annex A.4. 
12. The MME shall send the newly computed NH parameter and its corresponding NCC value to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE message. 
13. The target eNB shall store the received {NH, NCC} pair for further handovers.
================= END OF SECOND CHANGE ==================
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