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Introduction and Proposal

The initial connectivity set-up requires some form of authentication. The current version of TR 33.812 envisions currently one possibility. Due to the large range of potential use cases, we suggest to add further possible methods.

Pseudo-CR

5.2.2.6.3.2
Using OMA DM bootstrap for address resolution

This section provides one example of performing the mechanism.  Other methods may also be possible.

OMA-DM provides a bootstrap mechanism based on connectionless OTA push. This mechanism can be used if no network configuration parameters are pre-configured in the M2M equipment. At least two configuration contexts can be identified – the context for provisioning the USIM application, and the context for provisioning M2M applications.  

Note 1: 
A single OMA-DM context can be bootstrapped only once. Thus a mechanism for re-bootstrapping contexts is needed FFS.
The OMA BOOTSTRAP characteristic defines the PROVURL to which the OMA-DM client will initiate the connection.  In addition, an access point definition (NAPDEF) for the access network in question should be added to the provisioning message to enable IP connectivity (CSD or GPRS bearers) on the device.

Server authentication of the Bootstrap message origin is defined in OMA-WAP-ProvBoot-V1_1 and OMA-TS-DM_Security-V1_2. For M2M, one reasonable choice is to use a password method, i.e. a shared secret between the server and the M2M equipment. This secret, referred to as device PIN, must be given to the bootstrap server (DR-SP) as part of the setup of M2M terminal provisioning definition. The same authentication token can be used for transport-neutral security in further OMA DM communication. Other choices are to equip the machine with a certificate and using a signed token or to utilize a secret based on existing cryptographic keys provided by the RO for authentication towards the DPF. 
There is also a requirement for the OMA DM client to authenticate the server during the provisioning activity. This is typically handled by using a trusted credential for the TLS negotiation (server certificate). Two options could be envisioned:

1. The M2ME incorporates all necessary trust roots (root certificates) to validate the server

2. The OMA DM Bootstrap message is augmented with the certificate/public key/public key hash of the OMA DM server. 

NOTE 2: This has been done before (MS) by the addition of a “CertificateStore” characteristic, but could also be conveyed in a more subtle way, e.g. by including the public key hash in the ProvURL parameter, or by the addition of a VENDORCONFIG characteristic in the bootstrap message.

NOTE 3: 
OMA DM bootstrap poses a more general problem for VNO connectivity. In practice probably the NAPDEF actually could refer to the SHO NAPDEF, since the network topology may route GPRS data packets through the SHO anyway, but if not, the SHO or DR-SP may need to know more details of the AN in order to provision the right NAPDEF for the roaming situation
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