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This contribution give further analysis on authentication method negotiation for H(e)NB security.
Introduction
In last SA3 #53 meeting, authentication method negotiation for H(e)NB security is discussed. This contribution will give further analysis on this issue.
Discussion
The following issues exist for the currently authentication method negotiation mechanism:
· AUTH
Currently “AUTH” is used to distinguish certificate-based device authentication from EAP-AKA device authentication (cf. section 7.4, TR33.820 v1.2.0):
“b) IKE_AUTH request from H(e)NB to SeGW should be checked to see if it contains the AUTH. 

If there is AUTH that means certificate based device authentication will be done otherwise it will be EAP-AKA based authentication.”
However, according to RFC4739 (Multiple Authentication Exchanges in the Internet Key Exchange ), 

“3.2  ANOTHER_AUTH_FOLLOWS Notify Payload 

The ANOTHER_AUTH_FOLLOWS notification payload is included in an IKE_AUTH message containing an AUTH payload to indicate that the peer wants to continue with another authentication exchange….”
This means that the “AUTH” shall be “bundled” with “ANOTHER_AUTH-FOLLOWS” notify payload. That is to say, if the IKE-AUTH message contains an “ANOTHER_AUTH-FOLLOWS” header, it MUST also contain an “AUTH” header. So the error cases that “IKE-AUTH request message includes ANOTHER_AUTH_FOLLOWS but no AUTH”, as described in table 4, section 7.4, TR33.820 v1.2.0, shall not exist. 

· MULTIPLE_AUTH_SUPPPORTED “bundled” with ANOTHER_AUTH_FOLLOWS
Currently ANOTHER_AUTH_FOLLOWS(and AUTH) notify payload must be “bundled” with MULTIPLE_AUTH_SUPPPORTED notify payload in the same first IKE_AUTH request message, to decide whether only device authentication can be done, or both device and HPM authentication can be done(cf. section 7.4,TR33.820 v1.2.0): “
b) H(e)NB response: Check whether IKE_AUTH request contains MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS. If IKE_AUTH request does not contain the given values then it means that only device authentication can be done. If the values are there then both device and HP authentication can be done.”
But according to RFC4739:

”3.1 MULTIPLE_AUTH_SUPPORTED Notify Payload

The MULTIPLE_AUTH_SUPPORTED notification is included in the IKE_SA_INIT response or the first IKE_AUTH request to indicate that the peer supports this specification…….”, and
“3.2. ANOTHER_AUTH_FOLLOWS Notify Payload

   The ANOTHER_AUTH_FOLLOWS notification payload is included in an IKE_AUTH message containing an AUTH payload to indicate that the peer wants to continue with another authentication exchange…..”
It can be seen for H(e)NB that, MULTIPLE_AUTH_SUPPORTED can ONLY be included in the FIRST 
IKE_AUTH request message. However, ANOTHER_AUTH_FOLLOWS doesn’t have this limitation, e.g., 
it can be included either in the first IKE_AUTH request message or in any subsequent IKE_AUTH 
request/response message. So it seems unnecessary that MULTIPLE_AUTH_SUPPORTED and 
ANOTHER_AUTH_FOLLOWS must be “bundled” in the same first IKE_AUTH request message.
Moreover, according to RFC4739, 
“2.1.  Solution Overview
……
If both peers support this extension, either of them can announce that it wishes to have a second authentication by including an ANOTHER_AUTH_FOLLOWS notification in any IKE_AUTH message that contains an AUTH payload.  This indicates that the peer sending the
ANOTHER_AUTH_FOLLOWS wishes to authenticate another set of credentials to the other peer.  
The next IKE_AUTH message sent by this peer will contain a second identity payload (IDi or 
IDr) and starts another authentication exchange. ……”
It can be seen from above that, the next IKE_AUTH message, which follows the IKE_AUTH message that contains ANOTHER_AUTH_FOLLOWS notify payload and AUTH, plays a role that it starts another authentication exchange (e.g. HPM authentication). 

So if MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS (and AUTH) is “bundled” in the same first IKE_AUTH request message, then the above role for the next IKE_AUTH message may be valid only for the case of certificate-based device authentication and HPM (EAP-AKA) authentication, but it is invalid for the case of EAP-AKA device authentication and HPM (EAP-AKA) authentication, because for the latter case, the next IKE_AUTH message is still belonging to the EAP-AKA device authentication and so it doesn’t mean starting another authentication (e.g. HPM EAP-AKA authentication) exchange. Therefore, when EAP-AKA device authentication is combined with HP authentication, it is inappropriate that MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS (and AUTH) are “bundled” in the same first IKE_AUTH request message.

Proposal
It is proposed that SA3 agree the corresponding P-CR:
###############################Begin Change########################################

7.4
Authentication Method Selection
7.4.1
Authentication Methods

It is agreed that in H(e)NB we will have mandatory device authentication and optional hosting party authentication. Authentication can either be done by certificates based solution or EAP-AKA. This brings a few combinations of authentication methods:

1. Device authentication with certificates, without HP authentication

2. Device authentication with EAP-AKA, without HP authentication

3. Device authentication with certificates, and with HP authentication using certificates

4. Device authentication with EAP-AKA, and with HP authentication using certificates

5. Device authentication with certificates, and with HP authentication using EAP-AKA

6. Device authentication with EAP-AKA, and with HP authentication using EAP-AKA
EAP-AKA is expected to be the solution of choice for HP authentication thus 3rd and 4th authentication combinations given above are not considered in this document. 

7.4.2
Authentication Type Identification
In this section, means to identify the authentication combination type is explained in preparation to the next section where the solution is given; also see Figure 1.

1. Method to check whether there will be only device authentication or both device and HP authentication: 

(a) SeGW message: If the IKE_SA_INIT response from SeGW does not include MULTIPLE_AUTH_SUPPORTED then it is clear to H(e)NB that multiple authentication cannot be done. Thus only device authentication will be possible using certificate or EAP-AKA.
If the IKE_SA_INIT response from SeGW includes MULTIPLE_AUTH_SUPPORTED, then it is clear to 
H(e)NB that both device authentication (certificate or EAP-AKA) and HP authentication can be done.

(b) H(e)NB response: Check whether the first IKE_AUTH request contains MULTIPLE_AUTH_SUPPORTED. If the first IKE_AUTH request does not contain MULTIPLE_AUTH_SUPPORTED then it means that only device authentication can be done. Otherwise it means both device and HP authentication can be done.

2. Method to check the type of device authentication (certificate based or EAP-AKA based): 

(a) Availability of CERTREQ in IKE_SA_INIT response from SeGW to H(e)NB should be checked. 

If there is CERTREQ in IKE_SA_INIT response to H(e)NB then it implies that the SeGW requires certificate based device authentication. 

If there is no CERTREQ in IKE_SA_INIT response from SeGW to H(e)NB then it implies that SeGW requires EAP-AKA based authentication.
(b) The first IKE_AUTH request from H(e)NB to SeGW should be checked to see if it contains the AUTH. 

If there is AUTH that means certificate based device authentication will be done otherwise it will be EAP-AKA based authentication.

3. HP authentication always uses EAP-AKA
If there is ANOTHER_AUTH_FOLLOWS and AUTH in the subsequent IKE_AUTH request to the SeGW, 
it means that HP authentication will follow after the device authentication.
4. Authentication method selection procedure:




Figure 4:  What is what in the IKEv2 Multiple Authentication Messages.
Notes X: Message 3 and 5 could be combined if certificated-based device authentication is selected and combined with HP authentication.
7.4.3
Authentication Method Negotiation
The selection of the authentication mechanism follows the following principles:

· It is mandatory for a H(e)NB to support device authentication using either certificate or EAP-AKA
· It is optional for a H(e)NB to support the combined authentication using certificate or EAP-AKA for device authentication and EAP-AKA for hosting party authentication
· Which of the above two will be there in practice is a deployment-specific decision
· The SeGW has knowledge of operator policy and is capable of dictating to the H(e)NB whether multiple authentication is required of it or not in an unambiguous manner. This implies that either all SeGWs are capable of multiple authentication, or, if some SeGWs are not capable of multiple authentication then the operator’s policy for those SeGWs will clearly indicate that support of multiple authentication of H(e)NB by these SeGWs is not required or possible
Based on the criteria given in previous section the authentication method selection  solution is proposed in the Table 5. Essentially, only cases 1, 6, 11, and 16 result in unambiguously valid requirement / response pairs. All other cases result in cases where the SeGW’s decision on outcome should depend on operator policy. The policy decision may in addition be based on the SeGW ‘s knowledge of the authentication capabilities of the H(e)NB. 
Editor’s Note: Whether support for HPM is mandatory on either the HeNB or the SeGW for authentication method selection is FFS
Editor’s Note:  Some of the cases other than cases 1, 6, 11 and 16 may be considered as “error cases”, depending on operator’s policy.  
	
	SeGW includes both MULTIPLE_AUTH_SUPPORTED  and CERTREQ payload in the IKE_SA_INIT response
	SeGW includes MULTIPLE_AUTH_SUPPORTED  but not CERTREQ payload in the IKE_SA_INIT response
	SeGW does not include MULTIPLE_AUTH_SUPPORTED but includes CERTREQ  payload in the IKE_SA_INIT response
	SeGW does neither include MULTIPLE_AUTH_SUPPORTED nor include CERTREQ payload in the IKE_SA_INIT response

	H(e)NB includes AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 1: Certificate based device and EAP-AKA based hosting party authentication  done
	Case 2: 

SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB responds with a cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 3: SeGW required only cert-based device authentication but H(e)NB responds with an attempt for both  device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 4: SeGW required H(e)NB to perform only EAP-AKA based device authentication but the H(e)NB responds to perform both device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH but includes MULTIPLE_AUTH_SUPPORTED payloads in the first IKE_AUTH request message,  and H(e)NB includes ANOTHER_AUTH_FOLLOWS and AUTH payload in subsequent IKE_AUTH request message
	Case 5: SeGW message requires  certificate based device authentication but H(e)NB indicates, by skipping the AUTH, that it does not support cert-based device authentication  

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 6: EAP-AKA based device and EAP-AKA based hosting party authentication is done
	Case 7: SeGW requires the H(e)NB to perform only device authentication with certificate but the H(e)NB attempts to perform both device authentication AND hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 8: SeGW requires H(e)NB to perform only device authentication based on EAP-AKA, but H(e)NB attempts to perform both device and hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 

	H(e)NB includes AUTH but not MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 9: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 10: SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 11: cert-based device authentication


	Case 12: SeGW requires H(e)NB to perform device authentication based on EAP-AKA, but H(e)NB attempts to perform cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 13: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 14: SeGW requires both EAP-AKA based device authentication and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform only EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 15: SeGW requires the H(e)NB to perform cert-based device authentication but the H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 16: EAP-AKA based device authentication 


Table 4: Authentication Method Selection.
###############################End Change########################################
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