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This contribution gives some corrections to TS 33.812.

1 Introduction

This contribution gives some corrections to TS 33.812.

2 Corrections

The figure X is not consistent with the character description in clause 5.2.2.6.1. A correction is proposed in the P-CR.

After the VNO received PCID/IMSI sent by UE, it should contact the ICF not the DRF and obtain authentication vectors on the basis of the MCC and MNC fields in the PCID/IMSI. In clause 5.2.2.6.3.1, the item “DRF” should be corrected to “ICF”. 
3 Editorials
The item “OSHO” in clause 3.3 is corrected.
A sentence in the description of use case c in clause 4.1.1 is not consistent with the use case. A correction is proposed in the P-CR.

Compared to TS 33.812 V0.4.0, the Alternative number in clause 4.1.3.2 and 5.2.2.7.4.1 is wrong. A correction is proposed in the P-CR.
The word “and” is deleted in clause 5.1.1.1.3.
The item “DP-SP” is corrected to “DPF” in clause 5.1.1.1.4.

The item “M2ME U/S” in clause 5.2.2.5.4 is corrected.
The item “PfC” in clause 5.2.2.5.8 is corrected.
The item “DR-SP” is corrected to “DRF” in clause 5.2.2.6.3.2.

The clause numbers in clause 5.2.2.7.3.1 and 5.2.2.7.3.2 are wrong. Corrections are proposed in the P-CR.
4 Proposal
We kindly propose SA3 to agree the P-CR.
**********************************************Begin of 1st Change******************************************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

ACL
Access Control List

ADSL
Asymmetric Digital Subscriber Line

AV
Authentication Vector 

BOOTP
BOOTstrap Protocol

CCIF
Connectivity Credentials Issuing Function

CS
Connectivity Service

CSF
Connectivity Service Function

DdoS
Distributed Denial of Service (attack)

DHCP
Dynamic Host Configuration Protocol

DM
Device Management

DPF
Downloading and Provisioning Function

DRF
Discovery and Registration Function

ES
Equipment Supplier

HO
Home Operator

ICF
Initial Connectivity Function

IP
Internet Protocol

MID
Manageable Identity

MIDE
MID Engine

MITM
Man In The Middle (attack)

MMI
Man-Machine Interface

M2M
Machine-to-Machine

M2ME
M2M equipment

M2MES
M2ME Supplier

M2ME U/S
M2ME User/Subscriber

NGN
Next Generation Network

NSHO
New SHO

N3G-ICSP
Non-3GPP Initial Connectivity Service Provider

OSHO
Old SHO

OMA
Open Mobile Alliance

PCID
Provisional Connectivity IDentity

PfC
Platform Credential

PKCS
Public Key Cryptography Standard

PKI
Public Key Infrastructure

PN
Personal Network

PNM
Personal Network Management

PS
Provisioning Server or Provisioning Service, according to context

PVA
Platform Validation Authority

RAM
Remote Application Management

RFM
Remote File Management

RG
Regulator

SHO
Selected Home Operator

TCG
Trusted Computing Group

TRE
Trusted Environment

VNO
Visited Network Operator

VO
See VNO

WLAN
Wireless Local Area Network

***********************************************End of 1st Change*******************************************************
**********************************************Begin of 2nd Change*****************************************************
4.1.1
Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. 

Editor's Note:It has been questioned whether these are M2M use cases or if these would extend the scope of the TR.
Use Case a: In-Car Communications Equipment

The user acquires a car that is provided with an in-car combined Sat-Nav and mobile communications system, enabling use of voice, email services and Internet multimedia access (e.g., on-line map download). This was fitted, e.g. by the factory or by the dealer, without any knowledge of the new owner’s subscription to any networks. When the user first uses the equipment, he is instructed by the MMI of the mobile equipment to use an available network to register with his chosen home operator to obtain a subscription. This can be done using a temporary connection to the PLMN of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website of the chosen HO in order to register for mobile network subscription or for a combined WLAN and mobile subscription. After registration, the required network access applications are downloaded to the in-car communications system. This includes a USIM for mobile network access and an ISIM for Internet multimedia services that involve an IMS. The user is informed of a successful registration.

Use Case b: Home Gateway and Personal Network

An ADSL subscriber acquires a home gateway for use on his home ADSL system. He has already registered separately for the ADSL connection to his home. The gateway incorporates Personal Network Management functionality to allow several personal devices to communicate securely with external IP networks including TISPAN NGNs. When the user plugs in the gateway, it communicates with the HO’s ADSL network which initiates an automatic registration procedure for the gateway. The operator downloads a USIM application to the gateway which enables it to connect securely to the HO’s IP network using EAP-AKA. The gateway also uses the USIM application to provide seed keys for establishing an IPSec Security Association with the network. An ISIM application is also downloaded to the gateway. This is used to provide secure IMS connectivity using a variety of IMS identities which are used by the home devices on the PN.

Use Case c: Personal Multi-Network Communications Device

The user acquires a personal communications device that allows mobile and WLAN connectivity. The device could be e.g. a camera or camcorder with wide area connectivity or e.g. a dual-network smart phone. When the user switches on the device for the first time, he is instructed by its MMI to use an available network to register with his chosen home operator to obtain a mobile or WLAN or combined subscription for the device. This can be done using a temporary connection to the mobile network of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website(s) of the chosen operator(s). After registration, the required network access applications are downloaded to the personal multi-Network communications device. This could include a USIM for mobile network access, an ISIM for Internet multimedia services that involve an IMS and possibly a further USIM for WLAN access (if the WLAN requires EAP-AKA). The user is informed of a successful registration.

***********************************************End of 2nd Change******************************************************
**********************************************Begin of 3rd Change*****************************************************
4.1.3.2
Security Assurance for USIM application integrated into M2M terminal

Traditionally USIM applications have been required to be instantiated within a removable UICC.  Operators buy and own the UICCs of their subscribers and can therefore impose their own requirements on their UICC suppliers.  Apart from the occasional security failing (e.g. the weak COMP-128 algorithm) this model has served operators well and it is to be expected that there will be some concern at the suggestion that the USIM application could be integrated into the M2M equipment itself (an M2M equipment that will not be owned by the operator) instead of in a UICC.  One of the major concerns that operators have with the USIM application being integrated into the M2M terminal (with “an integrated USIM”) is that the integrated USIM will not be as robust as a USIM within a UICC.  Operators also have concerns for reasons other than security and these reasons must also be taken into account.
This sub-section examines methods whereby operators could be given assurances that integrated USIMs are indeed sufficiently robust.

The methods by which operators are given assurance about the robustness of their UICCs is first examined.  The following points can be made:

1. Security assurances are gained because the operator chooses their UICC supplier and can therefore choose a supplier that meets the operator’s security requirements.  Since operator revenues will suffer if the UICC security is broken, the operator has an incentive to choose a reputable and competent supplier.

2. If the supplier turns out not to be reputable and competent, the operator can move, with a certain delay, to an alternative supplier.

3. Further, the operator may choose to have a very small number of UICC suppliers and can therefore spend a reasonable amount of time auditing each supplier, or alternatively requiring the supplier to get themselves audited against an agreed standard, such as the GSMA Smartcard Supplier Accreditation System.

4. Finally, UICC suppliers generally release new products at a lower rate than terminal suppliers and have a smaller range of platforms on which UICCs are built than most terminal suppliers.  There is therefore a relatively small range of UICCs and UICC platforms and again this gives the operator the chance to spend some time examining each candidate 
5. Further, the UICC is a system with relatively limited complexity when compared with MEs. Therefore, it can be assessed for security and robustness with less effort than that which would be required for an M2ME. Even though UICCs are growing more complex, they are likely to remain less complex than an ME).

There seem to be two forces at work here:

a Market forces, in that operators have an incentive to choose good UICC suppliers or their revenues will suffer, and that operators can reasonably easily change bad UICC suppliers, and UICC suppliers therefore have an incentive to produce robust UICCs or they will not be chosen by operators

b The opportunity for due diligence (because of the relatively small number of UICC platforms) and audit, which operators may choose to carry out themselves (because of the relatively small number of UICC suppliers), or require their suppliers to get themselves audited to

It might be thought that these two methods do not give operators assurance if the USIM application is integrated into the terminal, for the following reasons:

· The operator does not own the M2M terminal and cannot therefore impose their own security requirements on the M2M terminal supplier

· As the operator does not own the M2M terminal, operator market forces cannot be used to safeguard standards of security

· There are more terminal suppliers than smartcard suppliers, and terminal suppliers typically have more frequent update of products and platforms that smartcard supplies do.  There is therefore too large a range for the operator, or any entity, to carry out sufficient due diligence on the terminal suppliers or their products and platforms.

However, the following points can be made in response:

6. Although the operator may not be the final owner of an M2M terminal with an integrated USIM, the operator may choose to use their expertise in terminal sourcing on behalf of final owners and so be a distributor of such terminals, i.e. buy these terminals themselves and then sell onto the final owners in the same way that many operators today are distributors of consumer terminals.  Operator market forces can in this way be brought to bear on the M2M terminal market.
a However, it should be noted that the UICC is primarily a security device, and security can be a very significant factor in purchasing decisions.  The M2M terminal is not primarily a security device and security cannot therefore be such a significant factor.

b Further, operators will not be the only purchasers of M2M terminals.  There may be some very significant non-operator purchasers of M2M terminals such as those within the automotive industry.  Operator market forces may not in reality be that significant.

c Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.

7. Although the operator may not be the owner of the entire M2M terminal, it may become a sole ‘owner’ of certain functionality (an “operator compartment”) – such as one that manages and performs integrated USIM functionality - of the M2M terminal, by use of available technologies (e.g. the trusted mobile platform technology from TCG [see e.g. the Mobile Reference Architecture and Mobile Trusted Module specifications at https://www.trustedcomputinggroup.org/specs/mobilephone/ and the Global Platform Device Application Security Management, at http://www.globalplatform.org/specificationsdevice.asp). The operator who has ownership of the integrated USIM functionality can exclude interfering actions on it by any other stakeholder of the M2M terminal. 

a However, the feasibility of operator controlled M2ME functionality is yet be studied or proven if the M2ME has to support multiple operator compartments or if transfer of control of an operator compartment from one operator to another is required.

8. There are technologies (such as those described within TCG specifications) available that enable the operator to audit the trustworthiness (e.g. authenticity and integrity) of software responsible for all or selected functionality (such as the application and USIM security functionality) in a remotely located terminal during the time of its deployment. Use of such technologies can increase the operational trustworthiness of the M2M terminal.

9. Although the present number of consumer terminal suppliers is more than the number of smartcard suppliers, M2M terminals may be a niche market with fewer suppliers.

10. Further, although the number of consumer terminal suppliers is relatively large, the number of terminal hardware suppliers is actually quite small, and this is also likely to be the case for M2M terminals.  If the architecture of M2M terminals with integrated USIMs is designed so that the security of the integrated USIM application mainly or totally depends on certain isolated portions of the terminal hardware, e.g. a hardware-embodied Trusted Environment (TrE) within such terminals, then this further reduces the number of entities that an operator or other relying party needs to conduct very detailed due diligence upon (though the requirement to still audit the final terminal supplier is admitted),

11. Requirements for terminal supplier audit can be used (as they often are on smartcard suppliers) as can requirements on the robustness of the terminal implementation, in the following way:

a The M2M terminal, and especially the TrE within such a terminal, can be required to authenticate itself (as Alternative 1) requires), e.g. by means of a public key certificate.  There could be a central body overseeing issuance of such certificates (though not perhaps issuing them itself) and imposing requirements on terminal suppliers or the suppliers of TrEs, if the TrE is a physically discrete component.

b Operators or other USIM-issuing entities could be required to refuse to issue USIM applications into terminals that do not have a certificate from the PKI of this overseeing central body.

c The requirements imposed by the central body could include the terminal supplier  (and TrE supplier, if applicable) having successfully passed an audit on their processes.

d These requirements could also include security requirements on the robustness of the terminal implementation that the terminal supplier self-certifies to (“robustness rules”).  If it is found that M2M terminals from a supplier do not in fact meet the security requirements, then measures could be imposed on the terminal supplier in order to ensure corrections are made as soon as possible.

e However, it's not clear which entity would take on this central role nor what the infrastructure requirements would be.  The cost of running this infrastructure may result in the overall cost of the integrated M2M-USIM option being greater than the cost of using UICCs.  There may be difficult legal issues.

By these means it seems that the power of market forces and of audit and due diligence, the chief means by which security standards are upheld for smartcard suppliers, can also be used with respect to suppliers of M2M terminals.
***********************************************End of 3rd Change******************************************************

**********************************************Begin of 4th Change*****************************************************
5.1.1.1.3
TRE Functions Related to the Management of MIDs

Editor's note: It is ffs whether functions of this complexity are needed for the purposes of the TR.

A TRE should be responsible, on behalf of the M2ME, for enforcing the security of the remote provisioning of MIDs [t2 cm1, 3]. 

A TRE should check the integrity of MIDs as part of a secure boot process whenever the TRE is reset. A TRE may also check the integrity of MIDs at the start of each session with that MID. Detection of anomalies should result in that MID being placed into the “blocked” lifecycle state. [t6 cm5, t8 cm8]

A TRE should allow MIDs to share MIDE functions, e.g. cryptographic algorithms, but only where authorised by the security policies of the respective MIDs and only where the MIDs have been activated [t8 cm2].

The security of the process of transitioning MIDs through their lifecycle stages shall be assured by a TRE. [t3 cm3, t7 cm1, t8 cm6].

A TRE should maintain a registry of the MIDs that it manages, so that (for example) an authorised entity can discover what MIDs are supported in the M2ME and their current lifecycle stages and security status. [t7 cm6, t8 cm7]. 

A TRE should enable authorised stakeholders to remotely discover the presence and lifecycle stages of supported MIDs of that stakeholder [t7 cm6].  A TRE should also permit authorised functions within the M2ME to discover or verify the presence and lifecycle status of MIDs.

A TRE should be able to support and enforce security controls relating to MIDs.  MID-specific security controls may be specified by a stakeholder such as the SHO. Where a security control is a discrete object, e.g, an ACL, it may be provisioned along with the MIDs. Overall security controls governing the general usage and management of MIDs may be provided by a stakeholder such as the M2ME E/S. [t2 cm4, t7 cm2, 3, 4 t8 cm3, 4]

A TRE should support a secure update service for MIDs and the use of standardised protocols such as OMA-DM, OTA RFM or OTA RFM is preferred. Updates should only be accepted from an authorised, authenticated source [t7 cm7.

Editor’s note: the use of such protocols is FFS, subject to considerations such as key management (e.g. the feasibility of using pre-shared keys) and the level of security offered by sic protocols.
***********************************************End of 4th Change******************************************************
**********************************************Begin of 5th Change*****************************************************
5.1.1.1.4
TRE Functions Related to the Remote Provisioning of MIDs 
A TRE should be deemed as being sufficiently secure as to permit the on-line provisioning of MIDs whose security is currently assured by provisioning the equivalent applications out-of-band onto UICCs  [t3 cm1]. 

A provisioning protocol or suite of protocols is used to securely register a user on-line for service and to securely transport MIDs from DPF in the network to the M2ME [t2 cm1, 2]. Only a TRE should be responsible for enforcing the security aspects of that process t2 cm3, t3 cm4]. The registration and provisioning phases should be cryptographically bound together [t2 cm5, t5 cm4, t12 cm2].

Where security controls, e.g. ACLs, are discrete objects that are provisioned along with a MID, a TRE should treat that object as part of the MID for security purposes [t2 cm4, t3 cm5].

A TRE should perform all security processing required at the M2ME for remote provisioning and management protocols.  [t2 cm3, t3 cm4, t7 cm8].

The DPF should also be usable for migrating, de-provisioning and/or updating MIDs, to support the complete MID lifecycle management process. Updates can either be pushed to, or pulled from, the DPF to the M2ME. The protocol should enable the M2ME to verify that management instructions come from a valid source [t7 cm9]. Migration should ensure that after the process the source MID is securely erased.

The DPF should ensure that MIDs are delivered to, and installed in, only the correct and authentic M2MEs for which they are intended [t5 cm4]. The DPF can check that the M2ME is the legitimate end-point for a set of MIDs [t5 cm5]. MID credentials are typically created during the registration phase where the user signs up for a service. A TRE should enforce the rule that MIDs can only be successfully provisioned to the M2ME that acts on behalf of the M2ME U/S who registered for the service in the first place. This implies that phases of the secure session between TRE and DPF are bound to each other by some access control key/token [t2 cm5, t5 cm4, t12 cm2]. For instance, Liberty Alliance protocols separate the registration process from the actual provisioning process but bind them together with security tokens and identifiers. 

The provisioning process is defined so that it allows re-provisioning of USIM/ISIM credentials and applications for new operator(s) or service provider(s) while using connectivity services offered by an existing operator or service provider.

Editor's Note: It has to be considered if this is the correct place of the function and if other options needs to be added.

The DPF can remotely query the system state of the M2ME, to ensure that MIDs will be stored only in a valid M2ME. This process may require explicit validation of the TRE and  a relevant portion of the M2ME platform, before the provisioning of MIDs can proceed. A TRE’s security policy may apply further conditions by specifying which provisioning-related events are permitted to drive a M2ME/TRE authentication [t1 cm4 t5 cm5]. 

Editor's Note: methods for remotely validating a TRE are FFS.
***********************************************End of 5th Change*******************************************************

**********************************************Begin of 6th Change*****************************************************
5.2.2.5.4
Registration Operator (RO)

The purpose of this Operation Role is to provide initial connectivity to the M2ME and to provide registration and provisioning functions for the M2ME U/S and M2ME.

This role incorporates the following Technical Functions:

Initial Connectivity Function  (ICF)

Discovery and Registration Function (DRF)

USIM/ISIM Download and Provisioning Function (DPF)

Editor’s note: due to considerations of SS7/MAP signaling,  it is also possible that the DPF could be assigned to the SHO and not the RO. This is FFS
***********************************************End of 6th Change******************************************************

**********************************************Begin of 7th Change*****************************************************
5.2.2.5.8
Platform Validation Authority (PVA)

PVA is the authority responsible for validation of credentials used to verify the M2M equipment as a trusted platform. Platform here refers to an environment of the M2ME that must be protected and secured against compromises and provide secure execution and storage functionality. 

Editor’s Note: Whether PVA may also issue platform credential (PfC) rather than only validate the PfC is FFS. If PVA issues PfC, the functionrole of the PVA could be performed by one (e.g. OCSP) or more commercial organizations that are trusted to issue and then later validate such credentials..  

The PVA function supports the following:

· validation of platform credentials (PfC) that assert the authenticity and integrity of the M2ME as a platform to hold the USIM/ISIM application and credentials; 

NOTE:  The PfC may be created by the M2MES and obtained by the PVA for future validation when a PfC is presented for a validation-service requesting entity. 

Editor's Note: The content and format of a PfC is FFS. PfC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an M2M ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the M2M ES (public, device-specific) asserting the expected system state of the M2ME.  In this scenario, PfC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2ME during manufacture; and can be provided along with other information during platform validation . 

· Provides the DPF and SHO with information related to the success or failure of the validation of the M2ME. 
In case remote update of the M2M equipment’s SW/FW requires a new PfC, the PVA must be able to obtain the new PfC.  
***********************************************End of 7th Change******************************************************

**********************************************Begin of 8th Change*****************************************************
5.2.2.6.1
Network Interactions for U/ISIM Provisioning  in case of Authenticated Access – Alternative 1. 

The following steps constitute one set of example procedures whereby the downloading and provisioning of U(I)SIM on the M2ME can take place where the M2ME accesses a 3G VO’s network in its initial network access. Thus, the VO provides the air interface to the M2ME in this scenario:
1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

Note:  In order to be able to perform client authentication for initial attachment to the VO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VO contacts an RO’s (ICF). Note that in some cases the RO may be co-located with the VO.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. If authentication of the PCID/M2ME by the VO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at RO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function.
6. The RO aids the M2ME to find its SHO, or itself finds the correct SHO for the M2ME.

Editor’s note: Exactly how the RO (DRF function) will aid the M2ME to discover the SHO is FFS. 

7. The RO connects to the SHO and registers the M2ME for connection to the SHO’s network.

8. The SHO requests a PVA (or requests the RO to request the PVA) to validate the authenticity and integrity of the M2ME. 

9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO.

11. The SHO, upon receiving a positive validation, contacts  the RO (DPF function) and authorizes provisioning of the U(I)SIM application to the M2ME.

12. The RO (DPF function) downloads a MID object to the M2ME.

13. The M2ME provisions the downloaded MID into the TRE and reports the success/failure status of the provisioning to the RO (DPF function). 
14. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO.

Note that the steps described in 1. to 14. above must be further assured of appropriate types and levels of security. For example, the steps 10 to 14, involving the downloading and provisioning of the MID, may be secured by use of the OMA DM protocol and the RO (DPF function) (acting as server). In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done by way of using the OCSP protocol and the PVA (acting as a server). 

The above steps are depicted in the following figure. Note that in this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, and black solid arrow indicates the air interface for the initial network access from the M2ME to the VO’s network, and the blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 


[image: image1]
Figure X: Network authentication and MID Provisioning in the M2ME, in the case of 3G authenticated access (Alternative 1)
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also be the VNO that the M2ME initially accesses. 

Further, we can also envision that in some cases the role of the PVA and the DPF may be hosted by the SHO. 

Furthermore, in some cases, the VNO and SHO could be the same physical operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO.

These many alternative sets of network interactions are not shown in the present document.

***********************************************End of 8th Change******************************************************

**********************************************Begin of 9th Change*****************************************************
5.2.2.6.3
Details for Network Interactions

5.2.2.6.3.1
Initial Attach

The ideal case is that the PCID follows the same format as the IMSI and therefore that the VNO does not have to be M2M-aware.  The “MCC” and “MNC” fields in the IMSI/PCID will indicate to the VNO SHO which entity it should contact to obtain authentication vectors to authenticate the PCID with.

The PCID is created by the CCIF. There are several possibilities in CCIF as an entity in the network architecture:

1. The M2MES is its own CCIF, and creates the PCID. The M2MES then provisions the PCID into the M2ME . 

2. The CCIF is operated by a third-party entity. The CCIF issues the PCID, and then sends it to the M2MES, which then provisions it into the M2ME. 

When a PCID is presented from the M2ME to a VNO, the VNO can contact, on the basis of the MCC and MNC fields in the PCID/IMSI, the ICF for that M2ME and obtain authentication vectors that can be used to authenticate the M2ME prior to it being given temporary network access.  

Editor's Note: The shortage of IMSI numbers could be an open issue to resolve. For instance, PCIDs no longer required by a M2ME could be re-allocated. This is FFS. Furthermore, a group of M2MEs could share the same PCID. We have to consider that the core network will not allow concurrent connectivity to M2MEs with same PCIDs. The measures for M2MEs should be FFS
***********************************************End of 9th Change******************************************************
**********************************************Begin of 10th Change*****************************************************
5.2.2.6.3.2
Using OMA DM bootstrap for address resolution

This section provides one example of performing the mechanism.  Other methods may also be possible.

OMA-DM provides a bootstrap mechanism based on connectionless OTA push. This mechanism can be used if no network configuration parameters are pre-configured in the M2M equipment. At least two configuration contexts can be identified – the context for provisioning the USIM application, and the context for provisioning M2M applications.  

Note 1: 
A single OMA-DM context can be bootstrapped only once. Thus a mechanism for re-bootstrapping contexts is needed FFS.
The OMA BOOTSTRAP characteristic defines the PROVURL to which the OMA-DM client will initiate the connection.  In addition, an access point definition (NAPDEF) for the access network in question should be added to the provisioning message to enable IP connectivity (CSD or GPRS bearers) on the device.

Server authentication of the Bootstrap message origin is defined in OMA-WAP-ProvBoot-V1_1 and OMA-TS-DM_Security-V1_2. For M2M, a reasonable choice is to use a password method, i.e. a shared secret between the server and the M2M equipment. This secret, referred to as device PIN, must be given to the bootstrap server (DRF) as part of the setup of M2M terminal provisioning definition. The same authentication token can be used for transport-neutral security in further OMA DM communication. There is also a requirement for the OMA DM client to authenticate the server during the provisioning activity. This is typically handled by using a trusted credential for the TLS negotiation (server certificate). Two options could be envisioned:

1. The M2ME incorporates all necessary trust roots (root certificates) to validate the server

2. The OMA DM Bootstrap message is augmented with the certificate/public key/public key hash of the OMA DM server. 

Note: This has been done before (MS) by the addition of a “Certificate Store” characteristic, but could also be conveyed in a more subtle way, e.g. by including the public key hash in the ProvURL parameter, or by the addition of a VENDORCONFIG characteristic in the bootstrap message.

Note 2: 
OMA DM bootstrap poses a more general problem for VNO connectivity. In practice probably the NAPDEF actually could refer to the SHO NAPDEF, since the network topology may route GPRS data packets through the SHO anyway, but if not, the SHO or DRF may need to know more details of the AN in order to provision the right NAPDEF for the roaming situation
***********************************************End of 10th Change******************************************************

**********************************************Begin of 11th Change*****************************************************
5.2.2.7.3.1 
Old Selected Home Operator

The Old Selected Home Operator (OSHO) is the role that in the beginning of the process acts a SHO, but after the process of operator change, is considered a VO in the context of section 5.2.2.5.5.
***********************************************End of 11th Change******************************************************
**********************************************Begin of 12th Change*****************************************************
5.2.2.7.3.2 
New Selected Home Operator

The New Selected Home Operator (NSHO) fulfils the same role as the SHO does in section 5.2.2.5.6. 
***********************************************End of 12th Change******************************************************

**********************************************Begin of 13th Change*****************************************************
5.2.2.7.4.1
General

In this section we illustrate how the architecture alternative 1 can facilitate a secure re-provisioning of USIM/ISIM due to a change of the SHO that an M2ME is subscribed to. 
***********************************************End of 13th Change******************************************************
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