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This contribution summarizes the former discussion about preventing UTRAN/GERAN->eUTRAN inter-RAT HO for UE with SIM access.
1 Introduction

The issue of preventing UTRAN/GERAN->eUTRAN inter-RAT HO for UE with SIM access was discussed in SA3 #52bis and #53 meeting. 
In SA3#52bis meeting, Huawei has submitted a contribution (S3-080964) about how to prevent inter-RAT HO for UE with SIM access. And SA3 decided to send an LS (S3-081150) to RAN3, cc to RAN2,CT1 and CT4 to describe this problem and provide some potential solutions for RAN groups.
In SA3 #53 meeting, SA3 received the LS (S3-081590) from RAN2 and replied the LS (S3-081589) to RAN2, RAN3, GERAN2, CT1, CT4. This contribution summarizes the former discussions and aims to make progress in this issue. 
2 Analysis
2.1 The solutions pointed by RAN2 and RAN3

The following two solutions were proposed for preventing UTRAN/GERAN->eUTRAN inter-RAT HO for UE with SIM access,: 

(1) UE-based solution: A UE equipped with SIM shall not select an EUTRA cell for camping;

A UE with SIM shall not indicate that it is EUTRA-capable when signalling its UE capabilities in other RATs. It was proposed by RAN2.
(2) Network-based solution, i.e. Extend the COMMON ID message to carry User SIM type: after receiving the COMMON ID, RNC can prevent the UE from accessing to E-UTRAN according to the included User SIM type, if the UE is equiped with SIM. It was proposed by RAN3.
2.2 Some problems pointed by SA3
The following problems were pointed out:

(1) A UE with SIM in IDLE state moves to E-UTRAN 
It is possible that a UE with SIM moves to E-UTRAN in IDLE state. When an AS connection is set up and AKA is run, the connection between the UE and the E-UTRAN network will be stopped. So, before running AKA, the UE can use the resource of the E-UTRAN network. 
(2) A malicious UE with SIM moves to E-UTRAN

A malicious UE with SIM can move with intent to E-UTRAN in IDLE or ACTIVE state. Before running AKA, the malicious UE in CONNECTED state can use the resource of the E-UTRAN network.
2.3 Comparison

(1) UE-based solution proposed by RAN2.
For a trusted UE with SIM, it will not access to or camp on an LTE cell. 
In case that a malicious UE moves from GERAN/UTRAN to E-UTRAN in IDLE state, it can’t do any harm to the network if the UE is in IDLE state. When the malicious UE turns to CONNECTED state, the NAS and AS connection shall be established. Since running AKA is optional, the UE in CONNECTED state can use the E-UTRAN system befor running AKA. So, the UE-based solution cannot prevent a malicious UE with SIM in CONNECTED state or from IDLE state to CONNECTED state from accessing to the E-UTRAN network. ( NOTE: when LTE emergency calls will be supported in Rel-9, an UE with SIM shall be allowed to camp on an LTE cell (as a last resort cell) in limited service state. In Rel-8, there is no EMC service provided for LTE.)
(2) Network-based solution proposed by RAN3.
For this solution, User SIM Type IE is contained in the COMMON ID message, the RNC shall store this information and use it to determine whether the UE is allowed to be handed over to E-UTRAN.
A malicious or trusted UE in ACTIVE state or in IDLE state can move from GERAN/UTRAN to E-UTRAN. After having established an Iu signalling connection in case the UE is in CONNECTED state, and if the Permanent NAS UE identity (i.e. IMSI) is available, the CN shall send to the RNC a COMMON ID message including User SIM Type. When RNC receives the COMMON ID and finds the user type from User SIM Type, the UE shall be forbidded if the RNC finds the user a SIM user. So, the network-based solution can prevent a UE (malicious or trusted) with SIM in CONNECTED state from accessing to the E-UTRAN network.
A UE can move from GERAN/UTRAN to E-UTRAN in IDLE state and then turn to CONNECTED state. In this case, the UE equipped with SIM can use the E-UTRAN network. The E-UTRAN can use the following mechanism to prevent the UE with SIM from using the E-UTRAN network:

When the UE sends TAU request message to the MME, the MME will send TAU reject massage to the UE if the UE is equipped with SIM. The MME can find the user type from source SGSN via context response message. In this way, a UE (malicious or trusted) with SIM in IDLE state trying turning to CONNECTED state can be forbidden in the E-UTRAN network.
3 Proposal 

It is proposed for SA3 to discuss above in detail and send an LS to the related groups and give a decision from security aspect. 
4 Reference 
[1] S3-081590 LS (R2-086968) on preventing inter-RAT HO for UE with SIM access, from RAN2
[2] S3-081589 Reply LS on preventing inter-RAT HO for UE with SIM access
[3] R3-083114 Inter RAT handover restriction indication










































































































































































































































































































































































































































































































































































