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Abstract of the contribution:

This contribution analyses threat when H(e)NB access the network. It is proposed to add corresponding security threat and security requirement into H(e)NB security TR as attached p-CR. 
1 Introduction

In the current discussion of OAM, whether the H(e)NB can gain network access for the service will be depend on the status parameter of the H(e)NB, if the H(e)NB is set to enabled then the H(e)NB can access the network otherwise will not.
This contribution analyses threat when the H(e)NB access the service network. A p-CR is provided to modify H(e)NB security TR.

2 Threat analysis
In this section, the threat about network access of H(e)NB is described as format in H(e)NB security TR.

Prerequisites: 
The H(e)NB GW or other network entity in the core network has no or can’t obtain the profile information, e.g. access control information of the service domain for H(e)NB, or the state information of the H(e)NB, to check whether the H(e)NB can access the network.
Description: 
Whether a H(e)NB can access the network will depend on the status information of enable or disable the H(e)NB. This status information can be acquired from the OAM Server (e.g. HMS). But for a rouge H(e)NB, it can attempt connect to the network even if the status information of the H(e)NB is set to disable. Since there is no such information (e.g. access control information of the service domain for H(e)NB, or the state information of the H(e)NB) in H(e)NB GW or other network entity to check the access right of the H(e)NB, the rouge H(e)NB can gain the network accessibility.
Impact: Harmful

Threats to assets:

1) Threats to H(e)NB:  -- 
2) Threats to user: 
· the attacker could eavesdrop or spoof any mobile terminal that camped on the H(e)NB.
3) Threats to operator:
· Free service could be provided to the users camped on the H(e)NB if the billing is H(e)NB based.
· An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation:

H(e)NB GW or other network entity in CN should have or can obtain the related profile information, e.g. access control information for H(e)NB, or the status information of the H(e)NB, to check whether a H(e)NB can access the network when it attempts to access the network.
3 Proposal

It is proposed to add threat analysis above to the section of threats analysis (section 5) and to add following requirement to section of requirement (section 6) in H(e)NB TR.
“The H(e)NB GW or other network entity in CN should obtain the related profile information to check whether the H(e)NB can access the network.”
A p-CR is attached to clearly show changes.
*************************Begin of Changes*************************************

5
Threats analysis

Editor’s Note: This chapter analyses the threats caused by introducing H(e)NB to 3GPP network. Possible solutions to these threats are listed in chapter 7.

NOTE 1:
A reference to certain implementation platform mentioned in this TR is for illustrative purposes only. Such examples are by no means exhaustive and are not to be construed as threat-mitigating solutions. 

Editor’s Note: It has to be checked whether there is any bias in the threat formulation with respect to the implementation in the future (cfr. mentioned examples).
5.1 
Common threats to H(e)NB

Editor’s Note: Threats which are in common to H(e)NB are clearly indicated in this chapter. 

Following threats are covered in this section:
1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

2) Compromise of H(e)NB authentication token by local physical intrusion.

3) Inserting valid authentication token into a manipulated H(e)NB.

4) User cloning the H(e)NB authentication Token.

5) Man-in-the-middle attacks on H(e)NB first network access.

6) Booting H(e)NB with fraudulent software (“re-flashing”).

7) Fraudulent software update / configuration changes.

8) Physical tampering with H(e)NB.

9) Eavesdropping of the other user’s UTRAN or E-UTRAN user data.

10) Masquerade as other users. 

11) Changing of the H(e)NB location without reporting.

12) Software simulation of H(e)NB.

13) Traffic tunnelling between H(e)NBs.

14) Misconfiguration of the firewall in the modem/router.

15) Denial of service attacks against H(e)NB.

16) Denial of service attacks against core network.

17) Compromise of an H(e)NB by exploiting weaknesses of active network services

18) User’s network ID revealed to H(e)NodeB owner

19) Mis-configuration of H(e)NB

20) Mis-configuration of access control list (ACL) or compromise of the access control list

21) Radio resource management tampering

22) Masquerade as a valid H(e)NB

23) Provide radio access service over a CSG

24) H(e)NB announcing incorrect location to the network

25) Manipulation of external time source

26) Environmental/side channel attacks against H(e)NB

27) Attack on OAM and its traffic
28) Threat of H(e)NB network access
The above threat maybe grouped together as the following:

Compromise of H(e)NB Credentials

1)    Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

2)    Compromise of H(e)NB authentication token by local physical intrusion.

4)    User cloning the H(e)NB authentication Token.

Physical attacks on a H(e)NB

3)    Inserting valid authentication token into a manipulated H(e)NB.

6)    Booting H(e)NB with fraudulent software (“re-flashing”).

8)    Physical tampering with H(e)NB.

26) Environmental/side channel  attacks against H(e)NB

Configuration attacks on a H(e)NB

7)     Fraudulent software update / configuration changes.

19)   Mis-configuration of H(e)NB

20)   Mis-configuration of access control list (ACL) or compromise of the access control list

Protocol attacks on a H(e)NB

5)     Man-in-the-middle attacks on H(e)NB first network access.

15)   Denial of service attacks against H(e)NB.

17)   Compromise of an H(e)NB by exploiting weaknesses of active network services

25) Manipulation of external time source

27) Attack on OAM and its traffic
28) Threat of H(e)NB network access
Attacks on the core network, including H(e)NB location-based attacks
11)   Changing of the H(e)NB location without reporting.

12)   Software simulation of H(e)NB.

13)   Traffic tunnelling between H(e)NBs.

14)   Misconfiguration of the firewall in the modem/router.

16)   Denial of service attacks against core network.

24)  H(e)NB announcing incorrect location to the network
User Data and identity privacy attacks
9)
Eavesdropping of the other user’s UTRAN or E-UTRAN user data.

10)
 Masquerade as other users. 

18)
 User’s network ID revealed to Home (e)NodeB owner

22) Masquerade as a valid H(e)NB

23) Provide radio access service over a CSG

Attacks on Radio resources and management

21) Radio resource management tampering

1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of 错误！未找到引用源。 TA .
Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

Probability: Possible.

Impact: Harmful, but only if combined with other attacks.
Threats to assets: 

1) H(e)NB:  An attacker gain unauthorized access to H(e)NB with above mentioned weak token
2) User: Compromised token can be used to masquerade H(e)NB to User and mount further attacks towards user. 
3) Operators Network: An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation: Any authentication token with a weak algorithm like GSM SIM with COMP128-1 should not be used for H(e)NB authentication. Backhaul link protection mechanism should be strong enough. 

NOTE 1: In S3-070614 SA3 answers suggests that for initial authentication S1-based authentication should be used. "Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's."

NOTE 2: SA3 have decided to use certificates based authentication on S1 and X2 interfaces in the case of macro eNB.
**********Skipped************
27)  Threat: Attack on OAM and its traffic

Prerequisites:
The intruder has access to the OAM – H(e)NB communication link.

Description:
The operator can decide to connect the OAM to the H(e)NB via the SeGW or directly. 

If OAM is inside the operator network then the issues and solutions for the link between H(e)NB and SeGW will be the same as for any communication and is already discussed in this TR. There could be other threats instead (a) there would be possibility of insider attacks on the path from the SeGW to OAM, where management protocols are unprotected and (b) here we have a protocol implementation related issue: OAM interfaces usually do not rely on a single function. They usually bring 4-10 different protocols inside the box: for fault management, command line, web GUI, configuration management, firmware download, SW license checking, some 3rd party interfaces. Even if all of them would be cryptographically secure, there would still be the issue of implementation robustness. Even (cryptographically) "secure" protocols will have flaws that can compromise the system. The more of them are accessible (aka "open ports") via the backhaul network, the higher the risk.

When the H(e)NB is directly connected to the OAM then the intruder can have access to the communication link between the OAM and H(e)NB thus it can perform different attacks like (a) sniffing the traffic, (b) man-in-the-middle attack (c) mis-configuration of the H(e)NB etc.

Impact: 

very harmful. 

Threats to assets: 

1) Threats to H(e)NB: Potential denial of service or modification of configuration

2) Threats to user: Depending on attack on the H(e)NB itself, different threats are possible on the user.
3) Threats to operator: OAM could be attacked by the intruder that itself could be a major issue. H(e)NB service failure is also a threat for the operator.
Mitigation: The communication between the H(e)NB and the OAM should be secured. 
28) Threat of H(e)NB network access
Prerequisites: 

The H(e)NB GW or other network entity in the core network has no or can’t obtain the profile information, e.g. access control information of the service domain for H(e)NB, or the state information of the H(e)NB, to check whether the H(e)NB can access the network.

Description: 

Whether a H(e)NB can access the network will depend on the acquired from the OAM Server (e.g. HMS)acquired from the HMS. But for a rouge H(e)NB, it can attempt connect to the network even if the status information of the H(e)NB is set to disable. Since there is no such information (e.g. access control information of the service domain for H(e)NB, or the state information of the H(e)NB) in H(e)NB GW or other network entity to check the access right of the H(e)NB, the rouge H(e)NB can gain the network accessibility.

Impact: Harmful

Threats to assets:

4) Threats to H(e)NB:  -- 

5) Threats to user: 

· the attacker could eavesdrop or spoof any mobile terminal that camped on the H(e)NB.

6) Threats to operator:
· Free service could be provided to the users camped on the H(e)NB if the billing is H(e)NB based.
· An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation:

H(e)NB GW or other network entity in CN should have or can obtain the related profile information, e.g. access control information for H(e)NB, or the status information of the H(e)NB, to check whether a H(e)NB can access the network when it attempts to access the network.

Table 1 maps threats to assets.
	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	--
	X

	Threat-2
	X
	--
	X

	Threat-3
	X
	X
	X

	Threat-4
	X
	X
	X

	Threat-5
	X
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	--
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--

	Threat-19
	X
	X
	X

	Threat-20
	X
	X
	X

	Threat-21
	X
	X
	X

	Threat-22
	--
	X
	X

	Threat-23
	--
	X
	X

	Threat-24
	X
	X
	X

	Threat-25
	X
	X
	X

	Threat-26
	X
	X
	X

	Threat-27
	X
	X
	X

	Threat-28
	--
	X
	X


Table 1: Threats/Asset Correspondence

Table 2 normalizes threats in matrix format.

Table 2: Threat Matrix

	Threat
	Threat Likelihood probability
	Impact
	Risk-Level
	Comments

	1
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	2
	Unlikely-Very Likely (0.1 – 1.0)
	Medium (0.25)
	0.025 – 0.25; Low-Medium
	

	3
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	4
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	5
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	6
	Very Likely (1.0)
	Very High (1.0)
	1.0; High
	High

	7
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	8
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	9
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	10
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	11
	Very Likely (1.0)
	Medium (0.25)
	0.25; Medium
	Medium

	12
	Unlikely (0.1)
	High (1.0)
	0.1; Low
	

	13
	Unlikely(0.1)
	High (1.0)
	0.1; Low
	

	14
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	15
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	16
	Possible (0.25)
	Low-Very High (0.1-1.0)
	0.025-0.25; Low-Medium
	

	17
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	18
	Likely (0.5)
	Medium (0.25)
	0.125; Medium
	

	19
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	20
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	21
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	22
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	23
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	24
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	25
	Unlikely (0.1)
	Medium (0.25)
	0.025; Low
	

	26
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	27
	Likely (0.5)
	High (0.5)
	0.25; Medium
	

	28
	Likely (0.5)
	High (0.5)
	0.25; Medium
	


Table 2: Threat Matrix

Editor’s Note: The above table contains a preliminary threat matrix.
Further work is needed to validate the assignment of threat likelihood probabilities and impact levels to the threats. Even after this validation has been performed, the threat matrix provides indicative results only, and shall not be the only method used to prioritize the threats.
5.2
Specific HNB threats

Editor’s Note: This section analyses the threats caused by introducing HNB to UMTS network. Possible solutions to these threats are listed in chapter 7.1.

5.3
Specific HeNB threats

Editor’s Note: This section analyses the threats caused by introducing HeNB to EPS network. Possible solutions to these threats are listed in chapter 7.2.

6
Security Requirements

Editor’s Note: This chapter shall address the security requirement to H(e)NB.
Editors Note: SA3#51: Some requirements/threats might needs to be merged

Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only strong authentication algorithms shall be used for (Threats 1, 12).

2) Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.  (Threat 1, 5).
Editors Note: It is ffs whether user plane traffic to be integrity protected.

3) H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
Editors Note: Requirements of security domain to be defied later in this TR.

4) The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB (Threats 3, 4, 9, 10).

Editors Note: It is ffs how user gets notified of camping on closed or open type H(e)NB. 

5) H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier (Threat 7).

8) Unprotected sensitive data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

9) It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)
Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. 

.
10) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13). 
11) The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal (Threat 14). 
12) Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

14) Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission (Threat 19). 

15) ACL (Access Control lists) should be created and modified by authorized party only (Threat 20).

16) The operator shall have means to control the CSG configuration (Threat 22).

17) It shall not be possible to override the operator’s policy at a H(e)NB (Threat 23)

18) It shall not be possible to manipulate location information of a H(e)NB (Threat 24).

19) The authentication credential(s) of each H(e)NB shall be unique (Threat 5).

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made.

20) A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network. (Threat 4)

21) Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

22) Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB. (Threat 12)
23) Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7, 21) 

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

24) H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible). (Threat 8)
25) IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB (Threat 18)

26) a. Communication between time server and H(e)NB should be provided adequate protection. (Threat 25)
b. The TrE should be able to verify both freshness and integrity of time information from the network. (Threat 25)
Editors Note: Addition of requirement 26b is FFS. This requirement needs to be revisited once the TrE definition is agreed. 
27) The implementation of a H(e)NB must be robust against Environmental attacks (Threat 26)

28) Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.

29) OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.

30) IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.
31) The H(e)NB GW or other network entity in CN should obtain the related profile information to check whether the H(e)NB can access the network. (Threat 28)
Based on these requirements, the countermeasures can fulfil the requirements can be summarized as follows:
1) Mutual authentication and Security tunnel establishment mechanisms
2) TrE of H(e)NB 
3) Access Control mechanisms
4) Location Locking mechanisms
5) Clock Synchronization Security mechanisms
6) Security mechanisms for OAM
7) Protections mechanisms for Environmental Security of H(e)NB
8) User authentication mechanism
9) HPM authentication (If used)
Table 3 shows matrix of requirements and countermeasures mapping. 
	Security requirement
	Countermeasures
	How to fUlfIlL
	the section be referred

	1. Only strong authentication algorithms shall be used.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication can provide this.

	7.5 Authentication Implementation Options
If the description in the TR is not enough, some text should be added to this section.

	2. Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	3. H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials.
	Countermeasure 2
	Both HPM and TrE are secure domain in H(e)NB. 
	7.2 Secure Storage and Execution

	4. The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section o f chapter 7.

	5. H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication provide this. 

For EAP-AKA, authentication is based on an appropriate AKA credential for H(e)NB and network certificate for the SeGW. For Certificate-based authentication, authentication is based on device certificate for H(e)NB and network certificate for the the SeGW.
	7.5 Authentication Implementation Options

	6. The booting process of the H(e)NB shall be additionally secured by cryptographic means.
	Countermeasure 2
	The boot software can be stored in a TrE in the H(e)NB. 
	7.2 Secure Storage and Execution

	7. Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier.
	Countermeasure 6
	All software updates and configuration changes should be cryptographically signed, and H(e)NB should have means to verify the signature.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	8. Unprotected sensitive data should never leave a secure domain inside H(e)NB.
	Countermeasure 2
	The sensitive data can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	9. It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location.
	Countermeasure 4
	The operator can lock the H(e)NB service to a specific geographical location.
	7.7 Location Locking mechanisms

	10. UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB.
	Countermeasure 8
	UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).
	This countermeasure is as same as the security features defined in the corresponding mobile communication system specifications and out of scope of TR 33.820.



	11. The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB is setup based on IKEv2 mechanisms which support network address and port translation.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	12. Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
Editor’s Note: This may not be a full mitigation depending on the interpretation of the requirement
	7.6.2 Backhaul Traffic Protection for H(e)NB

	13. H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state.
	Countermeasure 1
	H(e)NB can run minimized network services.
	It depends on the configuration of H(e)NB and out of scope of the TR.

	14. Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission.
	Countermeasure 2
	The H(e)NB configuration information can be stored in a TrE in the H(e)NB, the TrE can provide the secure access to configuration of H(e)NB.
	7.2 Secure Storage and Execution

	15. ACL (Access Control lists) should be created and modified by authorized party only.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	16. The operator shall have means to control the CSG configuration.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	17. It shall not be possible to override the operator’s policy at a H(e)NB.
	Countermeasure 2
	The implementation and deployment information can be stored in a TrE in the H(e)NB, the attacker can’t get the information.
	7.2 Secure Storage and Execution

	18. It shall not be possible to manipulate location information of a H(e)NB.
	Countermeasure 2
	The location information can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	19. The authentication credential(s) of each H(e)NB shall be unique.
	Countermeasure 1
	Both AKA credentials and vendor certificates could be used for this and these credentials shall be recognized at the operator’s side. 
	7.5 Authentication Implementation Options

	20. A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network.
	Countermeasure 1
	A specific H(e)NB identity is bound to a specific device authentication credentials. Both certificate-based  device authentication and EAP-AKA-based authentication can 
authenticate the specific H(e)NB identity. 
Editor’s Note: This may not be a full mitigation depending on the interpretation of the requirement
	7.5 Authentication Implementation Options

	21. Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported).
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	22. Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	23. Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password.
	Countermeasure 2
	The radio resource related parameters can be stored in a TrE in the H(e)NB..


	7.2 Secure Storage and Execution

	24. H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible).
	Out of scope
	It depends on the manufacture of H(e)NB, H(e)NB can provide indication of physical tampering. 
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	25. IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB.
	Countermeasure 2
	The IMSI of users can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	26. a. Communication between time server and H(e)NB should be provided adequate protection.
b. The TrE should be able to verify both freshness and integrity of time information from the network.
	Countermeasure 5
	Clock synchronization messages can be protected by IPsec tunnel between the SeGW and the H(e)NB. 

The built-in security protocols of the Clock Synchronization Protocols also can be used to protect the communication between time server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	27. The implementation of a H(e)NB must be robust against Environmental attacks.
	Countermeasure 7
	It depends on the manufacture of H(e)NB, e.g. the protections mechanisms to monitor power supply and temperature can be provided to H(e)NB when H(e)NB is manufactured.
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	28. Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	29. OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	30. IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.
	Countermeasure 3
	This requirement may happen when the pre-rel-8 UEs access to a H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	31. The H(e)NB GW or other network entity in CN should obtain the related profile information to check whether the H(e)NB can access the network. (Threat 28)

	No Countermeasure
	The H(e)NB GW or other network entity in CN obtains the related profile information to check whether the H(e)NB can access the network.
	The countermeasure not described in the TR


Table 3: Requirements and countermeasures mapping

*************************End of Changes***************************************
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