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1. Introduction

In last SA3 meeting, the clock synchronization security mechanisms for H(e)NB have been captured in the current H(e)NB security TR. When the clock synchronization security is performed based on secure backhaul link between H(e)NB and SeGW, two NOTE were added.

In this document, we shall give some analysis for NOTE2 in section 7.11.2. A pCR is attached to revise this NOTE and add a related NOTE3.  
2. Discussion
For NOTE2 in section 7.11.2 of the current TR, we agree that “the time synchronisation (e.g. NTP) traffic will present a minor portion of the regular H(e)NB traffic that the SeGW will have to handle”. In this contribution, we try to identify some problems caused by IPsec protection for time packets. And the corresponding suggestion is also given.
2.1 The problems of NOTE2 in section 7.11.2
If all the time packets be protected by the IPSec, then the following issues should be considered.
Firstly, if all the time packets be tunnelled through the secure backhaul link and be encrypted and decrypted, the performance of the clock synchronization, which is sensitive to delay and jitter to begin with.

Secondly, a SeGW may connect to large number of H(e)NBs simultaneous, maybe up to ten thousand or even more, if the time packets from all the H(e)NBs are converged to the SeGW, the SeGW performance will be negatively impacted by the enormous amount of clock synchronization traffic.
The last and but the most important issue is the bandwidth that the clock traffic takes can NOT be neglected. A concrete analysis of IEEE 1588 for this issue as an example shows below:
· If the time packets be protected by the IPSec, the bandwidth occupied by the time packets is about 85kbps (calculated at ATM layer). If the time packets are protected by the IPSec, the bandwidth occupied by the time packets is about 64kbps (calculated at ATM layer). Table 1 shows the overhead of every layer when IPSec is used. 
	UDP overhead
	8

	IP overhead (IPv4)
	20

	IPSec overhead
	32

	UDP overhead
	8

	IP overhead (IPv4)
	20

	PPP overhead
	7

	MAC (Including VLAN)
	18

	AAL5 (VC multiplexing)
	8

	ATM layer
	5


Table1 the overhead of every layer
If the time packets are protected by the IPSec, the calculation of bandwidth as following:
· The total length of the overhead for all layers is 121bytes except ATM header as shown in the above table;

· The payload of one time packet is 44bytes, so length of the time packet is 165bytes;
· Each ATM frame can carry 48 data bytes, which divided by 165 is 3.4, so one time packet will occupy 4 ATM frames;
· Each ATM frame has 5 bytes header which multiply 4 is 212, so the total bandwidth for one time packet is 212bytes;
· 50 time packets will be sent in one second which multiply 50 is 10600,so the total bandwidth is 10600byte;
· The bandwidth will be 84.8kbps which it is transferred from byte to bit.
If the time packets are not protected by the IPSec, the calculation is similar to the above calculation. So if there is no IPSec then the total length will be 61bytes and the bandwidth will be 63.6kbps 
· Clock synchronization algorithm determines that the time for clock synchronization will be taken at least 30 minutes, and this is an ideal duration in laboratory. It is expected more than two hours for clock synchronization in the actual H(e)NB network. 
If the time packets be protected by the IPSec, then,

· Additional bandwidth (more than 20K) should be occupied for the two hours, and the bandwidth needs be considered.

· Compared with the signal bandwidth of the H(e)NB(less than 1K), this more 20K bandwidth can’t be omitted.

· The number of H(e)NBs is large and the time for clock synchronization is so long, even if the clock synchronization is periodically achieved, the total more bandwidth also should be considered.

Delay in clock synchronization will be less but still significant even if time packets are not protected. 
2.2 Suggestion and Proposal
In sum, if all the clock synchronisation traffic is tunnelled through the IPsec, we can see that:

· the performance of the clock synchronization will be decreased by the delay and jitter, 

· the SeGW will be negatively impacted by the enormous amount of time traffic.,

· the transmission efficiency will be decreased by additional bandwidth caused by IPSec. 

All these aspects should be considered in clock synchronisation. Thus it is proposed to revise NOTE2 in section 7.11.2 of the current TR 33.820, and also to add a new NOTE3 about the need for studies to measures to protect the availability and accuracy of local clocks in the H(e)NB.
3. pCR
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).

************************************ start of change ************************************
7. 
Common Security mechanisms solutions for H(e)NB
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 
…… (SKIPPED)……
7.11
Clock Synchronization Security Mechanisms for H(e)NB
7.11.1
General

The following sections describe the various implementation options that can be used for clock synchronization security mechanism.

7.11.2 Based on Secure Backhaul Link between H(e)NB and SeGW
The clock server should be located behind the SeGW, the communication between the clock server and H(e)NB is protected by the secure backhaul link between H(e)NB and the SeGW. 

NOTE 1: It may be possible to leave some of the clock related signalling messages unprotected. There may be some security risks leaving some of clock synchronization messages unprotected, e.g., DoS attack to core network or H(e)NB. Care should be taken in considering what messages are to be protected or not protected. The detailed messages that are considered will be FFS;
NOTE 2:  It may be possible to protect all the clock related signalling messages. There may be bandwidth, delay or jitter problems if all of the time synchronisation (e.g. IEEE 1588) traffic is protected. This should be taken into consideration in clock synchronisation protection. 
NOTE 3:   If delays for time synchronization become excessively long because bandwidths required to transport secured (or unsecured) time synchronization packets, the need to rely more on internal clock for time-related operations will be greater, since time synchronization may not take place at sufficiently high frequencies. Therefore, SA3 may need to investigate measures to ensure and protect the availability and accuracy of local time-clocks within the H(e)NB. 
Editor’s Note: Provisioning of the clock server name needs to be considered as additional step for the purpose of comparing against different solutions.
************************************ end of change ************************************
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