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At SA3#53, comments made in S3-081460 were incorporated into S3-081283. However, a few changes were inadvertently omitted. This contribution restores those changes.
** start of changes**
7.8.2  
Comparison Security of H(e)NB Location Identification Methods 

H(e)NB location can be provided by different means, by different parties. SA2 discussed in [3] methods to get the location of a H(e)NB. RAN3 gave a discussion in [4] to H(e)NBs on methods of  certifying H(e)NB location

NOTE: The term ‘location certification’ used in [4] should be further understood by SA3 before the same term can be considered for this TR.

There are numerous types of location identification methods for H(e)NB, such as:
1. using the location information on neighbouring cells or UEs to obtain location identification of H(e)NB and 
2. using the location information available locally to the H(e)NB itself. 
Discussion and decision the security principle of H(e)NB location identification methods is needed. 
	Types of location identification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbouring cells  or UEs reports
	The neighbour reporting should be trusted.

The reports should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users who are using H(e)NB 
	A rogue H(e)NB can replay a previously stored data. The end-user should be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be trustworthy and collected in real-time and protected from a replay attack.
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previous data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is possible unless specific countermeasures are in place.


Table 5: Comparison security of H(e)NB Location Identification Methods

** next change**

7.8.5.2
Solution based on H(e)NB Reports of Neighbouring Macro-cells
To be located on the basis of macro cell information, a H(e)NB must be installed in the coverage of a macro cell, have a 3G or 2G receiver, and is able to switch to the receiver working state to scan the neighbouring macro 3G or 2G cells of the H(e)NB.
The location locking mechanism based on macro-cells is similar to the method using IP addresses but the location information is presented in the form of information about macro-cells, such as PLMN ID，LAI or Cell ID .

Step 1 The registration of H(e)NB location information
After an H(e)NB is powered on, it scans the neighbouring macro cells in a receiver mode. Then the H(e)NB sends a H(e)NB Location Registration Request message to the AHR. The message carries the information such as location area and cell ID of the neighbouring macro cells. The AHR registers the cell ID of the neighbouring macro cells as an attribute of H(e)NB profile, and sends a H(e)NB Response message to the H(e)NB. 
Step 2 The authentication of H(e)NB location.

The H(e)NB sends an Access Request message to the AHR. The message carries the information such as location area and cell ID of the neighbouring macro cells. AHR compares the information of neighbouring macro cells with the saved H(e)NB profile to determine whether to allow the H(e)NB to connect to the network through the bound cell or location area. If the information of neighbouring macro cells does not match the H(e)NB profile, the AHR returns a H(e)NB Access Response message to refuse the H(e)NB access and indicates "invalid location" as the cause value. If the information of neighbouring macro cells matches the H(e)NB profile, the AHR returns a H(e)NB Access Response to allow the H(e)NB access. 
The security of this solution can be enhanced if H(e)NBs are required to report not only static information such as the location area and cell ID as described above, but also other information that is both dynamic and difficult for an attacker to generate. One way to generate such information would be for the AHR and macro cells to share a secret key. Macro cells can then use this key to generate and transmit a keyed hash of {cell ID || timestamp}. An H(e)NB claiming to be near some macro cell would then have to provide the AHR with a recent keyed hash from that macro cell, which could then be verified by the AHR.

** next change**

7.8.5.6
Solution based on (A-)GPS in H(e)NB

When the H(e)NB has built in GPS or Assisted-GPS (A-GPS) capability, its location information may be obtained via the (A-)GPS within the H(e)NB and subsequently can be sent from the H(e)NB to CN during access request. GPS may not work very well, however, in some indoor environments. A-GPS will improve indoor performance considerably.
7.8.6
H(e)NB Location Policy Options and Configuration

Which of the above approaches to use depends on a number of factors, such as security level and accuracy level according to operator policy, H(e)NB capability（whether (A-)GPS is installed）, or macro coverage. A policy may be applied to assist in determining the method to be used. It is suggested that the policy is pre-configured in H(e)NB, e.g. by operator configuration data ,and H(e)NB automatically adapt to it.
Using IP address alone may not be secure enough. GPS, and to a lesser extent A-GPS, may not work well in some indoor environments, and both may add cost to the H(e)NB. 

One example of a policy based on the factors above is shown here. Other policies are of course possible. Prioritization and possible exclusion of certain methods may be an extension of the operator policy, not reflected in the example table below.
** end of changes**
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