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1 Introduction
We feel that the issue of interoperability with non IMS-capable UE is not described suitably in the changed text proposed by S3-081336, which says " This lack of interoperability is however no big drawback as it will be straightforward to translate an unprotected ticket setting up SRTP into SDES." The reason is that only a UE implementing the Ticket Based System (TBS) will be able to create or understand the "unprotected tickets". So there will no interoperability with general non IMS-capable UE nor with pre-Rel-8 UEs, which implement only the IETF standard SDES – and that is a "big drawback".

The translation function may be straight forward, but it will not exist in UEs following IETF standards only.
Basically, in scenarios without a Key Management Server (KMS), the unprotected ticket solution does not offer any advantages compared with SDES, but has the drawback of missing interoperability with non IMS-capable UE.
2 Proposal
We propose to change the new text proposed in S3-081336 as follows:
*****  Start of change *****

6.1.5
Variations and enhancements

To limit the load on the KMS the tickets could carry more long term keys which are transformed into session keys by the initiating side. Session key derivation could be simple and only rely on a random value generated by the initiator. The random value is transported together with the ticket to the receiving end to allow the session key to be derived there. The key derivation could take place either in the KMS or be performed by the terminal. If the key derivation is performed by the receiving end terminal, then only one access from the terminating terminal to the KMS is needed. If the key derivation is performed by the KMS, then the key in the ticket would never be directly exposed to a network element or terminal which would improve the security of the ticket key, but of course the terminating terminal would have to call the KMS for every session key it would need. The preferred solution varies depending on the required security level. 

A similar approach can be taken to generate different keys for the different endpoints in a forking scenario. The terminating side modifies the ticket key by performing a key derivation function on the ticket key and some modifying value. To have strong assurance that the generated keys are unique per terminal, the key derivation function should be performed by the KMS. A similar idea is presented in the SDES solution. 

6.1.5.y
Unprotected tickets
.
The ticket based solution described here in clause 6.1 can be designed in such a way that it allows a SDES similar mode, i.e. that keys and other set-up information is carried in plaintext in the ticket. This mode is called the unprotected ticket mode.  It is obvious that the security features offered by the SDES solution, will be carried over. However, interoperation with current or future terminals implementing SDES according to RFC 4568 will not be possible . 
Note that with unprotected tickets, the terminals will have no need for support from the KMS. This means that with unprotected tickets the efficiency of the solution is just as good as that of SDES. 
***  End of change ***






















































