SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security S3#53   
                                          S3-081337
10 – 14 November 2008, Kyoto, Japan                                                                                   

Source:
Ericsson
Title:
KMS statefulness and latency issues in Ticket Based System
Document for:
Discussion and decision
Agenda Item:
IMS media Security; TR 33.828
Work Item / Release:
Rel-8
1
Introduction
This contribution discusses how the statefulness of the KMS in a Ticket Based System can be minimized and proposes some updates to TR33.828.
2
Discussion
To make the KMS as simple and efficient as possible it is essential to keep the state it has to keep per user as small as possible. In the current description UE's connect to the KMS over TLS and it can be noted that establishing a TLS session will require an exchange of messages between the UE and the KMS and thus introduce some latency. This is true also if a resume of an existing TLS session is performed instead of establishing a fresh session. Note also that to be able to perform a resume on an existing session, the KMS has to keep state. Thus it is seems more efficient to use a stateless and message based security solution for request and delivery of keys and tickets. Such a solution could e.g. rely on an extended version of MIKEY. 
Another design choice is if the ticket should be a reference to keying information kept in the KMS or if the ticket should carry all information. The first case will incur that the KMS has to store keying information for the lifetime of any keys and would thus need to store and handle much information. The latter case when the tickets carry all information relieves the KMS from storing any key related information and will thus allow a much smaller and simpler implementation of the KMS.
As the statefulness of the KMS can be limited by a correct choice of the protocol used between terminals and the KMS, the KMS could in principle be designed not to have to store any other per user SA information than a terminal user identity and the corresponding key. Note also that the interaction between the terminal and the KMS always is terminal initiated which allows a standard client server design. Furthermore, it can be noted that due to the way keys are generated and retrieved and the possibility to include indications of intended use in the tickets, there is no need for a general replay protection mechanism.

3 
Proposal

To clarify the issues discussed above it is proposed that the pCR in the attached document is accepted for inclusion in the TR.
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