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*********************************Start of 1st Change*********************

7.2
Secure Storage and Execution

7.2.1 
Hosting Party Module

Editor’s Note: Other HPM implementations, e.g. with binding of HPM to the device, are FFS and may be added later. 

The (optional) Hosting Party authentication is based on a Hosting Party Module. The Hosting Party Module (HPM) is a physical entity distinct from the H(e)NB physical equipment, dedicated to the identification and authentication of the Hosting Party towards the MNO. Since HPM contains the credentials used to authenticate the Hosting Party, it shall be a tamper resistant environment. The HPM is bound to the Hosting Party and provided by the MNO to the Hosting Party. HPM is removable from the H(e)NB and, in particular, it should be possible for a Hosting Party to change the H(e)NB device by inserting the HPM in the new H(e)NB. 

Note: MNO can prevent unauthorized change of H(e)NB based on the (mandatory) Device Authentication

Note: HPM allows an optional customization of the H(e)NB based on Hosting Party identity, without impacts on the manufacturers.

Editor’s Note: Clarity about the physical entity need to be added later

7.2.2 
Trusted Environment 

Editor’s Note: A Definition of TrE is expected to be provided in this Section. 
*********************************Start of 2nd Change*********************

7.5 
Authentication Implementation Options

The following described the various implementation options that can be used for authentication options.  Some generic mechanisms maybe considered as option for either device authentication or host party authentication, such as the option described below. 

7.5.1 
Generic Authentication

This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.
Editor’s Note: It is ffs if a position how to implement the storage of the credentials in the device is needed here.

7.5.1.1 EAP-AKA-based Client authentication

This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).
The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SGW and the H(e)NB. The SGW is authenticated by the H(e)NB with the SGW certificate during the IKEv2 protocol run. Afterwards the SGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.

Note: For this authentication concept it is possible that the appropriate AKA credentials could be stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.3).
Editor’s Note: It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated.

7.5.1.1.1 Assumptions at H(e)NB

Appropriate AKA credentials must be provided to the H(e)NB.

If EAP-AKA is used for device authentication, then the related credential has to be provided to the Trusted Environment (TrE) of the H(e)NB. If used for this purpose, to allow mutual authentication as required for device authentication, either the inherent properties of AKA to also authenticate the home network may be used, or for the authentication of the SGW, the root certificate of the operator shall be installed at the H(e)NB.
If EAP-AKA is used for authentication of the hosting party, the related credential may be stored on a Host Party Module (HPM), or some other credential appropriate for EAP-AKA authentication and stored in a TrE. For the removable case the requirement for device integrity check needs additional considerations (cf. 7.3).
7.5.1.1.2 Assumptions for storage of AKA credential

For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment called Trusted Environment (TrE). A definition of Trusted Environment is given in Section 7.2.2. 

For the hosting party authentication, the appropriate AKA credential is  stored and the related application executed in a secure environment called hosting party module (HPM). A definition of Hosting Party Module is given in Section 7.2.1.

*********************************End of Changes **********************
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