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2) Even if the UE verified that UE security capabilities has been tampered by an attacker, it may indicate this to the MME in other ways, e.g. by re-sending Attach/TAU request, or some other methods.
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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 

Access Security Management Entity: entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME.

Authentication data:  Security context and/or authentication vectors.

Cached EPS security context: A security context shared between a user and a serving network domain which was not deleted in EPS although the most recent registration is not in EPS.

Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)

Current security context : The security context which has been taken into use by the network most recently.

EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: A state that is established between a user and a serving network domain as a result of the execution of EPS AKA. At both ends "EPS security context data" is stored, that consists at least of the KASME , the key set identifier KSIASME and the NAS uplink and downlink COUNTs. After successful NAS SMC-execution also selected NAS algorithms are stored and the UE security capabilities.

Legacy security context: A security context which has been established according to TS 33.102 [4].

Mapped EPS security context: A security context that has been converted from a security context received from a system differently from EPS.

Re-derivation of NAS keys: derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter)

Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter

Re-keying of KeNB: derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place)

Re-keying of NAS keys: derivation of new NAS keys from a new KASME

UE Security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. This includes capabilities for E-UTRAN, and includes capabilities for UTRAN and GERAN if these access types are supported by the UE.
*** END CHANGE ***

*** BEGIN CHANGE ***

7.2.1
E-UTRAN key setting during AKA

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. GUTI or IMSI) is known by the MME. Key KASME is stored in the MME and key KeNB is derived using the KDF as specified in Annex A from the key KASME and transferred to the UE's serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB using the KDF as specified in Annex A when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in the MME, the eNB and the ME as part of the security mode set-up procedures (see subclause 7.2.4).

*** END CHANGE ***

*** BEGIN CHANGE ***

7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

· KDF (key derivation function for the EPS key hierarchy)

Editor's note: The following issues must be studied w.r.t. KDF negoatiation:

Which ones of the following KDFs should be negotiable (if any):

HSS-KDF, MME-KDF, eNB-KDF

If an eNB-KDF is negotiated, how are the handover cases solved when two different eNBs uses different eNB-KDFs.

If it can be shown that KDF negotiation can be introduced in Rel-9 and there is not time to introduce it in Rel-8, then it may be introduced in Rel-9 instead (then it would be removed from Rel-8), 

b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the configured allowed list of security capabilities of the currently serving network entity

c) 
d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

*** END CHANGE ***

*** BEGIN CHANGE ***

7.2.4.2.2
X2-handover

At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE security capabilities in the handover request message. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command. In the path-switch message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

7.2.4.2.3
S1-handover

At handover from a source eNB to a target eNB over S1 (possibly including an MME change), the source eNB shall forward the UE security capabilities to the target eNB in the transparent container which is sent in the handover required and handover request S1-AP messages. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command.  In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

*** END CHANGE ***

*** BEGIN CHANGE ***

7.2.4.3.1
Initial NAS security context establishment

When the NAS security context is established, e.g., by a TAU Accept, Attach Accept or by NAS SMC message, the MME shall choose one NAS ciphering algorithm, one NAS integrity protection algorithm,  and indicate them in the corresponding integrity protected message to UE and shall also include the UE security capabilities into that message. The UE verifies that the message from the MME contains the correct UE security capabilities. If so, the, UE shall reply with an integrity protected SMC Complete message, protected by the integrity algorithm selected by the MME. This enables detection of attacks where an attacker has modified the UE security capabilities in the initial NAS message. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.


*** END CHANGE ***

*** BEGIN CHANGE ***

7.2.4.3.2
MME change

In case there is a change of MMEs, the target MME shall indicate in a Security Mode Command message which integrity and ciphering algorithm is selected for NAS protection from now on in case they are different from the previously selected algorithms for NAS., The UE verifies that the message from the MME contains the correct UE security capabilities. If so, the UE shall reply with an integrity protected SMC Complete message. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.
NOTE: After an S1-handover with MME change a TAU procedure is executed. The same is true for an inter-RAT handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of MMEs.
*** NEXT CHANGE ***

7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to ciphering as well as integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.2.4.4-1. 

UE verifies the integrity of the NAS security mode command message. If successfully verified, UE starts NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithms indicated in the NAS security mode command message and NAS keys based on KASME indicated by the KSIASME in the NAS security mode command message. 

NAS uplink and downlink ciphering at the MME starts after sending the NAS security mode command message. NAS uplink and downlink ciphering at the UE starts after receiving the NAS security mode command message. The NAS security mode complete message includes IMEI in case MME requested it in the NAS SMC Command message.

If any verification of the NAS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send NAS security mode complete message.

Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).
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Figure 7.2.4.4-1: NAS security mode command procedure

*** NEXT CHANGE ***

9.1.2
From UTRAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Appendix A.

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor's NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE's EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate them to the UE by e.g. with NAS SMC or in the TAU procedure.

Cached context

UE uses the E-UTRAN cached security context if available in the UE to protect the TAU Request and includes the corresponding temporary identity and KSIASME value. UE uses the cached security context algorithms to protect the TAU Request message. UE shall also include KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there. This allows the network to choose the mapped security context if cached security context is not available in the network. UE shall include 32bit NONCEUE into the TAU Request message independent of whether a cached context is available or not.

In case MME has the cached security context it verifies the TAU Request message and replies with TAU Accept message protected with the cached security context. In case the TAU Request had the active flag set or there is pending downlink UP data, the NAS uplink COUNT from the TAU Request is used to derive the KeNB as specified in Annex A.  MME delivers the KeNB to the target eNB on the S1 interface. 

If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected message, which shall also include the UE security capabilities. The algorithm identifiers shall not be ciphered. UE shall reply with integrity protected message based on the new selected algorithms.

Mapped context

If no cached context is available in the UE the UE shall send the TAU request unprotected. UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there 

In case MME does not have the cached context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME and use the received NONCEUE with the NONCEMME to generate a fresh mapped K’ASME from CK and IK identified by the KSISGSN in the TAU Request. See Appendix A for more information on how to derive the fresh K’ASME. 

The selected algorithms and keys with the KSISGSN shall be indicated to the UE in an integrity protected message, which shall also include the UE security capabilities and both the nonces. The algorithm identifiers shall not be ciphered. UE shall reply with integrity protected message based on the selected algorithms and fresh K’ASME so that the MME can be sure that they were not modified in the TAU Request message by an outsider.

TAU Accept shall be protected using the NAS keys based on the fresh K’ASME.
*** END CHANGES ***
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