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Abstract of the contribution:
At the SA3 ad-hoc meeting held in Sophia in September 2008, we presented S3-080969 that provided texts for Section 7.7 regarding comparison of different methods that can be used to obtain and use location certification methods. The document was reviewed. Based on the comments we received from InterDigital and other companies, we made several modifications and resubmitted at SA3#53.
This contribution propose some content for section  “7.7 Comparison security of H(e)NB Location Certification Methods” of H(e)NB security TR, namely some location locking mechanism.

1 Introduction

As agreed in H(e)NB security TR, H(e)NB location can be provided by different means, by different parties. 
A single means can not satisfy all requirements. We provide analysis on different conditions and introduce a number of methods to perform the location certification.
2 Proposed pseudo CR: 
***********start of changes*******************************************************
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3.1
Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
…… (SKIPPED)……

Access point Home Register：A database that holds subscription records and relevant service attributes of the H(e)NB. 
3.3
Abbreviations

AHR
Access point Home Register
7.6 
Location Locking mechanisms
7.6.1  
Overview of Location Locking 

Several threats identified in this document are related to operating the H(e)NB in inappropriate locations. In order to counter these threats, three steps can distinguished: 

1. Identification of the H(e)NB location

2. Authentication (verification) of the location information

3. Authorisation of H(e)NB operation
7.6.2  
Comparison security of H(e)NB Location Identification Methods 
H(e)NB location can be provided by different means, by different parties. SA2 discussed in 错误！未找到引用源。 methods to get the location of a H(e)NB. RAN3 gave a discussion in [4] on methods of certifying H(e)NBs location .

certification. 
Note: The term ‘location certification’ used in [4] should be further understood by SA3 before the same term can be considered for this TR. 

This contribution give two types of location identification method for H(e)NB: 
1. using the location information on neighbouring cells to obtain location identification of H(e)NB ,and
2. using the location information by the H(e)NB itself. 
Discussion and decision the security principle of H(e)NB location identification methods is needed. 
	Types of location identification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbour cells reports
	The neighbour cells report should be trusted.

The report should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users who are using H(e)NB 
	A rogue H(e)NB can replay a previously stored data. The end-user shall be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be trustworthy, collected in Real-time and protected from a reply attack..
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previously stored data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is possible unless specific countermeasures are in place.


 Table 4 Comparison Security of H(e)NB Location identification Methods
A H(e)NB can be located by using:
· Fixed access line location

· Information on macro cells, including macro 3G and 2G cells
· GPS in the H(e)NB
Location information should be stored securely. Further, the various location functions of the H(e)NB should be carried out within the TrE and if the H(e)NB receives location information of messages from a macro cell, UEs, SeGW or Access point Home Register (AHR), or transmits then such information should be handled securely within the TrE and protected while in transit or storage.
7.6.3   Solution based on IP Address 

A H(e)NB is normally connected to the IP network via some access device (e.g. DSL modem, cable modem, home router, etc.) and has an IP address assigned by broadband access provider. By binding the physical ports of the broadband access network with the geographical information, the operator can locate the H(e)NB.
The assigned IP address, user identification and location information related to IP address are stored in the network database. According to the IP address sent by H(e)NB, the mobile core network can query the network database to obtain the port number(s) bound with the IP address, and/or the address information (even the longitude and latitude values).
The IP network should provide interface for the H(e)NB operator. Through the interface, the mobile core network is able to query the geographic location information based on the IP address,.

The NASS( Network Attachment Subsystem) standard in TISPAN [5]has defined the interface. The above network-based database can be the CLF (connectivity Session Location and Repository Function) element .CLF registers the following information provided by NACF(network access configuration function ), and make them relevant: the IP address located to the fixed access point, the network location information, and geography location information. CLF provides e2 interface for service layer entity. The reference document [6] gives e2 interface specification based on Diameter protocol.

The entity used to query CLF can be the home register of H(e)NB. We name it AHR in order to distinguish with the UE home register HLR..
Note: An IP-address based only method is not reliable regarding the location since the H(e)NB could be connected to the Local Area Network of the hosting party through a Virtual Private Network. Barring development of a hitherto unknown method of detecting such tunneling within the LAN the IP-addressed based method should not be used stand alone but should be combined with at least one of the other methods to a reliable solution.


[image: image1]
Figure H(e)NB System Architecture 
The location locking mechanism consists of two steps:
1,The registration of H(e)NB location information ;

2,The authentication of H(e)NB location.

Step1 is a Location Registration step, and only occurs when H(e)NB powers on for the first time and connects to core network through IP backhaul. 
Step 1 consists of the following sub-steps: :
1a, H(e)NB sends a request message to AHR, carrying its IP address in this message.
1b, AHR sends a location information query message to the CLF, carrying the received IP address. 
1c, Based on the IP address, the CLF queries its database to obtain the access line location identifier of the H(e)NB, which is used to identify the access line location of the H(e)NB ,such as the port numbers bound with the IP addresses,
1d, AHR determines the location of the H(e)NB based on the obtained identifier. AHR registers the location of this H(e)NB.

1e, AHR replies response message to H(e)NB.
After step1, AHR can store access line location identifier as an attribute of H(e)NB profile, treating it as a criterion to judge the location with.
Step2 is Location Authentication step. This step occurs every time when H(e)NB requests to access network. Therefore, there is no need for registration, unlike in Step 1 above. Step 2 consists of the following sub-steps:  
2a, H(e)NB sends access request message to AHR, carrying its IP address in this message.
2b, According to the new IP address, AHR queries the CLF again to obtain the access line location identifier.

2c, AHR authenticates whether the access line location identifier stored in AHR corresponds to the location identifier it newly retrieves from CLF based on IP address obtained from the H(e)NB. If it is the same, it can be ascertained that the H(e)NB location is not changed.
2d, AHR replies to H(e)NB the location authentication result in a response message, 

H(e)NB’s location can be authenticated using the above Step 2. However，proxy attacks may be possible: a proxy server may take on the same IP address as a legitimately registered H(e)NB when the H (e)NB is relocated to another area. Such a proxy server then may be able to disguise as the legitimate H(e)NB, as far as location is concerned. 

7.6.4   Solution based on Neighbouring Macro-cells
To be located on the basis of macro cell information, a H(e)NB must be installed in the coverage of a macro cell, have a 3G or 2G receiver, and is able to switch to the receiver working state to scan the neighbouring macro 3G or 2G cells of the H(e)NB.
The location locking mechanism based on macro-cells is similar to the method using IP addresses but the location information is presented in the form of information about macro-cells, such as PLMN ID，LAI or Cell ID .

Step 1 The registration of H(e)NB location information
After an H(e)NB is powered on, it scans the neighbouring macro cells in a receiver mode. Then the H(e)NB sends a H(e)NB Location Registration Request message to the AHR. The message carries the information such as location area and cell ID of the neighbouring macro cells. The AHR registers the cell ID of the neighbouring macro cells as an attribute of H(e)NB profile, and sends a H(e)NB Response message to the H(e)NB. 
Step 2 The authentication of H(e)NB location.

The H(e)NB sends an Access Request message to the AHR. The message carries the information such as location area and cell ID of the neighbouring macro cells. AHR compares the information of neighbouring macro cells with the saved H(e)NB profile to determine whether to allow the H(e)NB to connect to the network through the bound cell or location area. If the information of neighbouring macro cells does not match the H(e)NB profile, the AHR returns a H(e)NB Access Response message to refuse the H(e)NB access and indicates "invalid location" as the cause value. If the information of neighbouring macro cells matches the H(e)NB profile, the AHR returns a H(e)NB Access Response to allow the H(e)NB access. 
7.6.5   Solution based on IP Address and Neighbouring Macro-cells
A macro cell has a large coverage area and therefore, simply using the cell information may not meet accuracy requirements for certain use cases. Using a combination of the IP address and the macro cell information could improve the accuracy. 
 The process is described as following: 

Step 1 The registration of H(e)NB location information.
1a, H(e)NB sends the request message to AHR, carrying its IP address and neighbouring cell ID in this message. 
1b, AHR sends a Location Information Query message to CLF, carrying the received IP address. Based on the IP address, AHR queries the CLF in order to obtain the access line location identifier bound with the H(e)NB IP address.
1d, According to the access line location identifier and neighbouring macro cell ID, AHR determines the home area of the H(e)NB. AHR stores the access line location identifier of this H(e)NB together with the received cell ID as attributes of the H(e)NB.

Step 2 The authentication of H(e)NB location.

2a, AHR receives the Access request message from H(e)NB, which carries its IP address and the cell ID of the surrounding macro cell. 

2b, According to the new IP address, AHR queries CLF again to obtain the access line location identifier, which is used to identify the access line location of the H(e)NB.
2c, AHR judges whether the new obtained access line location identifier is the same with the stored one, and additionally whether the received cell ID is the same with the stored ones. If they are both the same, it can be ascertained that the H(e)NB location is not changed.
2e, AHR replies to H(e)NB the location authentication result in the access response message.

Note that under this proposed scheme, even if H(e)NB moves to another unregistered address, H(e)NB may still be located within the same macro cell. This arrangement may improve the security of the location authentication scheme.  
7.7.6   Solution based on UE information

If H(e)NB is working under open mode, it can detect the UE nearby. The UE position may represent the H(e)NB location. Thus the H(e)NB location can be verified if only one of surrounding UE is equipped with GPS. AHR stores the range of valid location area. UE signs its location information and sends the signed information to H(e)NB. The H(e)NB signs the received information with its identity. Then H(e)NB sends the signed information to CN to validate if the location is the legal scope.. 
7.7.7   Solution based on GPS in H(e)NB

When H(e)NB has built in GPS capability, its location information may be obtained via the GPS within the H(e)NB and subsequently can be sent from the H(e)NB to CN during access request. GPS may not work very well, however, in some indoor environments.

7.7.8   H(e)NB Location Policy Options and Configuration

Which of the above approaches to use depends on a number of factors, such as security level and accuracy level the operator demands, H(e)NB capability, existing macro coverage. A policy may be applied to assist in determining the method to be used. It is suggested that the policy is pre-configured in H(e)NB, and H(e)NB automatically adapt to it.
Using IP address alone may not be secure enough. GPS may not work well in some indoor environments, and also may add cost to the H(e)NB. 

Considering the feasibility and secure requirement, a location locking mechanism based on IP address and neighbouring macro-cells may be considered as a preferred solution. So, this method may be ranked first on the policy list. If there is no macro cell coverage, other methods can be used according to the order of preference in the policy. Since GPS adds to the cost and not all H(e)NBs may have GPS installed within them, GPS-based location methods may best be placed lower in the preference order. For example:
	Scene
	Policy

	No macro cell exist, and no GPS installed 
	H(e)NB cannot register reliable location

	Macro cell exists and system has high security requirement  
	IP address + Macro cell 

	Macro cell exits and system has low accuracy requirement
	Macro cell

	GPS installed in H(e)NB 
	GPS information+ IP address

	GPS installed in H(e)NB and Macro cell exists 
	GPS information + IP address + Macro cell

	H(e)NB works under open mode and one of surrounding UE is equipped with GPS
	UE information


***********end of changes*******************************************************
3 proposal
It is proposed that SA3 agrees to include this pCR in H(e)NB security TR.
UE





SeGW





AAA


Proxy





/





Server





AHR





Iu-H 





Wm





D’





/





Gr’





HNB Mgmt 





System





TR





-





069





CN





HNB





Home Node





B





HNB GW





Home Node





B Gateway





SeGW





Security Gateway





CPE





Customer Premise Equipment





HNB





Uu





CPE





HNB GW 





AHR





Home register  of H(e)NB





RNS





CLF





e2








3GPP

SA WG3 TD


