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Abstract of the contribution:
Location information is considered as security-sensitive information. Further, functions within the H(e)NB that handle such information for location updates should be considered security-sensitive functions. Since TrE is the entity within the H(e)NB that provides a secure execution and storage environment, the security of location information and functions should be assured by the TrE. 

This contribution reflects these considerations in the context of the existing section 7.6 on location certification. Furthermore, section 7.6 is further structured in order to clearly indicate the different steps required for the mechanisms. Additionally, the term ‘location certification’ is proposed to be replaced by ‘location identification’, since, as was discussed in the H(e)NB telco on Oct 22nd, the meaning of the term ‘certification’ was not clear at this time. 
**start of changes**
7.6 
Location Locking mechanisms

7.6.1  
Overview of Location Locking 

Several threats identified in this document are related to operating the H(e)NB in inappropriate locations. In order to counter these threats, three steps can distinguished: 
1. Identification of the H(e)NB location

2. Authentication (verification) of the location information

3. Authorisation of H(e)NB operation
7.6.2  
Comparison security of H(e)NB Location Identification Methods 

H(e)NB location can be provided by different means, by different parties. SA2 discussed in [3] methods to get the location of a H(e)NB. RAN3 gave a discussion in [4] on methods of certifying H(e)NBs location. 
Note: The term ‘location certification’ used in [4] should be further understood by SA3 before the same term can be considered for this TR. 
This contribution give two types of location identification methods for H(e)NB: 
1. using the location information on neighbouring cells to obtain location identification of H(e)NB, and 
2. using the location information obtained by the H(e)NB itself. 
Discussion and decision the security principle of H(e)NB location identification methods is needed. 
	Types of location identification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbouring cells reporting
	The neighbouring cells reporting should be trusted.

The report should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users which using H(e)NB 
	A rogue H(e)NB can replay a previous data. The end-user shall be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be sincerity, Real-time and cannot replay.
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previous data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is here also possible unless specific countermeasures are in place.


Table 4 Comparison security of H(e)NB Location Identification Methods
7.6.3  
Location Authentication
Analysis of location identification methods above showed several possible attacks that may cause a false location to be reported. Location Authentication intends to prohibit such attacks or to make them adequately difficult to succeed. In addition to protecting a single location identification methods, a combination of two or more methods may also be used to verify the reported location information.
The functions of the H(e)NB to obtain location information and use it for location certification or location updates with the network fall into the category of security-sensitive functions and have to be protected from malicious manipulation. Therefore, location certification information itself should be protected when it is measured and stored. Since the TrE provides a secure execution and storage environment within the H(e)NB, such protection should be provided by the TrE for these functions and information. The TrE should 

· Check the integrity of the location functions during a boot process, 
· Check the integrity of location information obtained in the Identification step,
· Check the integrity of functions performing transport-layer protection of location information while it is in transit from or to the network, and 
· Protect location information if such information needs to be stored within the H(e)NB temporarily for reasons of processing or auditing. 
However, the location functions themselves do not necessarily have to be carried out within the TrE itself. 
7.6.4  
Location Authorisation
Authorisation of H(e)NB operation in the identified and authenticated location is an operator decision. 
**end of changes**
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