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InterDigital would like to provide some comments and suggested modified texts for the pCR S3-081301.

We will first propose comments for the Introduction part of the S3-081301. We will turn off Word change mark for the non-pCR part of the text from S3-081301 and turn it on for our comments. 

We will then propose suggested text changes in the pCR part of the document S3-081301. Again, we will turn off word change mark for the pCR part from S3-081301 and turn it on for our proposed changes. 

1.  Comments for the non-PCR part
1  Abstract
TISPAN TR 187 009 is a study on unsolicited communication and related requirements. During SA3#52 it was agreed that for PUCI, SA3 would study the validity of TISPAN requirements as potential candidate requirements. This document presents a study trying to identify the 3GPP requirements for PUCI and how they are mapping against the TISPAN requirements
. 
As such unsolicited communication will be the same for any network and thus the requirements to solve the issue will also be the same. In this document we present a few threat scenarios from which unsolicited communication requirements are deduced. We conclude that the identified 3GPP PUCI requirements are similar to the TISPAN specific requirements in TR 187 009. 

It is also proposed that the study presented in this document is added bvto the PUCI TR, a pCR is presented at the end of the document.
1 Introduction

Unsolicited communication (or spam/SPIT/SPIM) is a threat that is not unique to a given network and will be the same for IMS as for any other network. The objective of PUCI is to develop solutions that will counter unsolicited communication within the IMS network. Looking at the Figure 1 that is a generalized IMS we can see that UC can be generated by any or all elements in the figure. The technical means to counter UC attack is to identify it, mark it and react on it.

Identification of a UC can be done by the user or it can be done automatically. Both solutions should be available in the UC, i.e. provisions for automatic identification of a UC and also means for a user to inform a UC. The user should be able to request blocking of certain caller IDs or take other actions based on the calls. Similarly the network should be in position of indicating the user whether a given call is UC or not. All these information exchange require interface definition in IMS.
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Figure 1 Generic IMS architecture.


We start this document with requirements from TISPAN TR 187 009 as a reminder to everyone and as a reference for following sections. After that we present different UC scenarios from which we derive the associated requirements showing their relation with the requirements with that of TISPAN and finally conclude the document with requirements modified for IMS.
2 TISPAN UC Requirements

To start the discussion we present the requirements from TISPAN in this section which will be referred to throughout the document.

R-UC-1: 
The NGN shall provide a means for NGN-users to report calls as UC

R-UC-2: 
Reports of UC made by NGN-users shall be auditable by the NGN.

R-UC-3:
The NGN should provide the ability for an affected user to request the rating of an UC call 

R-UC-4:
The NGN should provide the ability for an affected user to challenge the ratings made by the UC detection system. 
R-UC-5:
The NGN should provide the ability to the affected CSP to extract from the call signalling sufficient information to provide a UC rating for the call

R-UC-6:
The NGN should provide a mechanism to convey the UC rating in the call signalling

R-UC-7:
The NGN should provide a mechanism to allow variation in the call handling for calls with particular UC ratings
3 UC Scenarios and Requirements
In this section a few example scenarios of unsolicited communication are given and security requirements are deduced from those. The scenarios are categorized as:

1 Bulk UC: normal UC that is send to a large number of people
2 Explicit UC:

(a) Normal UC: normal unsolicited call targeted at a individua

(b) Malicious UC: calls that are originally malicious in nature

3.1 Bulk UC

Here we look at two scenarios with compromised IMS network and/or client entities causing bulk unsolicited communication. This could be used for advertisement purposes (SPIT) or to trick the end user to unveil personalized data (vishing – voice phishing) 
or simply to annoy users.
1 IMS network element, e.g. Application server, is compromised
An IMS network entity gets hijacked by an attacker which installs a software/Trojan that is able to initiate bulk unsolicited communication. This hijacked entity now places random calls to users of the network to distribute, for example, pre-recorded message. 
Although the network should have means to identify such hijack there should also be means to monitor the behaviour in the network and for users to report such activities. Looking at such attack, following should be done:

a The operator should be in position of monitoring and logging such behaviour. This matches with TISPAN requirement R-UC-5. For IMS the requirement can be expressed as: The IMS should provide the ability to the operator to extract information from the signalling 
to provide an indication whether the communication is unsolicited. This also means that a given network should be able to identify a UC and mark it based on some processing.

b The user should be able to report about UC to the operator so as to avoid further occurrences; this is the same as R-UC-1. Expressed in IMS terms it could be stated as: The IMS shall provide a means for IMS-users to report communication as a UC.
c The operator should be in position to capture auditable log the request from the user so as to avoid any future legal issues. This requirement is same as R-UC-2 and can be expressed as: Reports of UC made by IMS-users shall be auditable by the IMS.
2 Botnets using user equipment
 
Botnets are created by hijacked user equipments with valid identities. These equipments can participate in generating bulk UC by a hijacker. This can happen to any user equipment be it part of 3GPP IMS or not. The solution for this issue is similar to that discussed in 1 and thus same requirements apply here (R-UC-1 / -2/ -5). This issue also implies that the operator should be in position to extract UC information from user equipments 
within its network.

This scenario can be further extended. Now that the infected user equipment is labeled as someone causing UC there should be means for the user to get out of the list of UC attacker be it an individual (user) list or a global list. This brings us to the following:
a A given user should have possibility to request the operator for the reason why he/she is considered as a UC attacker ( R-UC-4?)

b The user should also have the possibility to challenge the decision of being listed as a UC attacker and so should the operator have means to defend itself (R-UC-4)

Further it is possible that the operator is able to identify that the communication is UC, in such case the operator should be able to signal UC information to the user; this is part of R-UC-6. Such information might also flow through intermediary networks. The intermediary network should pass the PUCI information and not strip it off the packet. This leads us to R-UC-6. This requirement is also valid for the case where the regulatory body requires
In addition the user might not always want to block calls but might want specific actions to be taken, this could be for example for calls coming from a friend’s terminal. In such case the user might not want the calls to be blocked but might want to be able to check it before responding by sending the call to a voice mail service. These two issues bring us to requirements R-UC-6 and R-UC-7.
3.2 Explicit UC
Explicit UC arise when the UC is focused to one user. We subdivide this as malicious and normal UC.
3.2.1 Malicious
In this case the example is an attacker who calls a given number and disconnects after one-ring. The attacker expects that the called party will be curious enough to call back. The number used by the attacker is a premium number. Thus the attacked user looses a lot of money if he/she calls back. This kind of attack is common in mobile communications systems and thus is valid for 3GPP IMS. This leads to:

1 Users affected by such attack and who want to avoid further occurrences need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
2 Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

3 It should be possible for the operator to indicate that a given call is a UC (R-UC-5).

3.2.2 Normal
Here we look at two cases, one being a telemarketer who does telephone number scanning and then makes calls at the numbers where people are at home and the other is normal calls from people that a callee would not like to receive, e.g. a stalker.
1 Tele-marketer

These are people who make targeted calls to sell products and is the same for any communications network be it 3GPP IMS based. The user can call the network operator to inform that the call was UC but PUCI could also provide automatic means to do the same. Thus we are looking at:

a Users who want to avoid future occurrences of the UC need a way to indicate to the operator that the unsolicited communication gets blocked in future (R-UC-1). 
b Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 
c Means should be there for the operator to notify the user of a UC if the operator is not allowed to block the call (R-UC-6).
2 Other, e.g. stalker
Here we take an example of a user who does not want to receive calls from a given person, e.g. a stalker. Such cases apply to 3GPP IMS and otherwise. In this case the following should be possible:

a Users need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
b Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

c Some means should be there for the operator to notify the user of a UC (R-UC-6).

d It should also be possible that callers are handled differently, e.g. a given call is forwarded to the investigator and the other one is sent tot the answering machine. This leads to R-UC-7.

4 Conclusion
In this document we have shown that the TISPAN requirements are also valid for unsolicited communication over IMS. The requirements can be expressed in IMS terms as follows:
3GR-UC-1: 
The IMS shall provide a means for IMS-users to report communication as a UC.

3GR-UC-2: 
Reports of UC made by IMS-users shall be auditable by the IMS.

3GR-UC-3: 
The IMS should provide the ability for an affected user to request the justification why the communication was identified as UC.

3GR-UC-4: 
The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
3GR-UC-5:
The IMS should provide the ability to the operator to extract information from the signalling to provide an indication whether the communication is unsolicited
.

3GR-UC-6:
The IMS should provide a mechanism to convey the UC indication in the signalling. The indication should be passed on and not stripped off by intermediary network entities.

3GR-UC-7:
The IMS should provide a mechanism to allow variation in communication handling based on UC indication
.
2.  Proposed changes for the pCR part

*** Start of Change ***

5.
PUCI Risk Analysis
5.1
UC Scenarios: Mapping TISPAN Requirements to 3GPP
In this section we present a study on TISPAN requirements and its validity for 3GPP based on a few scenarios. To start the discussion we present the requirements from TISPAN below. These requirements are referred to in the following sub-sections. These requirements are then presented as 3GPP requirements in Chapter 6. It is noted here, however, that TISPAN requirements should be considered as providing a ‘basis’ of requirements but not an already completed requirement set. Any new requirements are of course FFS for the TR. 
TISPAN UC requirements [Ref. TISPAN TR]:

R-UC-1: 
The NGN shall provide a means for NGN-users to report calls as UC

R-UC-2: 
Reports of UC made by NGN-users shall be auditable by the NGN.

R-UC-3:
The NGN should provide the ability for an affected user to request the rating of an UC call 

R-UC-4:
The NGN should provide the ability for an affected user to challenge the ratings made by the UC detection system. 
R-UC-5:
The NGN should provide the ability to the affected CSP to extract from the call signalling sufficient information to provide a UC rating for the call

R-UC-6:
The NGN should provide a mechanism to convey the UC rating in the call signalling

R-UC-7:
The NGN should provide a mechanism to allow variation in the call handling for calls with particular UC ratings
The scenarios are categorized as:

1 Bulk UC: normal UC that is send to a large number of people
2 Explicit UC:

(a) Normal UC: normal unsolicited call targeted at a individual

(b) Malicious UC: calls that are originally malicious in nature

5.1.1Bulk UC

Here we look at two scenarios with compromised IMS network and/or client entities causing bulk unsolicited communication. This could be used for advertisement purposes (SPIT).  s.
1 IMS network element, e.g. Application server, is compromised
An IMS network entity gets hijacked by an attacker which installs a software/Trojan that is able to initiate bulk unsolicited communication. This hijacked entity now places random calls to users of the network to distribute, for example, pre-recorded message. 
Although the network should have means to identify such hijack there should also be means to monitor the behaviour in the network and for users to report such activities. Looking at such attack, following should be done:

a The operator should be in position of monitoring and logging such behaviour. This matches with TISPAN requirement R-UC-5. For IMS the requirement can be expressed as: The IMS should provide the ability to the operator to extract information to provide an indication whether the communication is unsolicited. This also means that a given network should be able to identify a UC and mark it based on some processing.

b The user should be able to report about UC to the operator so as to avoid further occurrences; this is the same as R-UC-1. Expressed in IMS terms it could be stated as: The IMS shall provide a means for IMS-users to report communication as a UC.
c The operator should be in position to capture auditable log the request from the user so as to avoid any future legal issues. This requirement is same as R-UC-2 and can be expressed as: Reports of UC made by IMS-users shall be auditable by the IMS.
2 Botnets using user equipment 
Botnets are created by hijacked user equipments with valid identities. These equipments can participate in generating bulk UC by a hijacker. This can happen to any user equipment be it part of 3GPP IMS or not. The solution for this issue is similar to that discussed in 1 and thus same requirements apply here (R-UC-1 / -2/ -5). This issue also implies that the operator should be able to associate UC originating within the network with specific user equipment(s).

This scenario can be further extended. Now that the infected user equipment is labeled as someone causing UC there should be means for the user to get out of the list of UC attacker be it an individual (user) list or a global list. This brings us to the following:
a 
b A given user  should a have the possibility to challenge the decision of being listed as a UC attacker (where the challenge may include simply asking for why he/she is considered as a UC attacker (R-UC-3)) and so should the operator have means to defend itself (R-UC-4)

Further it is possible that the operator is able to identify that the communication is UC, in such case the operator should be able to signal UC information to the user; this is part of R-UC-6. Such information might also flow through intermediary networks. The intermediary network should pass the PUCI information and not strip it off the packet. This leads us to R-UC-6. This requirement is also valid for the case where the regulatory body requires. 

Further, if the reality from the PC world where a large percentage of all PCs are suspected of having been infected and are operating as botnet nodes is any indication, it may be unwise to block UC just based on identity of the sender, since a sender node may send both perfectly legitimate packets most of the times but also act as a botnet node that send out SPAM. Thus, in-session detection, rating, and response methods may be highly desired to deal with botnet nodes. A suite of new requirements that had not been anticipated in the TISPAN TR may need to be considered to deal with botnet scenarios. 
In addition the user might not always want to block calls but might want specific actions to be taken, this could be for example for calls coming from a friend’s terminal. In such case the user might not want the calls to be blocked but might want to be able to check it before responding by sending the call to a voice mail service. These two issues bring us to requirements R-UC-6 and R-UC-7.
5.1.2 Explicit UC
Explicit UC arise when the UC is focused to one user. We subdivide this as malicious and normal UC.

Malicious

In this case the example is an attacker who calls a given number and disconnects after one-ring. The attacker expects that the called party will be curious enough to call back. The number used by the attacker is a premium number. Thus the attacked user looses a lot of money if he/she calls back. This kind of attack is common in mobile communications systems and thus is valid for 3GPP IMS. This leads to:

1 Users affected by such attack and who want to avoid further occurrences need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
2 Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

3 It should be possible for the operator to indicate that a given call is a UC (R-UC-5).

Normal

Here we look at two cases, one being a telemarketer who does telephone number scanning and then makes calls at the numbers where people are at home and the other is normal calls from people that a callee would not like to receive, e.g. a stalker.
1 Tele-marketer
These are people who make targeted calls to sell products and is the same for any communications network be it 3GPP IMS based. The user can call the network operator to inform that the call was UC but PUCI could also provide automatic means to do the same. Thus we are looking at:

(a) Users who want to avoid future occurrences of the UC need a way to indicate to the operator that the unsolicited communication gets blocked in future (R-UC-1). 
(b) Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 
(c) Means should be there for the operator to notify the user of a UC if the operator is not allowed to block the call (R-UC-6).
2 Other, e.g. stalker
Here we take an example of a user who does not want to receive calls from a given person, e.g. a stalker. Such cases apply to 3GPP IMS and otherwise. In this case the following should be possible:

(a) Users need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
(b) Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

(c) Some means should be there for the operator to notify the user of a UC (R-UC-6).

(d) It should also be possible that callers are handled differently, e.g. a given call is forwarded to the investigator and the other one is sent tot the answering machine. This leads to R-UC-7.
**** END of CHANGE****************************

**********************SECOND   CHANGE****************************

6.
Security Requirements

Following are security requirements on PUCI:

3GR-UC-1: 
The IMS shall provide a means for IMS-users to report communication as a UC.

3GR-UC-2: 
Reports of UC made by IMS-users shall be auditable by the IMS.

3GR-UC-3: 
Same as R-UC-3 except it is for IMS network rather than NGN
3GR-UC-4: 
The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
3GR-UC-5:
The IMS should provide the ability to the operator to extract information from the signalling to provide an indication of the likelihood of whether the communication is unsolicited.

3GR-UC-6:
The IMS should be able to check whether UC rating has been stripped off by intermediary networks.


3GR-UC-7:
The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
**** END of CHANGE****************************




























�It is probably good to add here that the TISPAN requirements should be considered as providing a ‘basis’ of requirements but not an already completed requirement set. Those new requirements are of course FFS. 


�What about the other nodes internal to the RAN/CN? Could they not be compromised and result in PUCI? Or or such situations out of the scope of PUCI? 


�Outlying network equipments such as the H(e)NB may fall into this category. 


�This seems more like Explicit Malicious UC and not Bulk UC


�This could perhaps also be done via Traffic Pattern analysis.


�Botnet situation needs more analysis. We propose some new texts for this section. See the pCR part. 


�How is this possible? Perhaps, what is meant is:


“…operator should be able to associate UC originating within the network with specific user equipment(s)”


�Essentially the same as next bullet – suggest deletion


�I suppose Phishing is included in this category? 


�This is not the same as R-UC-3. Suggest that 3GR-UC-3 & 4 be combined and R-UC-3 inserted.


�This is binary rating. NGN requirement is stronger – asks for rating. Suggest this be modified.


�There is no way to make sure that such a condition is respected by intermediary networks, which may not belong to the operator. 


A better way to paraphrase the requirement may be as follows: The IMS should be able to check whether UC rating has been stripped off by intermediary networks.


�We propose using something like “UC likelihood indication” if “rating” is a word that is disliked by SA1. 
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