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1. Overall Description:

In the feasibility study on IMS media security, SA3 is considering different solutions. The current status of the study is found in TR 33.828, see the attached doc S3-081570. 

One candidate solution is to use DTLS-SRTP [draft-ietf-avt-dtls-srtp-06] as specified by the IETF. In the attached document S3-081576 a brief technical introduction to DTLS-SRTP is given together with some identified architectural issues. 
A first analysis of how DTLS-SRTP fulfils the requirements in TR 33.828 indicates that it doesn't fulfil architectural requirements regarding: a) Signalling plane key management and b) Support of unicast media streams. The requirement in a) was formulated by SA3 out of a concern that, in order to accommodate media plane key management solutions, changes in current IMS and PCC behaviour would be required mandating that gates were to be opened prior to completion of the session setup to reduce delays and to allow non-media packet flows. Impacts on IMS border functions were also foreseen due the similar need to allow non-media packets for key management to flow end-to-end, prior to session setup completion. 
The most recent version of DTLS-SRTP offers more flexibility as to when the DTLS handshake may occur. In particular, the DTLS handshake may be initiated only after the completion of the SIP session set-up, which may, however, lead to some extra delay. It was therefore argued in SA3 that the justification for the requirement in a) might have to be reconsidered, and the effects on PCC and IMS border functions would be limited to potential changes in policies. As SA3 does not feel competent to evaluate these issues on its own, SA3 kindly asks SA2 to assist SA3 in this evaluation. The technical background and identified architectural issues can be found in S3-081576 (attached).
The above mentioned issues have been discussed with the IETF in a number of liaison phone conferences in which the validity of the SA3 requirements have been questioned and the use of DTLS-SRTP has been promoted by the IETF – This motivates our wish to have DTLS-SRTP carefully evaluated. It should be noted though that the other main solutions discussed in the TR also are based on existing IETF solutions, such as SDES and MIKEY.
It could be noted that so far, the current working assumption in SA3 has been that there is a need to perform the key management signalling separate from the media, to avoid impact on existing architecture. Hence, most of the solution work has focused on such scenarios. 

2. Actions:

To SA2:
SA3 would like to ask SA2 to confirm whether the architectural problems described above and in S3-081576 exist and are relevant and provide information on other problems that may appear when using a protocol such as DTLS-SRTP, where key management signalling is sent in-band with the media. Furthermore, SA2 is asked to provide feedback on whether SA2 sees any problems that SA2 identifies as blocking points for the use of DTLS-SRTP for IMS media plane security.. 
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