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1. Overall Description:

SA3 would like to thank SA4 for their LS on “Key management for 3GP SRTP recording profile” (S3-081491/S4-080787). SA4 had the following action to SA3:

SA4 kindly asks SA3 to review the solution with respect to the impact on the key management due to the playback of recorded MBMS streaming data.

SA3 has reviewed the solution that was attached to the LS from SA4 and SA3 has the following feedback.
As was described in the solution, a conforming 3GP player needs to have access to required MBMS Service Keys (MSKs) or be able to obtain these using the methods specified in MBMS security TS 33.246. 

In MBMS MSKs will be stored on UICC if an MBMS capable UICC is present in the UE, otherwise the MSKs are stored on the ME. It was not fully clear to SA3 if MBMS capable UICC is sufficient for this case or if an OMA BCAST capable UICC is required since the SRTP stream and MTKs are stored in OMA BCAST compatible way in the ME. However, it is the understanding of SA3 that MBMS capable UICC is sufficient as there should be no OMA BCAST specific issues in the storing of MSKs on the UICC. SA4 is requested to give feedback if they have a different understanding of the needed UICC. 
It would seem natural that the UE stores the MSKs at the same time when the SRTP stream and MTKs are stored or even before if the MSKs are received before the SRTP stream and MTKs are received, so that MSKs would be available when the user wants to enjoy the stored content (probably also in cases when there is no network connectivity). If the MSKs are stored on UICC and the user stores more media for later use, it may be possible that the storage limitations of the UICC for MSKs are met. In this case some MSKs for stored or other MBMS services in the UICC might be deleted. Should this be the case the UE needs to fetch the needed MSKs from the BM-SC. However, it may happen that the “online broadcasting” of the MBMS streaming session has ended when the UE tries to fetch the MSKs. Therefore the BM-SC needs to make the corresponding MSKs available also some time after the MBMS streaming session. SA3 TS 33.246 does not put restrictions of how long after the "online broadcasting" MSKs can still be fetched.
2. Actions:

To SA4:
· SA3 would kindly ask SA4 to take the information above into account.

· SA3 would kindly ask SA4 to give feedback if they believe that MBMS capable UICC would not be sufficient for this case..
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