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1. Overall Description:

SA3 thanks CT1 for the LS on IMEI usage in the Instance ID. 

SHA-1 is a public hash algorithm. As the IMEI number space is quite limited, it would be possible for an attacker to pre-compute the hash value for all the IMEIs, and could then infer the IMEI in a relatively short time. 

There are two options to mitigate this attack. The first one is to use a keyed hash function (for example HMAC-SHA-1) instead of a public hash function (SHA-1).Using a keyed hash function would require that a static key would be used in the S-CSCF to generate the gr parameter. The same static key would need to be present in all S-CSCFs in the same administrative domain.

An alternative approach would be to use SHA-1 according to RFC 4122 with an unknown element. A simple way to achieve this is to allow the operator to define their own namespace value for use within their own administrative domain. This would eliminate the ability to provide pre-computed values as long as the namespace remains unknown. The namespace value would have the same function as the static key in the HMAC-SHA-1 case, so the same namespace value should be used in all S-CSCFs in the same administrative domain. The namespace value has to fulfil the same requirements as is required for a cryptographic key, which implies in particular that all the 128 bits of the namespace need to be chosen randomly.
2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 to take into account the information above and decide which of the two options to use when mitigating the attack mentioned above
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