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Abstract of the contribution:

This contribution presents the H(e)NB authentication mechanism when the TrE is deployed on the H(e)NB. We propose it to be included in a section 7.5.4.2.
1. Introduction

TrE is both a logically and a physically unit .So the core network will authenticate not only the H(e)NB device identity, but also the TrE’s identity. This contribution will discuss how to authenticate the TrE by the core network and how to implement some H(e)NB related authentication, such as HPM authentication, location authentication and UE authentication, by TrE.
************************************* start of change ***********************************
7.x.x.x H(e)NB authentication when TrE is deployed  


H(e)NB authentication consists of:

a) H(e)NB identity authentication;

b) TrE identity authentication;

c) H(e)NB device identity and TrE identity binding;

d) The H(e)NB integrity verification
. Note1: the H(e)NB identity and the TrE identity can be used interchangeable when needed.

Note2: the authentication we described here is for some specific scenarios when TrE has a separate identity. Whether it can be optimized depends on the specific policy of the operator.
There could be two broad categories of H(e)NB authentication scenarios:

· Initial authentication
· Re-authentication.

During the H(e)NB initial authentication, the H(e)NB identity and TrE identity authentication, the integrity verification, the H(e)NB device identity and TrE identity binding relationship authentication, and some H(e)NB related authentication/verification( such as HPM authentication, H(e)NB Location verification and UE authentication) will be executed. When the H(e)NB related authentication is successfully, the authentication data will be downloaded and stored in the TrE securely.
During the H(e)NB re-authentication, the authentication process is similar to the initial authentication except that the H(e)NB related authenticationis performed by the TrE against the authentication data it stored as a result of the initial authentication.






















************************************* end of change ************************************
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