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This contribution proposes to use MIKEY for ticket transport between the KMS and Caller-UE, Caller-UE and Callee-UE, and Callee-UE and KMS.

*****  Start of Change  *****
6.1.3	Analysis 
Normally key management systems are either based on negotiation between peers, like e.g. Diffie Diffie-Hellman based schemes, pre-distributed knowledge of user credentials (shared secrets/certificates), or performed with the help of a key management service. In security systems serving large user groups it is usually preferred to have the key management systems based on a key management service, this to not have to distribute credentials in advance but to let the user request keys for any other user at time of need. 
Key management based on a key management service need to incorporate a signalling mechanism between parties which allow them to retrieve the common credentials used for the media protection from the key management service. A convenient way to implement such a signalling scheme is to use a ticket based system. The sender requests a ticket from the key management service and sends the ticket containing a reference to the key, or the enveloped key, to the receiver. The receiver then sends the ticket to the key management service which returns the key.
The requirement in clause 6.1.1 having the greatest impact on the possible types of key management scheme is requirement 5 on deferred delivery. This requirement excludes all key management schemes that are based on some type of negotiation between the participating terminals / IMS users and implies that the sender/initiator must have access to media keys before the receiver has been contacted. A consequence is also that the receiver cannot rely on contacting the sender to get access to the keys used. This is however presents no real limitation as many key management schemes follow this principle but for other reasons. One very well-known example is Kerberos. Also note that the requirement on end-to-end protection at deferred delivery is more of a requirement on the media protection protocol(s) used as deferred delivery of end-to-end protected media would in principle only require that the key management system can establish both an end-to-end security association for application layer security and security associations for channel security.
Thus the best way to design the key management signalling is to have the key information associated with the media, forwarded with the signalling associated with the media set-up in e.g. a ticket. The ticket could be a reference to a key held by the key management system or it could hold the key itself. In the latter case, the ticket of course needs to be confidentiality protected. To have the key itself transported in a ticket is seen as the preferred solution as this would relieve the key management system of the task to keep a record of all keys used for media protection.
There are two alternatives for how the receiver gets access to the key in the ticket. The first is that the confidentiality protection of the ticket is based on a long-term key shared between the receiver and the key management system. This has the drawback that it is problematic to support use cases in which a common key should be distributed to many recipients.  This may be required for end-to-end security in some of the services mentioned in requirements 1 and 3. Thus the second alternative, which is to have the ticket protected by a key known only by the key management system, seems more favourable. This would seem to imply that the receiver has to contact the key management system whenever secure media is received, but the key in a ticket could of course also be a base ticket with a certain lifetime from which per call tickets are derived by the users. In this case, the key management system could implement some authorization functionality for group key management.
End-to-end security would then be enforced by the key management system by only distributing the media keys to designated end-users. Note here that it is important to distinguish the end-user from the end-user equipment, and that a authorization function in the key management system could be based on end-user identity (IMPU/IMPI) instead of a UE identity (one possible terminal identity is the GRUU). This authorization function in the KMS could also be used to help solve the key access problem in forking and retargeting scenarios (requirement 2). To allow key distribution to network nodes to enable network functions on media, the nodes requiring media plaintext access should have special authorization to retrieve keys for all users. 
The tickets should by preference be generic and their transport should not rely on the type of media they help protect. Thus a signalling plane solution for ticket transport seems to yield the simplest and most general systems solution. 
The detailed design of ticket format and the specification of the interface between the terminal and the KMS are ffs. However, it should be noted that there are different options in the ticket design and that depending on selected features they may influence the statefulness of  the KMS. 
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A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 3, a conceptual architecture for the discussed key management system is depicted. Note that If GBA is unavailable due to the fact that an ISIM/USIM is not used for user authentication, other types of credentials like username/password, client certificates, onetime passwords can be used for establishing mutual authentication between the user and the KMS. Such credentials may, but doesn't have to, be related to the user's credential used for IMS access.
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Figure 3: Architecture for key management system
The key management when UE A wants to establish a secure media session with UE B follows the following steps:
1. UE A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

2. The UE establishes an authenticated (PKS-)TLS connection to the KMS according to TS 33.222.


3. The UE engages in a MIKEY exchange with contacts the KMS and requests a key and a ticket to include in an INVITE to UE B. The ticket is confidentiality protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.
4. The KMS generates the key and the ticket and sends them to UE A.
5. UE A includes the ticket in the INVITE and sends it to UE B. 
6. The IMS core detects the INVITE and handles the ticket in such a way that a network function, if authorized, can get access to the master media key. To get the key the network function sends the ticket to the KMS with a request to receive the plaintext key.
7. UE B receives the INVITE including the ticket. 
8. The UE B connects to the KMS using GBA based PSK-TLSMIKEY. The KMS gets an authenticated user identity this way.

9. The UE B sends the ticket to the KMS and requests the master media key contained in the ticket.

The comment in step2 applies here as well.
10. The KMS retrieves the master media key and other information from the ticket and checks that UE B is an authorized receiver of the master media key.
11. The KMS sends the master media key and the other needed information to UE B.
12. UE B accepts the invitation and use of media security.
If UE B is unregistered and INVITEs are retargeted to a media mailbox, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When UE B later wants to retrieve the media from the mail box, the ticket is first sent to UE B and UE B performs, in principle, steps 8 to 12 as described above, before the media is received.
Editor's Note: The following observations are made regarding the solution:
-	Use of GBA to establish the secure channel between a UE and the KMS is one possibility suitable for IMS when user authentication is based on ISIM. Other methods could be used if required. 
-	The signalling for key management is in general a SIP/SDP signalling issue and should be developed in cooperation with the IETF.
-	The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.
	The specifics of the MIKEY mode to request and present the ticket are ffs.
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To limit the load on the KMS the tickets could carry more long term keys which are transformed into session keys by the initiating side. Session key derivation could be simple and only rely on a random value generated by the initiator. The random value is transported together with the ticket to the receiving end to allow the session key to be derived there. The key derivation could take place either in the KMS or be performed by the terminal. If the key derivation is performed by the receiving end terminal, then only one access from the terminating terminal to the KMS is needed. If the key derivation is performed by the KMS, then the key in the ticket would never be directly exposed to a network element or terminal which would improve the security of the ticket key, but of course the terminating terminal would have to call the KMS for every session key it would need. The preferred solution varies depending on the required security level. 
A similar approach can be taken to generate different keys for the different endpoints in a forking scenario. The terminating side modifies the ticket key by performing a key derivation function on the ticket key and some modifying value. To have strong assurance that the generated keys are unique per terminal, the key derivation function should be performed by the KMS.
A similar idea is presented in the SDES solution. If it is allowed for terminals to generate tickets that are unprotected, i.e. the keys and other information is sent in plaintext, this solution would accommodate a mode of operation which would give the same system features as the SDES solution described in clause 6.4.

6.1.5.x	Limiting KMS statefulness
As noted in the solution description in clause 6.1.4 the statefulness of the KMS can be limited by a correct choice of the protocol used between terminals and the KMS. This protocol should not build upon a security session like TLS but apply application layer security. In this way the KMS does in principle not have to store any other per user SA information between message exchanges than a terminal user identity and the corresponding key. This SA can be set-up using GBA or other credentials as discussed above. Note also that the interaction between the terminal and the KMS always is terminal initiated which allows a standard client server design. Furthermore, it can be noted that due to the way keys are generated and retrieved and the possibility to include indications of intended use in the tickets, there is no need for a general replay protection mechanism. 
MIKEY is proposed as the protocol for communication between UEs and KMS to request and present the ticket in a stateless fashion.

*****  End of Change  *****
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