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This contribution analyses ANDSF security mechanisms which summarizes the discussion during SA3#52 and SA3#52ad hoc.
1. Introduction

In SA3#52 and SA3#52adhoc meeting, S3-080723, S3-080724, S3-081006, S3-081029 and S3-081030 all proposed to use GBA+TLS to be ANDSF security mechanism. And some discussions have raised in SA3#52adhoc meeting. This contribution aims to give an analysis for the raised mechanism.
2. Analysis

To meet the requirements of ANDSF security, UE and ANDSF server should establish a security association between them for confidentiality and integrity protection. UE and ANDSF server should also authenticate each other. So the security mechanism should provide both SA establishment mechanism and authentication mechanism.
1) To use TLS to establish SA based on GBA and certificate-based authentication to ANDSF server and GBA-based, i.e. shared-secret authentication to UE.
This method can meet the requirements of ANDSF security. The detailed procedure is in TS33.222. However, in roaming case, there will be problems because ANDSF server authentication is based on certificate. It will bring certificate management problems for the operators. If this method is chosen, the relating problems such as backward compatibility should be solved in rel-8.
Note that for HRPD or Wimax terminal, they may not have GBA client. Terminals which have no GBA client can choose not to use ANDSF mechanism for access network selection and detection. Because ANDSF feature is an optional mechanism to be implemented. 
2) To use PSK TLS to establish SA and use shared-secret authentication for both UE and ANDSF server.
This method can meet the requirements of ANDSF security. Moreover, in roaming case, this method has no disadvantages like certificates-based method. S2-087338 is the ANDSF WID for rel-9, which was e-mail approved in SA2 e-mail list. It specifically described in rel-9 roaming case should be supported. 
There are two methods for shared-secret, 
· GBA-based  
· pre-configured
Two ways can both be OK. However, there is no need for all the terminals to have a pre-configured secret shared with ANDSF server since ANDSF feature is optional. It will cost resource waste for the terminal. So it can be seen that GBA-based authentication is a better way for this method. Also, for terminals which have no GBA client can choose not to use ANDSF mechanism for access network selection and detection. Because ANDSF feature is an optional mechanism to be implemented.
Comment: Mandating GBA for ANDSF security mechanism will force the EPS operators to have GBA entities/functions to support ANDSF feature and also the non-3GPP only access UEs to have GBA client in case if the UE opt to use ANDSF. Instead, Pre-configured secret is better option than implementing GBA for the ANDSF feature.

One more method of having shared-secret is by deriving the shared secret from the network access authentication keys. 
· GBA-based  

· pre-configured
· Shared secret derived from network access authentication keys
For example: Shared-secret is derived from the key EMSK when the UE access through the non-3GPP access network. EMSK which is derived during the network access authentication can be used to derive the shared secret. The Shared-secret is derived from the key KASME when the UE access the EPC through the 3GPP access network. 
By deriving shared secret from the network access authentication keys:

· No extra round trips from the UE to the HSS for authentication.
· No requirement on extra network entity and protocols.
· Does not consume AVs for authenticating the UE which is already authenticated.

So, Shared secret derived from the network access authentication keys and PSK TLS to establish SA is a preferred option compared to other mechanisms. This solution introduces less complexity comparatively and need no/less additional efforts in Rel9. 
We propose to have shared secret derived from the network access authentication keys and PSK TLS to establish SA as the mandatory solution for Rel8.
3) Password-based

It is obvious that 1) and 2) are more secure.
3. Conclusion
From the above analysis, we can see that 1) and 2) seems better. Moreover, roaming case for ANDSF security will be studied in rel-9 from ANDSF WID S2-087338 and LS from SA2 S2-087339. So to have a same method in both rel-8 and rel-9 
· to avoid backward compatible problem and 
· reduce rel-9 workload 
is a wise choice, i.e. method 2).
4. Proposal
To put forward the issue, it is proposed that 
· to decide one method to be mandatory in rel-8 from the above three methods in SA3#53 and others for optional in rel-8

· to choose method 2) for ANDSF security mechanism as mandatory in rel-8

· to agree the related CR S3-081470 
· to send a LS to CT1 and SA2 to inform the decision made by SA3#53. 
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