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Comment:

The original contribution proposes in section 7.x.1 a variant in which only part of the time protocol packages are sent over the secure backhaul link. To our feeling such solution has two problems:

· What is the use of the time packets sent outside the secure backhaul tunnel, if manipulations are expected? If they could be trusted always, no security would be necessary in general, and if they are not trusted, what is the H(e)NB expected to do with the unsecured ones?

· If the H(e)NB has to do some plausibility and trust checking on unsecure packets, this would require additional logic, and if the mechanisms are known, this would give guidance to attackers how to circumvent these “plausibility checks”.
The original contribution itself mentions in a note that this variant may introduce security risks.

On the other hand, it is not expected that time synchronization will use any noticeable part of the backhaul link capacity, thus the reduction in load by bypassing the secure backhaul link would be negligible. This is reflected by a proposed Note.
In addition a Note is proposed to hint at the added risk of separate time protocol connections from H(e)NB to Internet, and on the scalability of NTP.

Proposal:

Thus it is proposed to delete the variant with partly secured packets from the proposed text and to add the Note in the last clause (see changes in document below).

Note. To make the proposal clear, the complete text as proposed by Huawei is given without revision marks. This should not give rise to confusion, as all proposed text is new text. The changes as proposed by NSN are marked with revision marks “NSN1”
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Abstract of the contribution:

This contribution presents security mechanisms for clock synchronization of H(e)NB, a pCR is attached to include clock synchronization security mechanisms in appropriate section of chapter 7 for TR 33.820.. 
1. Introduction

The requirement for clock synchronization security for H(e)NB has been identified in the current TR, the communication between time server and H(e)NB should be provided. This paper gives two options for the clock synchronization security mechanisms of H(e)NB.
The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-10).

************************************ start of change ************************************
7. 
Common Security mechanisms solutions for H(e)NB
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 
…… (SKIPPED)……
7.x
Clock Synchronization Security mechanisms for H(e)NB
7.x.1
General
The following sections describe the various implementation options that can be used for clock synchronization security mechanism.
7.x.2
Based on secure backhaul link between H(e)NB and SeGW
The clock server should be located behind the SeGW, the communication between the clock server and H(e)NB is protected by the secure backhaul link between H(e)NB and the SeGW. 

· 

Note: The time synchronisation (e.g. NTP) traffic will present a minor portion of the regular H(e)NB traffic that the SeGW will have to handle, thus it is not expected to pose any bandwidth or jitter problems.
Editor’s Note: Provisioning of the clock server name needs to be considered as additional step for the purpose of comparing against different solutions.
7.x.3
Based on Security Protocols of the Clock Synchronization Protocols
Existing clock synchronization protocols with built-in security protocols can be used. For example, the Network Time Protocol (NTP) defines Autokey Specification to secure the clock synchronization, and IEEE 1588 also defines a security extension in its specification. 

When a Clock Synchronization Protocol is used for clock synchronization for H(e)NB, the security protocols can be used as Clock Synchronization Security mechanisms for H(e)NB.
Note: When using this option, it has to be considered that the time server is reached via the unsecured Internet and not via the secure operator network. This opens up the risk of DNS attacks and IP address spoofing outside the operator network. In addition the H(e)NB has additional open ports (e.g. for NTP) accessible from the Internet, which may make hardening of the device against Internet based attacks harder.
Note: In case NTP is used, the scaling of the Secure NTP to the scale of the vast number of H(e)NBs (i.e. the NTP server handling different credentials for each H(e)NB) is to be considered before decision.
************************************ end of change ************************************
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