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This paper discusses some security requirements which are suggested to be introduced in Rel-9 or post-release 8. 
1 Introduction

The following security will be introduced in Rel-9:

Security Requirements in SAE/LTE

   (1) IMSI protection

   (2) Trusted domain security

   (3) Non-trusted domain security 

   (4) Security KDF negotiation and algorithms selection

   (5) Non-3gpp access-ANDSF security in roaming case

Security Requirement in GBA

   (6) GBA enhancements 
Security Requirements in other item

   (8) IMS end to end security

   (9) M2M security

2 Discussions

（1）IMSI protection

IMSI protection doesn’t be proposed in TS 33.401v8.1.1, but this is a significant security requirement for some specific user. So, IMSI protection will be studied in Rel-9 SAE/LTE security.

There have been various proposals to improve IMSI protection in GSM, UMTS and now LTE. All proposals in the past have suffered from the problem that the risk of SIM/USIM lockout from the network is too great. 

This has large performance impact and the security benefit is small. So just given this fact, we need to look for a more suitable solution.  
(3) Trusted domain security

In Rel-8 SAE/LTE security Spec, it is proposed that network security is protected by IKEv2+ IPsec, i.e. IKEv2 certificates based authentication according to TS 33.310 shall be implemented and tunnel mode IPsec is mandatory. Some another strongly security protection mechanism will be studied in Rel-9 SAE/LTE security.

Even though IPsec+IKEv2 may be sufficient currently, yet one more alternative security scheme is also necessary when considering performance and different scenarios requirement. 
 (4) Non-trusted domain security

Non-trusted domain security includes ME’s access security and eNB security. 

When a UE accesses a mobile network, the AKA shall be run between the UE and the network. However, it can not verify whether this ME has a security risk or not by running AKA. If the ME which is compromised (e.g., tampered software/hardware by attacker or embedded by worm, etc.) has been allowed to access the network, it will not only be the victims of an attack but also will be used by hackers as bridges. For example, the attacker controls a UE which has been embedded virus or has been tampered a software, and then the attacker could use the UE to make attack, like sending junk SMS to another users in the network, i.e. this UE may be the threat source. So, some enhanced access control mechanism will be needed to introduce in Rel-9 SAE/LTE security Spec.

eNB security requirement was proposed in TS33.401, but any security solution for these eNB security requirement doesn’t be proposed. So, some security solution for these eNB security requirements will be worthwhile to study such as scheme for verifying trust-worthiness of UEs that connect to the network in Rel-9 SAE/LTE security.

(5) Security KDF negotiation and algorithms selection analysis

In Rel-8, KDF negotiation is discussed and decided that just one KDF introduced in Rel-8 i.e. KDF is not needed to negotiate. However, KDF negotiation will add the flexibility when a reasonable solution was found. So, security KDF negotiation will be studied in Rel-9 SAE/LTE security. But the complexity is a very critical factor to be considered also.

In Rel-8, NAS and AS algorithms selection is discussed and decided. Enhanced algorithms selection is a potential study item in Rel-9 SAE/LTE security.

 (6) Non-3gpp access-ANDSF security in roaming case

In Rel-8, non-3gpp access-ANDSF security is just considered in non-roaming case. It is proposed that ANDSF security in roaming case will be studied in Rel-9 SAE security.

(7) GBA enhancements
GBA push is discussed in Rel-8. It is proposed that some security mechanisms such as GBA push layer issues, i.e. TS33.224 will go on studying in rel-9.

GBA push specifications are scheduled to be completed in Rel-8, yet in OMA, there are lots of applications based on SIP need GBA support, but current 3GPP GBA only supports HTTP protocol. It’s necessary for 3GPP SA3 to make related enhancements, such as making GBA support SIP etc.  

 (8) IMS end to end security

IMS media security is expected to be a Rel-9 work item depending on the outcome of the feasibility study in TR 33.828.

 (9) M2M security

As for this item, timing may be a problem and depends on the outcome of 3GPP.
3 Proposals
We kindly ask SA3 to discuss the above security requirements and decide whether these security requirements will be studied in Rel-9. of course, if Rel-9 is very short, then we can study them in post-release 8. 

