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1 Introduction

In the May 2008 meeting, some of the conclusion for “[ C-920 ], Proposal for initiating the study
on IP based mobility security for NGN” are as “To this end, the author and others are invited to
bring a set of contributions to further develop the concept and outline technical material and
delineate the differences with 3GPP work.”. In response to this conclusion, this contribution
proposes some clarification for the differences between NGN and 3GPP work in the topic of
mobility security.

2 Discussion
2.1 Heter ogeneous access systems mability
3GPP

Figure 1 describes that EPS supports mobility between heterogeneous accesses. The EPS supports
service continuity between 3GPP access (E-UTRAN) and non-3GPP access (3GPP2, WiMax, Fixed
access) [9].
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Figure 1 Heterogeneous access system mobility between 3GPP Legacy Systems or E-UTRAN and non 3GPP
Access Systems including Fixed Access systems [9]

TS 23.402 [10] specifies mobility management procedures for handling mobility between E-
UTRAN and CDMA2000 access, and mobility between 3GPP accesses and WiMax. MIPv4 [17],
PMIPv6 [19], and DSMIPv6 [21] are used to support IP based mobility management. TR 24.801
[12] specifies MIH is one of candidate protocols for network discovery and selection.

NGN

Mobility support is one of the features in NGN, which includes normadicity, handover. NGN
supports multiple access technologies, such as IEEE 802.11, IEEE 802.16, 3G RAN etc. In NGN
R2, handover covers Inter-access networks and Intra-access networks scenarios [2][3][4].

Services and
applications
I New radio

interface

Download j
channe] /S

Return channel .;./ P
e.g. cellular

entities

Q.1706-Y.2801(06)_F6.1

Figure 2 Q.1706/Y .2801 — Envisioned network environment of NGN [1]

Y.MMCEF [6] describes mobility management and control functions for NGN. MIPv4 [17], MIPv6
[18], PMIPv6 [19], and HMIPv6 [20] can be used to support IP based mobility management.

Handover decision may be based on MIH.
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2.2 Trust model

3GPP

Non-3GPP access network has two types: one is trusted access network; the other is un-trusted
access network [10][11]. For the trusted case, UE can direct communicate with PDN Gateway
(PGW). For the un-trusted case, UE shall communicate with PGW via security gateway (ePDG). As
shown in Figure 3
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Figure 3 Non-Roaming Architecture within EPS using S5, S2a, S2b [10]

NGN

NGN security trust model defines three security zones: trusted, trusted but vulnerable, un-trusted
[7]. Asshownin Figure4.

Hetorcek Elemnents not Hetercek Elaments
aberays controlled controlled by
by the HGH provider the HGH provider
Uit .ls“ d 7
J-|-|~ TITH EH‘H Trusted but
TE ‘Wulrerable
Prowvider- Lone
controlled
TE 1 TE-BE L4 Equiprnent
11k ——
wor
TE Border MGH
[T Elamerits ret wiark
Te MHTEEE L ([MBE] |~ [ Elemerts

Figure 4 Security trust model [7]
A “trusted zone” is a zone where a NGN provider’s network elements and systems reside and never
communicate directly with customer equipment or other domains.

A “trusted but vulnerable zone’ is a zone where the network elements are operated by the NGN
provider. The elements in this zone communicate with elements both in the trusted zone and with
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elements in the un-trusted zone. Their major security function is to protect the NEs in the trusted
zone from the security attacks originated in the un-trusted zone.

An “un-trusted zone” that includes al network elements of customer networks or possibly peer
networks or other NGN provider domains outside of the original domain, which are connected to
the NGN Provider’ s network border elements.

2.3 Authentication and key agreement
3GPP

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA or EAP-AKA
within IKEv2, which EAP-AKA also supports fast re-authentication [11]. AKA algorithm is used to
generate MSK.

NGN

In NACF, several access authentication methods are provided, e.g. PPP (EAP), DHCP, PANA
(EAP), which is supported by TAA-FE [5].

Identification and authentication mechanisms in Y.secMechanisms are concerning SIP-based
service. The mechanisms concerning other services are for further study [8].

Some considerations

For supporting heterogeneous access system mobility, media independent authentication
mechanisms are preferable. Some candidate mechanisms are EAP-based methods [22], hokey [16],
MPA [14], EAP-IKEv2 [23], which hokey [16] can also support re-authentication, key-derivation.

2.51P Mobility Security
3GPP
| P based mobility signalling include MIPv4, DSMIPv6, PMIP in non-3GPP access network.

(1) For MIPv4 security, access authentication based on EAP-AKA is mentioned above, the key
EMSK that result from the EAP-AKA authentication procedure is used to derive bootstrapping keys
using hokey [16], and the key distribution for MIPv4 is based on RADIUS/Diameter protocol.

(2) For DSMIPv6, EAP-IKEV2 is used for access authentication. The key is retrieved from AAA
Server. |Psec ESP protects traffic between UE and PDN GW.

(3) For PMIP, IKE/IPsec is used to protect the mobility signalling.
MOBIKE is used for protecting the I Psec tunnel between UE and ePDG in mobility case.
NGN

Y.MMCF has not formally defined the IP mobility protocol used in the architecture. Some
protocols are considered: M1Pv4, MIPv6, PMIPv6, and HMIP [6].

Key materias are distributed from TAA-FE to MLMF to protect mobility signalling. Hokey is used
for pre-authentication.

Some considerations

Those mobility security mechanisms, such as EAP-IKEv2 [23], MOBIKE [24], etc. should also be
applicable to NGN mobility security.
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2.6 Security Context Transfer

3GPP

TS 33.402 describes establishment of security context for non-3GPP access system, e.g. CDMA
2000, WiMax [11]. For each access technology, a specific method was devel oped.

NGN
The mechanisms of security context transfer have not been devel oped in the context of NGN.

Some Considerations

It is desirable that security context transfer is media independent and optimized. Some candidate
technologies are developed in IEEE 8021.21 [13], mipshop [15].

3 Proposal

From the discussion above, it can be see that there exist some differences in the area of mobility
security developed in 3GPP and NGN. Among them, media independent mobility security is one of
distinct features in NGN, which is not covered in 3GPP.

It is proposed that Q.15/13 to consider whether it is necessary to study the topic of “media
independent mobility security in NGN”.

Abbreviations

DHCP Dynamic Host Configuration Protocol
DSMIP Dual-Stack MIP

EAP Extensible Authentication Protocol

EPS Evolved Packet System

HMIP Hierarchical mobile IP

IKE Internet Key Exchange

MIP Mobile IP

MMCF Mobility management and control framework
MSK Master Session Key

PANA Protocol for Carrying Authentication for Network Access
PDG Packet Data Gateway

PDN Packet Data Network

PGW PDN Geateway

PMIP Proxy MIP

PPP Point-to-Point Protocol
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