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********************** start first change **********************************

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedure

The procedure for handover from UTRAN to E-UTRAN, as far as relevant for security, proceeds in the following two consecutive steps:

A) Handover signalling using the mapped security context (cf. also Figure x);

B) Subsequent NAS signalling to determine whether a cached context is taken in use  (not shown in Figure).

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well. 
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Figure x: Handover from UTRAN to E-UTRAN

A) Handover signalling in case of successful handover
The RNC shall send a Relocation Request message to the SGSN. This message does not contain any security-relevant parameters. 

1. The SGSN shall transfer CK and IK, KSI and the UE security capabilities to MME in the relocation request message. The UE security capabilities, including the UE EPS security capabilities, were sent by the UE to the SGSN via the MS Network Capability IE, that is extended to include also E-UTRAN security capabilities, in Attach Request and RAU Request.
2. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A and associate it with a Key Set Identifier KSISGSN. MME and UE shall derive the NAS keys and KeNB from K'ASME.
3. MME shall include KeNB key , KSISGSN, the allowed RRC and UP algorithms, and the UE EPS security capabilities in the S1 HO Request message to the target eNB. 
4. The target eNB shall select the RRC and UP algorithms. The target eNB shall create a transparent container (E-UTRAN HO CMD) including the selected RRC and UP algorithms and KSISGSN, and send it in the S1 HO Request Ack message towards the MME.. 
NOTE 1: This transparent container is not protected by the target eNB.
5. MME shall include the transparent container received from the target eNB in the FW Relocation Response message sent to SGSN. 
6. SGSN shall include the transparent container in the relocation command sent to the RNC.
7. The RNC shall include the transparent container in the UTRAN HO command sent to the UE.
NOTE 2: The UTRAN HO command is integrity and optionally ciphered as specified by TS 33.102 [x]. 
8. The UE shall send a HO Complete messages to the eNB. 

9. The mapped EPS security context shall become the Current (cf. clause 3.1) EPS security context at AS and NAS level. If ciphering was active in the source sytem then the HO Complete messages and all following messages in E-UTRAN shall be ciphered and integrity protected.
Editor’s note: it is to be clarified by RAN2 whether an AS Security Mode Command procedure following the HO procedure is needed so that the mapped EPS security context can be taken into use, or whether the HO signalling is sufficient.

B) Subsequent NAS signalling

1. If the MME has cached security context for the UE and does not receive a TAU request within a certain period after the HO it shall assume that UE and MME share a cached security context. 


NOTE x: A TAU procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has changed, but optional otherwise, cf. TS 23.401 [2].

2. If the UE has a cached security context in the MME 

a. it sends the TAU Accept protected using that context. It includes the GUTI related to the cached context in the TAU request and also the P-TMSI associated with the mapped context. A 128-bit UE nonce is included if it is possible to end the TAU procedure in ISR  

b. If the MME has the cached context if sends the TAU Accept protected with the cached security context. Otherwise it goes to step 2b to create a mapped context. 

3. If the UE does not have a cached context

a. It sends the TAU request unprotected and includes the P-TMSI associated with the mapped context. A UE nonce is included if it is possible to end the TAU procedure in ISR.

b. The MME sends the NAS security mode command including a 128-bit MME nonce and the UE nonce if it is going to initiate ISR. If the nonces are included in this message, K_ASME is calculated from CK, IK and the nonces or directly from CK and IK otherwise

c. The UE calculates CK and IK the same way as the MME and send NAS security mode complete and deletes any cached context. 

d. The MME sends TAU accept protected by the mapped security context and deletes any stored cached context. 








4. When the MME knows, after having completed the preceding steps, that it shares a cached EPS security context with the UE, the MME may (depending on configured policy) activate this cached EPS security context. For this purpose, the MME shall first run a NAS SMC and then initiate a key change on the fly procedure according to clause 7.2.9. The uplink NAS COUNT from the NAS Security Mode Complete message is used to derive KeNB from the cached KASME, cf. Annex A.

NOTE X: The run of an NAS SMC procedures ensures that the uplink NAS COUNT has increased since the last time a KeNB was derived from the cached KASME.

9.2.2.2
Derivation of NAS keys and Kenb during Handover from UTRAN to E-UTRAN

MME and UE shall derive the NAS keys from the mapped key K'ASME as specified in Annex A.

MME and UE shall derive KeNB from K'ASME as follows: 
The MME sets NAS COUNT equal to zero and uses it with the mapped key K'ASME to derive Kenb by applying the KDF defined in Annex A for IDLE to CONNECTED transition
********************** end first change ******************************

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1282719824.doc

[image: image1]

UE







Source



RNC







eNB







SGSN







MME







Relocation request







FW relocation Request (security context from source system)







K'ASME = KDF (CK, IK, NONCE)











S1 HO Request Ack (E-UTRAN HO CMD)







S1 HO Request (NONCE; KeNB based on K'ASME )







FW relocation Response (E UTRAN HO CMD)







Relocation command



 (E-UTRAN HO CMD)







UTRAN  HO Command



 (E-UTRAN HO CMD)







K'ASME = KDF (CK, IK, NONCE)















HO complete



(equals RRCReconfiguration in TS 36.331)







HO notify







FW relocation complete







FW relocation



Complete Ack







Create transparent container i.e. E-UTRAN HO CMD with NONCE included












_1287222601.doc

[image: image1]

UE







Source



RNC







eNB







SGSN







MME







Relocation request







FW relocation Request (security context from source system)







K'ASME = KDF (CK, IK)











S1 HO Request Ack (E-UTRAN HO CMD)







S1 HO Request (KeNB based on K'ASME )







FW relocation Response (E UTRAN HO CMD)







Relocation command



 (E-UTRAN HO CMD)







UTRAN  HO Command



 (E-UTRAN HO CMD)







K'ASME = KDF (CK, IK)















HO complete



(equals RRCReconfiguration in TS 36.331)







HO notify







FW relocation complete







FW relocation



Complete Ack







Create transparent container i.e. E-UTRAN HO CMD 












