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1. Overall Description:

CT1 would like to thank SA3 for their LS on exception handling for NAS message with failed MACs (S3‑081134/C1-084177) and to provide the following feedback.
CT1 has studied the issue and confirms that the attach procedure is a valid case where it is appropriate for the MME to treat the ATTACH REQUEST message on NAS level rather than discarding the message when the MAC is wrong or missing. When this situation occurs the MME should authenticate the UE and, if this was successful, proceed with the attach procedure.
Other possible cases that were studied by CT1 are the tracking area updating procedure, service request procedure and UE-initiated detach procedure.
Taking into account that some details of the intersystem change between GERAN/UTRAN and E-UTRAN are still under discussion in stage 2 and stage 3, CT1 currently cannot exclude that a legitimate UE could get into the situation that due to a mismatch between the security contexts stored in the UE and the MME, the first NAS message sent by the UE (TRACKING AREA UPDATE REQUEST, SERVICE REQUEST or DETACH REQUEST) fails the integrity check.
CT1 further analyzed the possibilities to recover from such a mismatch and came to the conclusion that for the TRACKING AREA UPDATE REQUEST and SERVICE REQUEST the appropriate network reaction would be to send a reject message with cause #9, "MS identity cannot be derived by the network", which will cause the UE to delete its temporary identity and its security context and perform a re-attach to the network. 

For the detach procedure, no corresponding reject message is available for the network. However, after several reattempts, the UE will perform a local detach, if the network does not acknowledge the detach request. So it seems that ignoring a DETACH REQUEST message with wrong MAC is an acceptable network reaction.    

CT1 would like to inform SA3 that they have agreed a related CR which is attached to this LS. The proposed handling of NAS signalling messages failing the integrity check can be found in the second part of the agreed text.  
2. Actions:

To SA3.

ACTION: 
CT1 kindly asks SA3 to review the attached CR and provide feedback to CT1, if necessary.
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