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1. Overall Description:

SA3 thanks RAN2 for their LS on maximum PDCP SDU size.

SA3 can provide following information:

There are no practical limits on the size of messages to be encrypted using the SNOW3G-based encryption algorithm 128-EEA1, nor the AES-based encryption algorithm 128-EEA2.  There are also no practical limits on the size of messages to be integrity protected using the SNOW3G-based integrity algorithm 128-EIA1 or the AES-based integrity algorithm 128-EIA2.  There are theoretical limits on all of these, but they are way, way in excess of anything that EPS will ever have to support.  The smallest limit is on 128-EIA1, where security starts to reduce once the message length rises above 2^38 bits. 

In other words the restriction of 20000 bits on the maximum input length for UTRAN algorithms is not based on cryptographic considerations but on protocol implementation considerations.

2. Actions:

To RAN2


SA3 kindly asks to take the above answer into account.

3. Date of Next TSG- SA WG3 Meetings:
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