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1 Introduction
On the last meeting it was discussed that the relation between usage models and use cases in clause 4 of TR 33.828 and the requirements in clause 5 of the TR should be made more obvious by referring to the requirements within the usage model and use case descriptions.

We therefore propose changes in the description of the e2e protection usage model in clause 4.1.3 of TR 33.828 which add some hints regarding which requirements are most closely related to that usage case. Changes against the current text are marked using MS-Word revision marks.
Only requirement numbers are inserted, as suitable for the TR. To make this contribution easier to read, here some short "translations":

6: security for vast majority of users

19, 20: group communication

21: e2e protection

25: single solution

26: no new smartcard function

27: interop. outside the IMS

28: minimal impact on existing networks

34: scale well

35: costeffective

36: no impact on service perf.
38: based on exist. architect.
44: support of RTP
45, 46: non-RTP based media

47: no user invention

50: access to detailed security info

2 Pseudo CR

4.1.3 
End-to-end protection 

For the vast majority of users, the peer-to-peer voice call will initially be the most significant use case (so requirement 44 is relevant, but not 19, 20, 45 or 46). While these users do not have specific security policies, it can still be expected that they understand and value the feature that such a voice call can be encrypted in a way that "attackers in the Internet" have no chance to eavesdrop on the communication. (Users may have less concerns about the security of the operator-controlled part of the network, so, among the security requirements from clause 5.4, requirement 6 may be the most relevant for this use case.) Users will understand that it is not sufficient to secure only a part of the connection and that end-to-end protection is needed (potentially protecting all the hops separately) (( requirement 21). Note that such a protection feature is already known to the public, e.g. by its usage in Skype.

Users may also understand that encrypted calls are not possible, if the called party does not support encryption. However, they will appreciate it if the protection feature is available not only for a small group of communication peers. This implies that interoperability with communication peers outside the IMS or peers using IMS terminal compliant to Releases prior to the introduction of IMS media security in 3GPP specifications would be beneficial (( requirement 27).

On the other hand, it is not likely that many users are willing to be charged significantly for the encryption feature (which implies that the solution has to be cost efficient for the operator ( requirements 34, 35, 25, 26, 28, 38), and that they would accept degradation of the service performance caused by encryption (( requirement 36). Also, most users most probably prefer "automatic protection" ((requirement 38 and 47, not requirement 50).






















































