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1 Introduction
This document provides clarifications on the use of SDES in end-to-access edge scenarios. The pseudo CR in section 2 of this document is proposed for inclusion in the TR. 
2 Pseudo CR

2.1.1 6.4.5
SDES in end-to-middle scenarios

While SDES is suitable as an end-to-end solution, where only the endpoints encrypt/decrypt the media streams, it is usable in a straightforward way also as an end-to-middle solution.

The classical end-to-middle scenario is a call between an IMS endpoint and a PSTN endpoint. Here, the media gateway (plus its controller) can perform the media plane security procedures on behalf of the PSTN endpoint. In this approach, the network chooses a key for protecting the media sent by the PSTN endpoint on the IP based call leg and inserts the key into the SDP body sent to the IMS endpoint. This key, as well as the key provided by the IMS endpoint, are passed to the media gateway which performs encryption/decryption between the PSTN call leg and the IP based call leg.

Figure 7 illustrates the principle of this procedure, for a voice call from an IMS endpoint to a PSTN endpoint. Note that the picture is an abstraction focussing on the SDP offer and answer, not on the SIP messages. It does not show the different SIP roundtrips required for the call setup within the IMS. In addition, it does not show any details of the signaling towards the PSTN.
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Figure 7: SDES flow with a PSTN end-point

Description:

(1) An SDP offer for an SRTP stream and a crypto object containing a key K1 from an IMS endpoint arrives at the signaling gateway (SGW) controlling the PSTN MGW.

(2) The SGW performs the TDM based signaling towards the PSTN.

(3) At some time, the call setup reaches a state where an SDP answer can be sent to the IMS endpoint. The SGW creates a key K2 for protecting the media stream from the PSTN MGW to the IMS endpoint.

(4) The SGW commands the PSTN MGW to relay the voice of the call. For the IP based leg, the command comprises the relevant transport addresses and the keys for both directions.

(5) The SGW sends an SDP answer to the IMS endpoint, comprising the transport address at the MGW and K2.

(6) Media can be passed between the IMS endpoint and the PSTN endpoint. SRTP is used on the IP based leg. The PSTN MGW performs decryption for data arriving from the IMS endpoint and encryption for the data sent to the IMS endpoint.

Note that the IMS endpoint has only a security association with the PSTN MGW, not with the PSTN endpoint. This deviates from the ordinary SDES usage between endpoints. It is ffs whether this should be indicated to the IMS endpoint and if so, how it should be done.

Another scenario, where end-to-middle security may be applied, is in calls where one endpoint does not support media plane security. Such an endpoint will not use SDES in INVITE requests and in answers to such requests. Like in the PSTN gateway scenario, the operator could act on behalf of such a terminal and by this provide media plane security at least in the call leg that lies within the operator's network. The operator may also decide to apply media plane security not for the complete call leg, but only between the edge of the IMS core network and the security-capable endpoint. This may be reasonable if the core network already provides media transport that is sufficiently secured. In both cases, a signaling proxy in the operator's network inserts the key management info into the SDP sent towards the security-capable endpoint, and a media proxy in the operator's network performs encryption/decryption based on the keys provided to it from the proxy in the signaling path that controls the operation.
Media plane security applied between the user equipment and the edge of the IMS core network, as mentioned in the previous paragraph, provides in particular protection of IMS media over the access network, cf. also clause 6.2. By the very nature of any such solution, media keys must be available in the SIP proxy controlling the encryption termination point (media proxy) at the edge of the network (cf. SPA and MPA in Figure 8 below). This SIP proxy typically is the first hop SIP proxy, i.e. the P-CSCF (similar to what is shown also in Figure 5). Assuming network domain security between SIP proxy and media proxy, the level of security of the media key management solution is then as high as the level of security of the protocol used for IMS SIP signaling protection between UE and P-CSCF. A high degree of protection can be obtained in this scenario by the use of IMS AKA with IPsec or Digest with TLS (each with encryption enabled), as defined in TS 33.203, as then the protection extends in an uninterrupted fashion between UE and P-CSCF. 
NOTE: The use of SDES in this scenario is also possible with other signaling security methods defined in TS 33.203 in an identical way (as the use SDES does not depend on any of these methods), but it should be noted that all these other methods make assumptions on the security of the underlying access networks for providing SIP signaling security. These assumptions would then also apply to media security and may even make media protection unnecessary, e.g. due to the strong link layer security on which GIBA is based. 
Figure 8 illustrates the principle of this procedure, for a call from endpoint A supporting SRTP/SDES to an endpoint B that supports only RTP (no SRTP). Note that the picture is an abstraction focussing on the SDP offer and answer, not on the SIP messages. In addition, it does not show the different SIP roundtrips required for the call setup within the IMS.
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Figure 8: SDES flow where one end-point does not support SRTP/SDES

Description:

(1) An SDP offer for an SRTP stream and a crypto object containing a key K1 arrives from endpoint A at the SIP proxy SPA. A prefers SRTP, but he cannot assume that this is supported by B and is willing to communicate even without security, if necessary. So he has included an offer for unencrypted communication, i.e. RTP, too.
(2) To route the offered media stream towards A via the media proxy MPA, the SIP proxy changes the transport address in the SDP offer from the address at A (addr@A) to an address at the media proxy (addr1@MPA) and sends the changed SDP offer towards B.

(3) An SDP answer from B arrives at the SIP proxy, which analyses it and finds out, that B does not support SRTP but can use RTP only. 

(4) The SIP proxy creates a key K2 for protecting the media stream towards A between the media proxy and A.

(5) The SIP proxy commands the media proxy to relay the stream from A to B and to decrypt the media arriving from A using K1. Another address at the media proxy (addr2@MPA) is used for routing the media stream to the media proxy.

(6) The SIP proxy commands the media proxy to relay the stream from B to A and to encrypt the media arriving from B using K2.

(7) The SGW sends an SDP answer to the endpoint, comprising a transport address at the media proxy MPA (addr2@MPA), indication of support of SRTP/SDES and the key K2.

(8) Media is exchanged between A and B via the media proxy, which decrypts media arriving from A and encrypts media arriving from B before passing the media on.

Note that endpoint A has only a security association with the media proxy, not with the endpoint B. This deviates from the ordinary SDES usage between endpoints. It is ffs whether this should be indicated to endpoint A and if so, how it should be done.






















































