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This document provides an evaluation of DTLS-SRTP as an e2e security solution in the form of a column for the e2e comparison table specified in S3-081169.
In order to fully understand the evaluation, even with basic knowledge of DTLS-SRTP, it may be helpful to read the description of the solution provided in a companion contribution S3-081398.
We propose to include the column into the next version of the comparison table.
End-to-end security

	#
	Requirement from clause 5
	"DTLS-SRTP" according to clause 6.x

	1
	Lawful interception requirements SHALL be met.
	NOK?

only with mandatory key disclosure

network not envolved in encryption

	2
	The lawful interception solution SHALL not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.
	OK 

(for the mandatory key disclosure as LI approach)

	3
	It SHALL not be possible for users to determine whether their communications are subject to lawful interception.
	OK

(for the mandatory key disclosure as LI approach)

	4
	It SHALL be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes
	OK?
To protect against compromised access networks, the certificate fingerprint can be transmitted integrity protected, like specified in RFC 4474.

Without signaling integrity, a (difficult) m-i-t-m attack involving media and signaling plane is possible that can be detected by the users.

	5
	It SHOULD be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes.
	OK?
To protect against malicious intermediate SIP proxies, the certificate fingerprint can be transmitted integrity protected, like specified in RFC 4474.
Without this or without signaling integrity, a (difficult) m-i-t-m attack involving media and signaling plane is possible that can be detected by the users.

	6
	The level of security provided should satisfy operators and the vast majority of users, whilst at the same time satisfying applicable lawful interception requirements. If this level of security is insufficient for high security user groups, an enhanced solution may be additionally provided.
	NOK

because LI requirements are difficult to fulfill.



	7
	A key management solution SHALL be based on user identity (i.e. IMPI/IMPU).


	OK

Signalling integrity and assertion of identities lets a caller know who he is talking to (IMPI/IMPU). Caller can decide to cancel the call if it is terminated by an undesired callee.

	19
	A key management solution SHALL support secure multiparty communications (i.e. key management to distribute a group key) where the server relaying multiparty communication (e.g. a conference bridge) does not know the group key.
	OK

using the key transport extension

	20
	A key management solution SHALL support secure multiparty communications (i.e. key management to distribute a group key) where the server relaying multiparty communication (e.g. a conference bridge) knows the group key.
	OK

using the key transport extension

	21
	Encryption and integrity protection of user media SHOULD be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.
	OK



	22
	Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions SHOULD be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge, a transcoder, an application server or at interworking gateways with non-IMS networks).
	OK

assuming a network element like a media gateway acts as DTLS-SRTP peer

	23
	It SHOULD be possible for operators to be able to terminate media plane security in the network in some cases, e.g. if the operator needs access to the media for content control purposes
	OK

Assuming support of key disclosure in DTLS-SRTP.

	24
	A solution SHOULD support media recording (ffs).
	OK

Assuming support of key disclosure in DTLS-SRTP.   

	25
	Multiple solutions SHOULD be avoided to reduce complexity in the network and to maximise interoperability between user devices
	NOK?

- only specified for SRTP
- focussed on e2e, but network elements could act as DTLS-SRTP peers (e2m support
- an existing (IETF) solution; avoids to introduce another, IMS specific solution.

	26
	The requirement for new functions on the user’s smartcard SHOULD be avoided unless it would provide significant and cost effective benefits
	OK



	27
	The solution SHOULD support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment
	OK

assumed to be the future IETF standard, relevant to non IMS-capable UEs

	28
	The solution SHALL have minimal impacts on already deployed network entities
	OK

	29
	A media security solution SHALL assume that messages cannot be sent over the media path until the media session has been established
	OK

handshake can be performed before or after the session has been established

	30
	A media security solution SHALL assume that only media traffic can be sent over the media path
	NOK

Note however that the handshake uses the same transport addresses as the media and there is little reason to assume that this traffic cannot be transported

	31
	Media security solutions for media protection and key management SHALL cover both end-to-end and end-to-middle media protection scenarios
	OK

focus is on e2e, but also network elements could act as DTLS-SRTP peers thus allowing e2m protection

	34
	The solution SHOULD scale well for large numbers of users.
	OK

no effort in the network

	35
	The solution SHOULD be cost effective.
	OK

no effort in the network

	36
	The solution SHOULD not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping
	OK?
a minimal delay is caused by the handshake

	37
	The solution SHALL support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)
	OK



	38
	The key management solution SHOULD be based on the existing IMS access security architecture, so that no special user registration or user involvement is required, and so that existing infrastructure can be re-used
	OK

	39
	Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security SHALL be able to work independently of any of these authentication methods.
	OK

	40
	Media security SHALL be mandatory to implement for UEs and networks and optional to use for UEs.  
	This is no characteristic of the solution

	41
	The media security solution SHALL allow a UE to negotiate media security settings for each individual call.
	OK

	42
	The negotiation of media security MUST be protected against downgrading attacks
	OK
No downgrading attack possible in the handshake.

	44
	A solution SHALL support the possibility to protect RTP-based IMS user plane traffic.
	OK

	45
	A solution SHALL support the possibility to protect non RTP-based IMS user plane traffic.
	NOK

only defined for SRTP

	46
	A solution SHALL support the possibility to protect application layer messages, e.g. SIP MESSAGE
	NOK

only defined for SRTP

	47
	The media security solution SHOULD not require user intervention
	OK

	48
	A party SHALL have the possibility to get assurance about the identity of any other party in the session when the party joins a point-to-point session.
	N/A

This is no characteristic of the solution. It is a feature of the SIP signaling to provide the assured identity information.

	49
	A calling party SHALL have the possibility to stay anonymous towards any called parties in the session
	OK

	50.
	The user should be able to access information about the scope of protection (end to access edge, end-to-middle-to-end or end-to-end), applied security level (if needed). It should also be visible if any non-IMS operators are involved in the session set-up. This should be balanced against the usability of such a feature and complexity of realisation.

	FFS

Depends on design of negotiation protocol, unclear if DTLS-SRTP could be used for e2m.



	51.
	It should be possible to configure the terminal to give a visible or audible warning when security is not according to a policy defined by the user.
	This is not a characteristic of the solution. 

	52.
	A key management solution shall support deferred delivery of media. In case it turns out that a single solution also supporting deferred delivery may lead to undue complexity or delay in standardisation and/or deployment, it may be acceptable to standardise more than one solution. If multiple solutions are standardised, then they shall be defined within a single framework.

NOTE: the possibility of deferred delivery of protected media without decryption and re-encryption requires an extension of SRTP yet to be defined. With such an extension, the deferred delivery becomes a property of extended SRTP and not of the key management protocol.
	NOK

Unclear how DTLS handshake could be performed without both users being present. Difficult to evaluate without knowing SRTP extensions, cf. NOTE.







































































