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1 Introduction

Considering the fact that 3GPP aims at re-using IETF standards where possible, and the fact that DTLS-SRTP is the media plane security solution chosen by the IETF, we feel that TR 33.828 should not fully neglect this approach, if only to document that the approach was considered and was not chosen for good reasons. 
DTLS-SRTP is described in draft-ietf-avt-dtls-srtp-06 and draft-ietf-sip-dtls-srtp-framework-05. Both drafts have passed the Working Group Last Call; they are now in IESG evaluation.
DTLS-SRTP has some well-known issues regarding the 3GPP requirements: It is a media plane solution, and it is not "Lawful Interception-friendly". The DTLS-SRTP specification has been updated during the last months. This did not affect the LI issue. However, the ability of DTLS-SRTP to work even when Session Border Controllers (SBCs) are present in the media plane has been significantly improved.

In the following, we provide a description of DTLS-SRTP as an IMS media security solution which includes a discussion of some critical issues. In a companion contribution, we give an evaluation of the compliance of the solution to the 3GPP media security requirements, in form of a column for the media security solution comparison tables from S3-01169.

2 References for DTLS-SRTP 
[10]

IETF RFC 4347: Datagram Transport Layer Security

[11]
IETF Internet-Draft draft-ietf-avt-dtls-srtp-06: Datagram Transport Layer Security (DTLS) Extension to Establish Keys for Secure Real-time Transport Protocol (SRTP) (work in progress)
[12]
IETF Internet-Draft draft-ietf-sip-dtls-srtp-framework-05: Framework for Establishing an SRTP Security Context using DTLS (work in progress)
[13]
IETF RFC 4474: Enhancements for Authenticated Identity Management in the Session Initiation Protocol
[14]
IETF RFC 4916: Connected Identity in the Session Initiation Protocol (SIP)

[15]
E.-J. Goh, D. Boneh, P. Golle, B. Pinkas, “The Design and Implementation of Protocol-Based Hidden Key Recovery”, 2003.
http://crypto.stanford.edu/~pgolle/papers/escrow.pdf 

[16]
IETF Internet-Draft draft-wing-sipping-srtp-key-04: Secure Media Recording and Transcoding with the Session Initiation Protocol (work in progress, expired) 
[17]
IETF Internet-Draft draft-wing-avt-dtls-srtp-key-transport-02: DTLS-SRTP Key Transport (work in progress)
3 DTLS-SRTP 
3.1 Brief Description of DTLS-SRTP
DTLS-SRTP, described currently in two IETF Internet-Drafts ([11] and [12]), uses the handshake protocol of DTLS (RFC 4347, [10]) to establish keying material, algorithms, and parameters for SRTP. The handshake is performed in the media path, using UDP between those transport addresses (transport address = IP address + port) that are also used by the RTP media streams to be secured. DTLS-SRTP is specified for point-to-point sessions with two participants.
DTLS ([10]) requires that peers can be mutually authenticated, preferably by presenting certificates signed by a certificate authority (CA) that is trusted by both peers. (Other peer authentication methods like relying on a pre-shared key are also specified.) The goal of DTLS-SRTP is however to allow secure communication between parties that do not know each other before and that do not share a common trusted CA. To achieve this, DTLS-SRTP uses peer authentication methods where each peer is authenticated via a certificate that is not signed by a CA, but only by the peer itself. The identity of the peers cannot be asserted by such certificates, but is asserted via the SIP signalling used to establish the media session, e.g. by the usage of the P-asserted-identity header field or by SIP identity and SIP connected identity (RFC 4474 and RFC 4916, [13] and [14]).

To ensure that an attacker in the media path cannot perform a man-in-the-middle attack on the certificates, certificate fingerprints are transmitted in the SIP messages (inside the SDP bodies) that allow verifying the validity of a certificate received over the media path. The integrity of the fingerprint must be protected, e.g. by general measures to protect the signaling traffic, or by the usage of SIP identity and SIP connected identity. (Additional variants have been proposed in different (personal) Internet Drafts.)
The following sections discuss the most important issues for DTLS-SRTP as a solution candidate for the IMS media plane security.
3.2 Usage of the media path
According to requirement 29, a solution must not rely on the media path being available before session establishment, because it is assumed that session border controllers may be present that block the media path until the session has been established. This view is also affirmed by a comment to the (IETF) requirement 33.

While DTLS-SRTP allows that the called party uses the media path to perform the DTLS-SRTP handshake immediately after it has received the SDP offer, it is also possible for the called party to stay passive and let the caller start the handshake.

Depending on the policies in the network, the media path may be available after the SDP answer has been transmitted, or – at the latest – after the 200 OK message has been passed. In both cases, the calling party is the receiver of the message that opens up the media path and can therefore start the DTLS-SRTP handshake immediately after receiving the message.

According to requirement 30, a media security solution shall assume that only media traffic can be sent over the media path. In case of DTLS-SRTP, the handshake packets, which are not media packets, must be transmitted in the media path. These packets use exactly the same IP addresses and UDP ports as the subsequent media packets. There seems not much point in blocking such traffic. Moreover, there is reason to assume that deployed SBC-products feature a considerable degree of flexibility and are not limited in a way that they cannot be configured to let the handshake traffic pass.
Concerning requirement 36: Obviously, a slight delay arises because the handshake cannot be done before the media path is available. However, the problem of clipping is rather caused by the policy enforced by the SBCs (block the path until session establishment) than by the fact that the DTLS-SRTP handshake is done in the media path.
3.3 Lawful interception

Requirements 1-3 require the support of LI. Three approaches to perform LI for DTLS-SRTP are outlined in the following sections. None of them is as easy and straightforward as it would be e.g. for SDES. Of the three approaches below, only "Key disclosure" seems to be feasible.
Note that on the other hand, it is currently not fully clear, to what degree an operator will be obliged to provide cleartext communication content, if the operator does not contribute to the encryption and does not know the keys (as it is the case for DTLS-SRTP).

3.3.1 Lawful MitM attack

At its current state, LI for DTLS-SRTP would require a man-in-the-middle "attack" (it would be a "lawful attack") in both the media and the signaling path to allow interception. This "attack" could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signaling messages with the certificate used during the DTLS handshake. (End users could however agree on additional means allowing them to find out that there is a man-in-the-middle, e.g. transmitting the certificate fingerprints again by spoken voice and comparing them with the ones received during the DTLS-SRTP handshake. It is assumed that it would not be feasible for the operator to prevent such methods.)
This method obviously requires considerable effort for LI, and it is doubtful whether it is feasible.
3.3.2 Protocol-based hidden key recovery

The principles of such an approach are described in [15]. The idea is to use protocol fields that carry a random or an unspecified value to transport secret information (like e.g. a session key) to a party (the Law Enforcement Agency) that eavesdrops the communication and is informed about this kind of secret information disclosure. A prerequisite is, that the protocol implementation (on the user equipment) must include this „disclosure function“, i.e. it must be compromised (from the point of view of its unknowing user).

An example would be the following: A client TLS implementation that performs RSA key exchange uses the 28 Byte nonce in the client hello to transport a value that can be used by the eavesdropping LEA  to compute the pre-master secret (and by this the session keys).

One problem with this approach is, that suitable protocol fields are not always available – e.g. in TLS, the available fields are too short. Workarounds for this are available, but they require that secret information is disclosed during several consecutive sessions. The LEA must not miss one of these, and can only decrypt the sessions that are established after all necessary information has been disclosed (i.e. it cannot decrypt the first few sessions).

There are more problems, e.g. it seems hard to ensure that users do not use other, non-compromised protocol implementations. When protocols change (e.g. improved, new versions), the method may have to be adapted or may even become unfeasible.
Because of these weaknesses, protocol-based hidden key recovery is not considered to be a sound basis for LI.

3.3.3 Key disclosure

The Internet-Draft draft-wing-sipping-srtp-key-04 (formerly entitled "SRTP Key Disclosure") ([16]) proposes that after the key exchange, user agents send SRTP keys to trusted nodes in the network. This is proposed in order to support scenarios, where the network has to decrypt the media, e.g. for recording or because of the need for transcoding. While this is expected to be done with knowledge and agreement of the end users, one could imagine that an operator mandates such a procedure for all calls and discards all call attempts that do not comply. (The operator will have to make this part of the subscription contract, and can justify this by legal obligations.) The operator will then get all SRTP keys, and can use them in case a call has to be intercepted.
There are some issues with this approach. One of it is that one or two additional messages would have to be passed and processed per call. (Whether one or two messages depends on the method used for key disclosure – different options have been described.) Moreover, the solution currently does not cover roaming scenarios that require that traffic is decrypted in a visited network.

Another issue is the question of how to prevent "cheating", i.e. "disclosing" a wrong key. Note that this issue also arises for all other key management procedures: Two users could agree on performing a secret, additional transformation of the keys as known to a network element that supports LI before using them for encrypting media. There is however a difference: While typically, both end users must agree on a "cheating mechanism", with key disclosure, the intercepted end user can sabotage interception without cooperation of the other end user in the call.
3.4 Support of multiparty communication
DTLS-SRTP is specified for point-to-point communications. DTLS-SRTP "inherits" the key exchange methods of TLS ([7]). In these key exchange methods, both peers contribute random values to the key material, so a peer cannot dictate the SRTP master key. Multiple point-to-point sessions (of one peer with multiple other peers) will use different keys typically, so multiparty communications are not supported efficiently.
The Internet-Draft draft-wing-avt-dtls-srtp-key-transport-02 ([17]) defines an extension to DTLS-SRTP that allows a peer to dictate the SRTP master key. E.g., a conference bridge could dictate a single master key to all listeners for the traffic it sends, and it could dictate a new master key to the listeners each time a participant joins or leaves the conference.
4 Proposal
We propose to add the references mentioned in section 2 of this contribution to clause 2 of TR 33.828 and to add the text of section 3 of this contribution as a new subclause to clause 6 of TR 33.828.























































