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1. Introduction 

During SA3#52bis the question was raised why the handling of the freshness parameters and the messages in the TAU procedures differed in the following cases: 

A) Idle mode mobility from UTRAN to E-UTRAN using mapped context

B) Idle mode mobility from UTRAN to E-UTRAN using cached context

C) Handover from UTRAN to E-UTRAN using mapped context.

Furthermore, it was asked why the following case

D) TAU after handover from UTRAN to E-UTRAN using cached context

did not exist according to the agreements from SA3#52bis. 
This document attempts to answer these questions and provide a rationale for the decisions made at SA3#52bis. It is proposed to include section 2 of this document in TR 33.821. 

2. Rationale for approach to security handling in inter-RAT mobility procedures

Overview of agreements in TS 33.401 regarding the above question after SA3#52bis: 

A) IDLE MODE MOBILITY FROM UTRAN TO E-UTRAN USING MAPPED CONTEXT

Relevant clause in TS 33.401: 9.1.2

Relevant CRs from SA3#52bis: 

CR 067 = S3-081152 = S3-081234

CR 047 = S3-081051 = S3-081217

Agreements at SA3#52bis: 

Aa) TAU request is not integrity-protected

Ab) NonceUE is included in TAU request

Ac) MME includes NonceUE and NonceMME in SM Command sent after receiving TAU request and before sending TAU accept.

Ad) KASME is refreshed based on NonceUE and NonceMME.

Justification: 

Aa) TAU request is not integrity-protected because any KASME the UE could compute from CK, IK used in UTRAN at the point in time of sending the TAU request would not be guaranteed to be fresh. This is so because the CK, IK could have been cached in the SGSN, and the UE could have switched back and forth between UTRAN and E-UTRAN, resulting in always the same mapped KASME if no freshness parameters were used. But such freshness parameters are not available yet when the UE sends the TAU request, so the MME cannot not know whether the TAU request is a replay from a previous TAU procedure run. But the protection with a NAS key derived from a mapped KASME not guaranteed to be fresh would give only a marginal security gain, therefore it is better to leave the TAU request unprotected. 

This lack of protection of the TAU request carries the risk that an attacker registers a user for a tracking area, in which the user is actually not present. This makes the user unreachable. This threat is mitigated by the use of the Security Mode Command procedure, which according to CR 047 mandatorily follows the unprotected TAU request, and is executed before the TAU accept. In this SMC procedure, the fresh KASME derived using NonceUE and NonceMME, is established between UE and MME. The UE proves to be present in the tracking are by correctly responding with a protected Security Mode Complete message protected with a NAS key derived from this fresh KASME. Ab) NonceUE is used as one input to compute a fresh KASME from CK, IK. Its inclusion guarantees freshness of KASME to the UE. There is no other source of freshness for the UE. 

Ac) NonceMME is used as the second input to compute a fresh KASME from CK, IK. Its inclusion guarantees freshness of KASME to the MME. 

Ad) The rationale for refreshing KASME based on NonceUE and NonceMME is given above. 

B) IDLE MODE MOBILITY FROM UTRAN TO E-UTRAN USING CACHED CONTEXT

Relevant clause in TS 33.401: 9.1.2

Relevant CRs from SA3#52bis: CR 067 = S3-081152 = S3-081234

Agreements at SA3#52bis: 

Ba) TAU request is integrity-protected and not ciphered. As the MME cannot know the difference between this TAU request and other TAU requests the TAU request shall never be ciphered. This is no security risk as the use of temporary identities is assumed. 
Bb) NonceUE is included in TAU request

Bc) No NonceMME is used

Bd) KASME is not refreshed

Justification: 

Ba) TAU request is integrity-protected: this is possible due to the availability of cached context and desirable to avoid DoS attacks against the user

Bb) No use is made of NonceUE when cached context is used as there is no need to refresh KASME . 

The reason why NonceUE is included in TAU request nevertheless is that the UE cannot know whether the MME still has the cached context. If this is the case the MME discards NonceUE. If this is not the case the MME proceeds with using mapped context, and the NonceUE is needed.

In case the MME does not have cached context, it runs NAS SMC procedure as above. 

Bc) No NonceMME is used as there is no need to refresh KASME .

Bd) KASME need not be refreshed as the replay protection is provided by the use of NAS COUNT which is stored as part of the EPS security context together with KASME . 

C) HANDOVER FROM UTRAN TO E-UTRAN USING MAPPED CONTEXT

Relevant clause in TS 33.401: 9.2.2

Relevant CRs from SA3#52bis: CR 049 = S3-081148 = S3-081233

Agreements at SA3#52bis: 

Ca) The TAU request following the handover is integrity-protected and not ciphered, with a NAS key derived from a fresh KASME 

Cb) No NonceUE is included in the TAU request.

Cc) NonceMME had been included in the E-UTRAN HO Command prior to the TAU request.

Cd) KASME is refreshed by deriving it from CK, IK and NonceMME.

Justification: 

Ca) The TAU request is integrity-protected: this is possible due to the fact that the NonceMME is made available to the UE in the HO Command before it sends the TAU request. This is the difference to the idle mobility case, cf. Aa). The integrity protection is desirable for the same reason as in idle mode. 

Cb) No NonceUE is included in TAU request for the following reason: the UE receives NonceMME generated by the MME over protected interfaces, either core network interfaces or the protected UTRAN or GERAN air interface. (There may be a risk, however, when the GERAN air interface is not ciphered. But then there a even bigger security risks, especially in the GERAN PS domain which is the domain under consideration here, when ciphering is off.) In this way, the UE knows that NonceMME was generated by the genuine network, and not an attacker. As the UE trusts both, the UMTS core network and the EPS core network, the UE also trusts that NonceMME is indeed fresh and has no need to generate a freshness parameter of its own. It should be remarked, however, that the inclusion of a NonceUE by the UE would be possible. 
The difference to the idle mode case in Ab) is that there, in principle, the NonceMME could have been used in a previous run of the procedure and, hence, the messages the UE receives in the current run, namely SM Command and TAU Accept, which are protected with a key derived using this very NonceMME, could have been replayed from the previous run if no NonceUE was used. In the handover case here, the NonceMME is sent HO Command which is replay-protected by UTRAN procedures independently of any mapping of keys on the E-UTRAN side.

Cc) The rationale for including NonceMME in the E-UTRAN HO Command is given above.

Cd) The need for refreshing KASME is the same as for the idle mode case (caching of CK, IK in SGSN, and UE switching back and forth between UTRAN and E-UTRAN). It is explained above that it is sufficient to derive the fresh KASME from CK, IK and NonceMME.

D) TAU after handover from UTRAN to E-UTRAN using cached context

This case does not exist in TS 33.401 for the following reasons: 

· Negotiating between UE and MME during the handover procedure whether a cached context was available on both sides was considered to add too much complexity, cf. reply from SA3 in S3-081138 to LS from RAN2.

· Furthermore, the HO Complete message would have to be sent not ciphered in case such a negotiation would be performed. This would have been a deviation from current RAN procedures. 

· Therefore, at AS level the mapped security context is established during handover. 

· As a consequence, it was decided that the mapped context shall also be used at NAS level as 
· the key hierarchy is built on the assumption that AS keys in use and NAS keys in use are derived from the same KASME. A deviation from this assumption would again add complexity to the specification. 

· there would be little security gain if the NAS level used cached context, but the AS level still used mapped context (assuming that the cached context may provide a higher degree of security than the mapped context). 

· This does not preclude a subsequent switch to the cached context, if available, by performing a key-change-on-the-fly.























































