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1 Introduction

This contribution provides comments on the PUCI draft requirements in S1-083069. We propose that the open issues and questions raised in the comments below are considered as part of the feasibility study in SA3, and in further cooperation with SA1 on PUCI.  
2 Definitions

The following definition for unsolicited communication is proposed in S1-083069.
Unsolicited Communication: Unsolicited Communication (UC) denotes bulk communication in IMS where the benefit is weighted in favour of the sender. In general the receiver(s) of UC do not wish to receive such communication. UC is often also referred to as "SPam over IP Telephony (SPIT)" [xx].

Comment: We believe Spam over Instant Messaging (SPIM) should also be viewed as unsolicited communication. Thus, we propose that SPIM should be included in the definition of unsolicited communication. 

3 Draft Requirements

The following draft requirements are proposed in S1-083069. Comments on these draft requirements are provided below.
7.x
Prevention of Unsolicited Communication in IMS (PUCI) 

7.x.1
High level requirements

· IMS shall support capabilities to detect, classify and mark Unsolicited Communication in the IMS. These capabilities shall be service agnostic and apply to realtime (e.g. voice, video …) and to non-realtime (e.g. messaging …) IMS traffic.
Comment: This requirement mandates certain mechanisms for protection against unsolicited communication. It is also not clear that it is possible to create a fully service agnostic UC solution, as services can have quite different behaviour that may not be anticipated in a general study. We believe further analysis is needed within SA3 on alternative solutions before deciding what mechanisms to apply for IMS. Regulatory and business aspect of classifying and marking would also need more study.
Classifying and marking users as potential SPITters may be problematic from a regulatory and business point of view. What about liability issues when the failure to complete a call due to classifying and marking has serious consequences for the caller or callee, e.g. in a call to a hospital? What about reputation damage? Probably different regulations apply in different countries, so what about roaming? All this needs careful study.

· IMS shall support capabilities to protect the terminating party of an IMS session from receiving the session if it had been identified UC.

· Prevention of delivering UC to the terminating party shall be possible for existing IMS based services (MMTel, PoC, IMS Multimedia Messaging …) as well as for future IMS based services.
Comment: This requirement seems to partly mandate that every service in IMS needs to have its own mechanism for preventing delivery of unsolicited communication (which is in contradiction with the previous requirement). It also has to be considered that, according to national laws, it will in a number of countries only be allowed that the terminating user is protected from UC if the terminating user has explicitly instructed the operator to do this for him. This shows the need to investigate further what type of functionality that can be made generic and what functionality that would need to be service specific (to detect service specific attacks). 
7.x.2
Detection, classification and marking of unsolicited communication 
General comment for 7.x.2: this section seems to take for granted the mechanisms needed for mitigating unsolicited communication are detection, classification and marking capabilities. We believe that further study of alternatives for protecting against unsolicited communication is needed before deciding on the actual mechanisms to apply. It is also important to study where this functionality needs to be provided. E.g., if all functions are required to be in the same functional entity, the required standardization effort would probably be very low, and the functionality would be more of an implementation issue.
· IMS shall support capabilities that enable a PLMN to detect that an IMS session is unsolicited and classify as UC according to PLMN specific classification schemes (e.g. more than X call attempts from a given UE within one minute).
Comment: the same considerations as for the first bullet in 7.x.1 apply here. We believe further study is needed on what kind of mechanisms should be used in IMS for mitigating unsolicited communication. It should also be considered what would need to be standardized to support classification capabilities. Would it for example be the semantics that would need to be specified, or would the classification algorithms need to be specified? It should further be discussed whether UC classification schemes should be network specific (e.g. PLMN) or network independent.
· Any PLMN, through which an IMS session is routed (i.e. the  Home PLMN of the originating party, transit PLMNs and the Home PLMN of the terminating party) shall be able to mark the IMS session with attributes, that classify the session as UC.
Comment: It should be further studied whether it is feasible to set a requirement that transit operators should be able to mark and IMS session. Another option is to aim at marking the IMS session at the source or destination network. Still another alternative might be to mark the session only at the destination network, as the source network may be outside control of the IMS operator.

· If the Home PLMN of the originating party detects UC from a particular UE (e.g. caused by a virus infected PC) it may register that UE for purposes of special treatment of future IMS session from this UE (e.g. redirect to the operator).

· Detection of UC in the Home PLMN of the originating party may be supported by information collected in other PLMNs (e.g. HPLMN of terminating party) which had classified traffic from this originating party UC.

· IMS shall support capabilities that enable a terminating party to report IMS sessions as UC

(a)

during the establishment of an IMS session, i.e. prior to the time of alerting the user

(b)

during an ongoing IMS session

(c)

after an IMS session

Reporting shall be possible irrespective of whether an originiating party has withheld its identity (e.g. by referring to the last call).
Comment: it should be further studied whether reporting a session as UC needs to be possible in all of the three phases above (a-c). We also believe that the usability aspects need to be considered.

· IMS may support capabilities that enable a terminating party to define user specific criteria for classification of IMS sessions as UC
Comment: we believe that the impacts of this requirement needs further study. It should be identified what this would require in terms of standardization, and what impacts there would be on the IMS infrastructure and the terminal, if any.
7.x.3
Prevention of unsolicited communication to the terminating party

· IMS shall support capabilities to indicate to a terminating party that an incoming IMS session has been classified UC. In addition, it shall be possible to indicate on which criteria the session has been classified as UC.
Comment: Before agreeing on this requirement, it would be useful to understand the details of the mechanism better, to be able to evaluate the impacts on the IMS infrastructure and the terminal. Usability aspects would also deserve consideration. 

· IMS shall support capabilities that enable a terminating party or an application on behalf of the terminating party to indicate how potential UC should be handled, e.g.

· Deliver all traffic.

· Do not deliver traffic, that has been classified as UC by a PLMN. This may depend on additional standardized or PLMN specific criteria (e.g. allow traffic from recognized advertising companies but disallow all other UC)

· Do not deliver traffic, that has been classified as UC based on user criteria of the terminating party. This may depend on additional user defined criteria (e.g. disallow traffic from certain originators, or depending on time of day) 
Comment: it is unclear what this requirement would imply. Would it imply that a user should be able to configure this information into the network using for example a web based system. Or would it require that the terminal would implement some application that could communicate with the network for indicating the preferences of the user. Again, it would be useful to evaluate the exact mechanisms more in detail, and evaluate the usability aspects.
7.x.4
Notification of UC to the originating party

· IMS shall support capabilities that allow notifying an originiating party that a performed or attempted communication to the terminating party has been classified as UC. In addition it should be possible to notify the originiating party on the criteria upon which it had been classified as UC.
Comment: This requirement assumes that a universal classification mechanism should be in place in IMS. An open question is whether the originating party will be able to understand the semantics of the classification and the criteria, for example if the originating party is a non-IMS client. It would also be good to consider to what extent classification information should be disclosed to the originating party. Are there any security and privacy risks involved in disclosing that information? Also, it should be investigated if there are any regulatory aspects related to the disclosure of classification information to the originating party.  
· If a UE has been registered to its HPLMN for being originator of UC, it shall be possible for the UE to request de-registration. The request for de-registration shall be possible, e.g.

· By calling the customer care center or via a web interface

· By communication between PLMNs (e.g. to inform other PLMNs that a problem concerning UC from a particular UE has been resolved)

Comment: This requirement seems to assume that being registered as the originator of unsolicited communication has some consequences for the user. It would be useful to consider what kind of consequences this could have for the user. Security risks should be evaluated, for example, how intentional classification of a UE as originator of unsolicited communication should be handled.  It should be considered what impacts this kind of functionality would have on the IMS infrastructure. The requirement seems to imply that some kind of registration service and processes for handling registration/de-registration would be needed. Usability aspects would also need to be considered.
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