Page 1



3GPP TSG SA WG3 Security - S3#53
(
S3-081350
Kyoto, Japan - 10-14 November 2008 
revision of S3-08yyyy
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	CRNum
	(

rev
	-
	(

Current version:
	8.1.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Availability of 256-bit keys with entropy of 256 bits in EPS  

	
	

	Source to WG:
(

	Gemalto

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	31/10/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	The use of EPS AKA algorithm with key K of 128 bits allows to have a 256-bit key KASME with entropy of 128 bits since Ks, the concatenation of CK and IK, has an entropy of 128 bits.  In order to have 256-bit keys with entropy of 256 bits in EPS, the EPS AKA algorithm (e.g. Milenage) should be modified in order to enable the use of key K of 256 bits and obtain 128-bit keys CK and IK where Ks, the concatenation of CK and IK, has an entropy of 256 bits. The corresponding analysis is described in section 7.2.4 of TR 33.821 v1.0.0. 
A NOTE should be added in TS 33.401 to clarify that to guaranty in EPS the availability of 256-bit keys with entropy of 256 bits, the operator can implement, both in the AuC and the USIM without impact on others elements of the network and the UE, a new EPS AKA algorithm with 256-bit keyK. A new EPS AKA algorithm is not yet defined by ETSI SAGE.



	
	

	Summary of change:
(

	Addition of a NOTE clarifying that in order to have 256-bit keys in EPS with entropy of 256 bits, the EPS AKA algorithm (e.g. Milenage) should be modified in order to enable the use of key K of 256 bits and obtain 128-bit keys CK and IK where Ks, the concatenation of CK and IK, has an entropy of 256 bits. The change to EPS AKA algorithm and the use of 256-bit key K have impact on the AuC and the USIM but without impact on the UICC-ME interface (AUTHENTICATE command). Consequently, to guaranty in EPS the availability of 256-bit keys with entropy of 256 bits in EPS, the operator can implement, both in the AuC and the USIM without impact on others elements of the network and the UE, a new version of EPS AKA algorithm with 256-bit key K. A new version EPS AKA algorithm is not yet defined by ETSI SAGE

	
	

	Consequences if 
(

not approved:
	TS 33.410 does not indicate how the operator could modify the AuC and the USIM in order to guaranty in EPS the availability of 256-bit keys with entropy of 256 bits. 

	
	

	Clauses affected:
(

	6.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


6.2
EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c)
As part of the initial attach request from the UE, ME shall signal security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms, integrity protection algorithms and encryption algorithms.
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Figure 6.2-1: Key hierarchy in E-UTRAN 

The key hierarchy (see Figure 6.2-1) includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
· KeNB is a key derived by UE and MME from KASME when the UE goes to ECM-CONNECTED state or by UE and target eNB during eNB handover. 
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm using the KDF as specified in Annex A.

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. 
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes. The basic derivations are covered in the figure, but derivations performed at,
e.g. inter-RAT mobility is not shown
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.
The basic derivations are covered in the figure, but derivations performed at,
e.g. inter-RAT mobility is not shown
As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

The function Trunc takes as input a 256-bit string, and returns the 128 least significant bits of that string as output. The input Ks, in the derivation of the KASME , is for a Rel8 or earlier USIMs, the concatenation of CK and IK.

NOTE: In order to have 256-bit keys in EPS with entropy of 256 bits, the EPS AKA algorithm (e.g. Milenage) should be modified in order to enable the use of key K of 256 bits and obtain 128-bit keys CK and IK where Ks, the concatenation of CK and IK, has an entropy of 256 bits. The change to EPS AKA algorithm and the use of 256-bit key K have impact on the AuC and the USIM but without impact on the UICC-ME interface (AUTHENTICATE command). Consequently, to guaranty in EPS the availability of 256-bit keys with entropy of 256 bits in EPS, the operator can implement, both in the AuC and the USIM without impact on others elements of the network and the UE, a new version of EPS AKA algorithm with 256-bit key K. A new version EPS AKA algorithm is not yet defined by ETSI SAGE.
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