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1. Introduction

This contribution proposes modifications to section 7.
2. Background
This pCR resolves many of the Editor’s Notes in section 7, removes hanging paragraphs and provides some minor corrections.
In section 7.5.1 the Editor’s Note “It is ffs if a position how to implement the storage of the credentials in the device is needed here.” is removed as the storage of credentials has been explicitly addressed in the respective sections of this document.
Section 7.5.1.1.2 was corrected to reflect the implications brought by inclusion of the HPM definition in SA3 Adhoc in September 2008 (section 7.2.1).

In section 7.5.1.1.3 a typo in clause numbering was corrected.

In section 7.5.1.1.5 the Editor’s Note “It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated.” is removed as it is only a repetition of the Editor’s Note in section 7.5.1.1.
All appearances of “SGW” were changed to “SeGW”.

In addition the heading of section 7 was corrected (previously deleted text re-appeared?).
3. pCR


The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-09).
**************************** start of change ************************************
7. 
Common Security solutions for H(e)NB

7.1
H(e)NB Authentication Principle
The following authentications are necessary for H(e)NB authentication:

a)
Mutual authentication of H(e)NB device and the operator’s network. Authentication algorithms using the credentials stored in the Trusted Environment (TrE) should be executed inside of the TrE.
This authentication is mandatory.
This mutual authentication shall include (or be tightly bound to) a validation of the platform integrity (i.e. TrE properties).
The two parts of the mutual authentication have the following properties:

a1)
The identity of the H(e)NB is authenticated by the network. The credentials for this authentication shall be stored in a TrE in the H(e)NB.

a2)
The identity of the operator’s network (e.g. represented by Security Gateway – SeGW) is authenticated by the H(e)NB. This authentication may either authenticate the operator’s network in general, or the particular SeGW contacted by the H(e)NB.

b)
Authentication of the hosting party by the operator’s network: The identity of the hosting party is authenticated by the operator’s network.
This authentication is optional.
This authentication may be performed in two ways:

b1)
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB. This authentication is performed as additional step over authentication according to a) above.

Note 1: Binding of authentication according to b1) to authentication according to a) is handled in section 7.5 together with the respective authentication methods.
b2)
The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after authentication according to a) above.

Note 2: The method of binding of identity of hosting party to identity of H(e)NB is a management topic in operator network and thus out of  scope of this document.
If no hosting party is existing (e.g. the operator itself provides the H(e)NB), then authentication b) may not be relevant.

Note 3: The authentications described above refer to the authentication of the H(e)NB itself and the hosting party. UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).

**************************** start next change ************************************
7.5.1
Generic Authentication

7.5.1.1
General

This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.

7.5.1.2
EAP-AKA-based Client authentication

7.5.1.2.1
General

This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).
The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SeGW and the H(e)NB. The SeGW is authenticated by the H(e)NB with the SeGW certificate during the IKEv2 protocol run. Afterwards the SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.
Note 1: For this authentication concept it is possible that the appropriate AKA credentials could be stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.3).
Note 2: Depending on operator needs, existing HLR/HSS elements and interfaces may be used for this purpose. Allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes should be considered.
7.5.1.2.2
Assumptions at H(e)NB

Appropriate AKA credentials must be provided to the H(e)NB.

If EAP-AKA is used for device authentication, then the related credential has to be provided to the Trusted Environment (TrE) of the H(e)NB. If used for this purpose, to allow mutual authentication as required for device authentication, either the inherent properties of AKA to also authenticate the home network may be used, or for the authentication of the SeGW, the root certificate of the operator shall be installed at the H(e)NB.
If EAP-AKA is used for authentication of the hosting party, the related credential may be stored on a Host Party Module (HPM), or some other credential appropriate for EAP-AKA authentication and stored in a TrE. For the removable case the requirement for device integrity check needs additional considerations (cf. 7.3).
7.5.1.2.3
Assumptions for storage of AKA credential

For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment, which should be irremovable. 
For the case of hosting party authentication, this environment is called hosting party module (HPM). If the HPM must be bound to the device depends e.g. on the business case..

Physical security of interfaces to the HPM has to be considered.
7.5.1.2.4
Assumptions in core network

The SeGW acts as EAP authenticator and relays authentication information to the AAA server. The AAA server retrieves an authentication vector from AuC via HSS/HLR.
The HSS/HLR contains an entry for the device and/or hosting party. The HSS/HLR is able to distinguish between authorizations of AKA credentials associated with UEs, associated with H(e)NB devices and/or associated with H(e)NB hosting parties, e.g. by subscription profile data.
7.5.1.2.5
Authentication flow

EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network or for authentication of the hosting party.

7.5.1.2.6
Impacts on core network

A AAA server is required as modified network element.
The authentications of the H(e)NBs generate additional processing load, and network load for HLR/ HSS.

Additional storage capacity is required in HLR/HSS for the H(e)NB or hosting party entries. 


7.5.1.3
Certificate-based Client Authentication
7.5.1.3.1
General

Authentication is based on device certificate for H(e)NB and network certificate for the core.
The H(e)NB authenticates with the built-in device certificate to the SeGW. For this purpose, the SeGW verifies the H(e)NB device certificate. In order to enforce the access control, the verified device identity is looked up in a whitelist maintained by the H(e)NB device identity server. The whitelist is a positive list which collects the device identities of those H(e)NB devices that are allowed by the operator to be connected to the core network due to valid contracts.

The SeGW is authenticated by the H(e)NB based on server certificate. This is no different from SeGW authentication used together with EAP-AKA based device authentication.

Note 1: This section focuses on authentication and does not consider access control.

Note 2: This section only describes usage of certificate-based authentication to device authentication, as the currently known use cases propose EAP-AKA for the authentication of a hosting party. In principle, also the application of certificate-based authentication to hosting party authentication is possible.

Note 3: It is out of scope of this technical report if also variants with the initial enrolment based on vendor certificates and the further authentications based on operator certificates might be possible.
7.5.1.3.2
Assumptions at H(e)NB

The H(e)NB is provisioned with a device certificate and the associated private key generated by the vendor. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network).

The credential (private key) must be stored in a TrE.

Note: It is out of scope of this technical report to define how a list of trusted root certificates or cross-certification by the vendor CA is used to authenticate the SeGW.
7.5.1.3.3
Assumptions in core network

A H(e)NB device identity server is available in the core network as network element providing additional functionality. This server manages a whitelist holding the information about valid device identities of H(e)NBs.
The SeGW must be provided with an appropriate certificate for H(e)NB device certificate validation.

Note: The H(e)NB identity server is not necessarily implemented as a physical server, but may be co-located with other functions.

7.5.1.3.4
Authentication flow

IKEv2 with certificates used for authentication may be run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. This allows also the binding of Hosting party authentication according to step b1 of section 7.1.

In use cases which only deploy device authentication (bundled authentication of hosting party according to step b2 of section 7.1, or no hosting party authentication at all), also other certificate-based authentication protocols, e.g. TLS with mutual authentication, may be used.

7.5.1.3.5
Impacts on core network

A H(e)NB device identity server is required in the operator’s network. The H(e)NB authentications do not affect the HLR/HSS signalling.

7.5.1.3.6
Certificate management

The certificate management has to cover cases of authorized changes of H(e)NB owner or operator. This includes:

· -
Private sale of H(e)NB without involvement of vendor or retailer

· -
Change of operator

Note 1: It is out of scope of this technical report how to handle certificate management for authorized changes.
The certificate management also has to handle compromise of certificates.

Note 2: No revocation could be chosen, if the trade-off between loss caused by compromise of certificates and CAs and additional cost for revocation methods suggests this. For this case still the whitelists mentioned above allow the disabling of single H(e)NBs.
Note 3: It is out of scope of this technical report to decide if revocation is needed and, in case revocation is needed, how it is handled.
The certificate management has to cover certificate lifetime since the expected lifetime of a H(e)NB may be longer than the validity periods usually chosen for certificates.

Note 4: It is out of scope of this technical report to decide how long the expiry times of certificates may be and how to handle expired certificates, if expiry may be expected.
**************************** start next change **********************************
7.6.2.3
Supporting QoS

The support of QoS between the H(e)NB and the SeGW may be realized e.g. via DSCP marking of a single SA pair or multiple Child SAs.
Note: Details of  QoS support are out of scope of this technical report.

**************************** end of changes **********************************
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