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1. Introduction

This contribution proposes new text to two sub-clauses of clause 7.5.1 on generic authentication about identifiers used for authentication.

2. Background
Section 7 of the current TR describes several solutions for H(e)NB authentication. Any of the solutions refers to a H(e)NB device identifiers and to hosting party identifiers, but omits their definition.
Therefore, a clause about authentication identifiers is introduced both for the EAP-AKA-based Client authentication and Certificate-based Client Authentication.
The following pCR catches these changes.
Note to the editor: If an accompanying pCR (S3-081344) is approved, which removes hanging paragraphs from section 7.5.1, then the section numbering below has to be adapted accordingly.

3. pCR

The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-09).
**************************** start of change ************************************
******* insert at end of section “7.5.1.1 EAP-AKA-based Client authentication” *********
7.5.1.1.x
Authentication Identifier

An identifier is needed for the authentication protocol to indicate the identity of the H(e)NB device or the hosting party, e.g. in the identification information elements of the protocol used. Also the access control in SeGW is based on this identifier. The identifiers used for AKA-based authentication shall be globally unique.

The identifier for AKA-based authentication is the IMSI of the AKA credential. For this purpose, these IMSIs have to be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes.
Note: The implementation of the related HLR/HSS entry is out of scope of this document.
****************************** next change ************************************
******* insert at end of section “7.5.1.2 Certificate-based Client Authentication” ********
7.5.1.2.x
Authentication Identifier

An identifier is needed for the authentication protocol to indicate the identity of the H(e)NB device, e.g. in the identification information elements of the protocol used. Also the access control in SeGW is based on this identifier. This identifier must also appear in an attribute of the related certificate.
If certificate based authentication is used for H(e)NB device authentication, then global uniqueness of the device identifier is required. In general, the identifier may be any name which can be inserted in an appropriate attribute of the related certificate. If the device identifier is provisioned by the manufacturer of the device, then the device identifier shall be composed of a globally unique manufacturer identity and an identity local to the manufacturer, e.g. a serial number. This provides at the same time global uniqueness and the freedom of the manufacturer to assign identifiers locally,
The definition of the exact authentication identifier format is left to other documents.
Note 1: The exact format of the identifier and the certificate structure (e.g. which attribute contains the identifier) is out of scope of this technical report.
Note 2: The use of an IMSI as identifier for certificate-based authentication is not appropriate, as the authentication is independent of existing subscriber authentication infrastructure and HLR/HSS. If an (additional) identity based on HLR/HSS and related to the H(e)NB is wanted, then an optional hosting party authentication based on IMSI and AKA can be used (cf. clause 7.5.3.2).
Editor’s Note: If other clauses of this document introduce the usage of certificate based authentication to hosting party authentication, then the text above may be adapted accordingly.

**************************** end of change ***********************************
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