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********************** start first change **********************************

9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

UE and MME shall derive a confidentiality key CK', and an integrity key IK' from KASME and the current NAS downlink COUNT value with the help of a one-way key derivation function KDF in the following way:

CK’||IK’ = KDF(KASME, S10). UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN,  The target SGSN shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. START shall be reset to 0 in SRNC, ME and USIM. For the definition of the  Key Derivation function see Annex A. S10 is the string where the input parameters are defined (see Annex A).
NOTEx: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the UE has left active state. 
MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the MobilityFromE-UTRANCommand to the UE.

Editor's Note: FFS whether 4 LSB is ok for RAN2.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in an integrity protected message for verification that they were not changed in the message that informs about the selected NAS level security algorithms (e.g. NAS SMC Command, Attach Accept, or TAU Response)..

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

********************** end first change **********************************
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