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pCR to TR 33.828
*****  Start of Change *****
6.1.6 Evaluation of solution against requirements.

Editor's note: It is ffs whether we need text for this clause or just refer to clause 7. 
6.1.6.1 
Compliance of TBS with 3GPP Requirements
For each requirement group in clause 5, 3GPP as well as IETF requirements are given. This clause only discusses the 3GPP requirements. It is structured in the same way as clause 5. 

6.1.6.1.1
LI Requirements

The Ticket Based Solution allows easy compliance with any LI requirements. If unprotected tickets are used the master keys for protecting the communication are known to the P-CSCF and any other SIP proxy processing the INVITE dialogue. LI would also be possible in visited networks. When protected tickets standard user services from a KMS will be required. 
6.1.6.1.2
Security Requirements

The TBS is in principle a stand alone key management function which can support keying of any type of media protection protocols including protocols supporting deferred delivery. In the following discussion of the compliance with the security requirements, it is therefore assumed that user plane traffic is properly secured based on the keys established using TBS.
If unprotected tickets are used the SIP traffic has to be secured, i.e. integrity and confidentiality has to be provides for all IMS signalling traffic and especially for the signalling traffic between the UE and the P-CSCF. The security requirements and the needed/offered security for unprotected tickets are exactly as described for SDES in clause 6.4.2 Use of unprotected tickets will exhibit the same security weaknesses as SDES in a non-IMS environment as the level of trust is lowered by the involvement of foreign networks. 

The conclusion is that unprotected tickets will comply with the 3GPP security requirements in exactly the same way as SDES does. 
A TBS with a KMS will protect the tickets themselves, independent of any SIP signalling protection assumptions, and thus provides security on its own. It will also protect tickets and key information while stored or handled in SIP proxies. Tickets may also implement different authorization and group key management schemes adding to the total security offered. This protection mechanisms s independent of IMS and is easily extensible to cover also non-IMS environments.
6.1.6.1.3
Requirements Related to SIP Based Call Features

Concerning forking/retargeting and support of early media, clause 5 doesn't state 3GPP specific requirements – only the IETF requirements apply, cf. further below.

TBS supports secure multiparty communications.
6.1.6.1.4
Architectural Requirements

TR 33.828 v060 lists eleven architectural 3GPP requirements. Compliance of TBS with these requirements is obvious in most cases. Only the most important ones are discussed in this clause.

TBS supports e2e security as well as e2m and e2ae security. This is true for both unprotected and protected tickets. When protected tickets are used, a network node needs to have authorization to access the KMS to resolve the key in the ticket.  
The requirement to support media recording is supported by TBS independent of if the recording is of plaintext media or if it should be protected. Any issues with recording of protected media are related to the media protection protocol used. 
There are no IMS specific functionality used in the core functions of TBS and thus can be implemented in non-IMS UEs. 
6.1.6.1.5
Scalability, Cost and Performance

Obviously, the unprotected ticket version of TBS complies very well with these requirements, as it is a very simple, straight forward approach without the need of additional network elements, expensive computations, multiple roundtrips etc. 
TBS with a KMS offering use of protected tickets will require a KMS supporting all its users. However, there is no technical challenge to implement a KMS supporting all IMS users of an operator as can be seen from specifications of and implementations of other nodes in cellular and IMS systems. The only issue might be cost, but the KMS functionality is simple and it does not have to store any session state which would guarantee a small and efficient implementation.
Note that TBS offers an opportunity to have some groups rely on protected tickets while other groups rely on unprotected tickets together with trust in the IMS signalling and infrastructure security. Other groups may want to implement the KMS as an external trust anchor independent of IMS. Thus TBS offers great flexibility and adaption of scalability, cost and performance issues.
6.1.6.1.6
Requirements Regarding the Access Network Type

TBS complies with these requirements. In particular, 

· it is access network independent;

· it may or may not leverage the IMS security architecture depending on user requirements;

· it may or may not work independently of any of the different authentication methods defined for IMS.

6.1.6.1.7
Backward Compatibility and Migration

TBS complies with these requirements. In particular, keys and other parameters can be negotiated individually for each call.  When unprotected tickets are used downgrading attacks cannot be performed if secure SIP signaling is assumed. With protected tickets the protection can be achieved without the secure SIP signalling assumption.
6.1.6.1.8
Other Requirements

Note that TBS is specified to be independent of the media transport, still allowing tickets to be bound to certain media types and media protection protocols. TBS supports both transport and application layer media protection protocols.
6.1.6.2
Compliance of Ticket Based System with IETF Requirements 

In this clause, not every IETF requirement is discussed in detail but the important current IETF requirements are covered.
6.1.6.2.1
Security Requirements

The strongest security requirement that currently contains is requirement 
R-ACT-ACT: 
A solution must provide a mode where an attacker, for performing a successful attack, must be active in both the signalling and the media path, and where such an attack would be detectable by the end users. 
TBS with protected tickets fulfils this requirement. Unprotected tickets will, in the same way as SDES, of course fail.
6.1.6.2.2
Forking/Retargeting

IETF-requirements 

R-FORK-RETARGET:  The media security key management protocol MUST securely support forking and retargeting when all endpoints are willing to use SRTP without causing the call setup to fail.  This requirement means the endpoints that did not answer the call MUST NOT learn the SRTP keys (in either direction) used by the answering endpoint.

R-DISTINCT:
The media security key management protocol MUST be capable of creating distinct, independent cryptographic contexts for each endpoint in a forked session.

How STB can create different keys in a forking scenario is explained in clause 6.1.5.2. If unprotected tickets are used the key modification can be performed by the receiving client.
R-HERFP:
The media security key management protocol MUST function securely even in the presence of HERFP behavior.

HERFP behaviour is that in a forked call, rejections of the INVITE sent by different endpoints may be terminated at the forking proxy and never reach the caller. A solution to fulfil this requirement can be accommodated by TBS by not allowing an answerer to send indications about key exchange failures in order to let the offerer "make another try". 
Another IETF-requirement, mentioned under "media considerations", is also relevant with respect to forking, in case forking leads to a multiparty session:

R-ASSOC:
The media security key management protocol SHOULD include a mechanism for associating key management messages with both the signaling traffic that initiated the session and with protected media traffic.  Allowing such an association also allows the SDP offerer to avoid performing CPU-consuming operations (e.g., Diffie-Hellman or public key operations) with attackers that have not seen the signaling messages.

With TBS, keys are exchanged in the signalling messages, so association of key management to signalling is clear.  It is a general problem to associate incoming media to used keys, if several end-points after e.g. a forked INVITE start to send media. To enable a simple solution the protocol used for protecting the media should carry the needed information.  
Finally, the following IETF requirement refers to forking/retargeting:

R-BEST-SECURE:
Even when some end points of a forked or retargeted call are incapable of using SRTP, a solution MUST be described which allows the establishment of SRTP associations with SRTP-capable endpoints and / or RTP associations with non-SRTP-capable endpoints.
A simple solution to this is that the initiator offers two media streams, one protected and one unprotected. Allowing unencrypted media is of course always a security issue as the user has to be warned if media is not protected.

6.1.6.2.3
Early Media

The IETF requirement is

R-AVOID-CLIPPING:
The media security key management protocol SHOULD avoid clipping media before SDP answer without requiring Security Preconditions [RFC5027].

TBS will in principle, if the mechanisms to guarantee that different terminals will have different keys in forking scenarios are deployed, need an SDP answer before decryption of media can start which means that encrypted media would be clipped before that. However, 3GPP generally assumes SBCs in the media path that block media before SDP answer anyway. So TBS does not lead to specific problems here.

As discussed in the corresponding clause for SDES, it may also be considered to allow the usage of unencrypted early media and apply protection only to media after the SDP answer. A straightforward solution here would be for the initiator to offer one plaintext media port and one port for protected content. Such an approach would be in line with another IETF-requirement:

R-ALLOW-RTP:  A solution SHOULD be described which allows RTP media to be received by the calling party until SRTP has been negotiated with the answerer, after which SRTP is preferred over RTP.
Allowing unencrypted media is of course always a security issue as the user has to be warned if media is not protected.
6.1.6.3
Summary Requirement Compliance

TBS offers a framework which can encompass user groups with differing security requirements. The framework also includes the possibility to allow specific user groups to handle their key management.  TBS with a KMS will offer a solution which would comply with all security requirements. Unprotected tickets could be an alternative for environments in which security requirements aren't that strict. Thus TBS offers great flexibility and can easily be adapted to scalability, cost and performance requirements.
*****  End of Change *****
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